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Abstract  

The Internet of Things is a hot topic for development and research right now. 

More and more devices get connected to Internet by the day, but sometimes 

the security of Internet of Things is neglected. Xavitech is a manufacturer of 

micropump that is interested in entering the world of the Internet of Things. 

This thesis work was done in collaboration with Xavitech and aimed to look at 

how an Internet of Things implementation for micropump could be designed 

in a secure manner. The goal was to design a concept application that could be 

used to calibrate micropumps remotely over the Internet, with primary focus 

on the security of the in-flight data of the application. When designing this 

concept application, an existing reference model was used as a basis. A 

comparison of different protocols suitability for this application was also 

conducted and the most suitable protocol was implemented. The concept 

application proposed in this thesis is an example of how a secure Internet of 

Things implementation for micropumps can be designed. 
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1 Introduction 

Today more and more devices get connected to the Internet. Our society is moving 

toward an “always connected” state. Everything from cars to refrigerators and house 

plants are now part of the cloud. It is expected that there will be 50 billion Internet 

-connected devices by 2020 [1]. Many of these devices are developed to be smart 

devices. Meaning that they have built-in intelligence to perform some tasks for us to 

simplify our everyday life. Our refrigerators can notice that the milk has expired, 

order new online and have it delivered to us. All our house plants can tell us when 

they need more water or even when they are sick. Also in the industry sector, we 

see a lot more Internet connected devices. Concepts like machine learning and de-

centralized logic are hot topics at industry expos. Companies are starting to use each 

other’s data to improve their own product [2]. 

1.1 The Internet of Things 

Internet of Things (IoT) is a term for the inter-connectivity of everyday things such 

as vehicles, household appliances, clothes or accessories that have been equipped 

with built-in sensors and microprocessors. These objects can be uniquely identified 

and its information, such as position and status, accessible to other objects. This 

enables a fusion between the digital and physical world that may result in higher 

efficiency and precision of the systems this is implemented in. Furthermore, it could 

also reduce costs and help us by eliminating monotonous tasks. The Internet of 

Things can also refer to components in business or security systems using data 

collection to better understand how their products are used and how to improve 

them [3]. The term was coined by Kevin Ashton in 1999 while he was working at 

MIT’s Auto-ID Labs. He used it as the title for a presentation about equipping items 

in the department store P&G’s supply chain with RFID tags [4]. The term has really 

taken of in the past five years. As the Figure 1 shows, the number of Google 

searches for Internet of Things has increased by almost tenfold over this period [5].  

 

Figure 1. Google Trends chart for "Internet of things" 
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1.2 Security challenges 

One aspect of the Internet of Things that surprisingly often gets overlooked is 

security. This poses a huge risk not only for consumers but for everyone and 

everything on the Internet. Many protocols and practices used on the Internet have 

not been developed with the security needs of the Internet of Things in mind. 

However, there are many new protocols and technologies developed for this new 

trend, but there is still a lot of work to be done in term of standardization. Singh 

et.al. [6] lists standardization and development of new protocols to meet the needs 

of the Internet of Things as one of the major challenges ahead of us. Another 

challenge for the Internet of Things is the ability of systems to deal with large 

amounts of data and handling data loss. Big and flexible systems with many 

connected devices and large amounts of data can cause unpredictability in the 

throughput of those systems. This calls for more adaptability to network loss and 

data congestion [7]. Furthermore, many devices on the Internet of Things are very 

constrained both in terms of processing power and power consumption. New 

lighter encryption techniques are therefore needed [8]. 

The authentication of devices and users on the Internet of Things is an important 

issue for security. It is necessary to consider how to authenticate identities when 

designing applications for the Internet of Things. Authorization and access control 

are also important aspects to consider when connecting users and devices on the 

Internet of Things. An issue that must be addressed is the need for new access 

control concept that cater to the decentralized nature of the Internet of Things [9]. 

1.3 Background 

A micropump is small electric pump that has a very precise flow rate. A common 

implementation of micropumps are in environment monitoring and sampling 

applications. Xavitech is a manufacturer of micropumps for air and gas. Being 

pioneers on the micropump market, Xavitech are interested in taking the step into 

the Internet of Things by developing micropumps with more built-in intelligence.   

A project was therefore initiated to investigate how micropumps can be used in an 

Internet of Things implementation and the first step is to develop a concept for how 

micropumps can be calibrated remotely over the Internet.  
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1.4 Purpose and Goals 

The purpose of this thesis is to design a concept application that can be used to 

calibrate micropumps remotely over the Internet with focus on the security of in-

flight data. 

The concept application should meet the following requirements: 

 The micropumps flow should be able to be calibrated over the Internet 

 The micropumps firmware should be able to be updated over the Internet. 

 A Raspberry Pi gateway for the micropump should be created. This gateway 
should be easy to connect.  

 The application should fulfill all sides of the CIA triad. (See Section 2.3.1) 

 A HAT (Hardware Attached on Top) for the Raspberry Pi gateway should be 
created. The HAT should power both the micropump and the Raspberry Pi 
gateway and have some simple status indication. 

 An easily implementable and extendable API should be created.  

 An end-user application for remote control of the micropumps should be 
created.  
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2 Theory 

In order to design of the concept application a few technical concepts and reference 

models have been utilized. This section will provide a background for some these 

concepts and models. In this section a comparison of communication protocols 

suitable for this application will also be presented. 

2.1 Internet of things reference model 

The ITU Telecommunication Standardization Sector (ITU-T) have devised a 

reference model for the Internet of Things. It consists of four layers: application 

layer, service support and application support layer, network layer and device layer. 

There are also management and security capabilities that span across all layers [10], 

see Figure 2. 

 

 

Figure 2. ITU-T reference model for IoT 

 

The application layer contains the end-user application that rely on the layers 

beneath to function. 

The service support and application support layer consists of two capabilities. The 

first is the generic support capabilities. It provides functions such as additional data 

processing and database storage. The second is specific support capabilities and they 

vary depending on application. 



 

 
5 

The network layer also consists of two capabilities - networking and transport. 

Network capabilities provide connectivity and the transport layer provide means of 

transportation of application data. 

The final layer is the device layer which can be divided into two capabilities. The 

first capability, device capabilities, provide devices with access to upload 

information directly or process commands from the layers above. It also provides 

devices with abilities to indirectly access information through gateways. Gateway 

capabilities is the second part of the device layer. It provides the application with 

support for many interfaces and protocol conversions, such as reading the status of a 

Bluetooth device and relaying its data to the layers above using the Internet [10]. 

The reference model also includes management and security capabilities. The 

management capabilities are categorized as generic and specific management 

capabilities. The generic capabilities provide functions such as device management, 

user handling, network management and software updating. The specific capabilities 

provide application specific capabilities. For example, smart grid power 

transmission line monitoring. Security capabilities are also categorized as generic 

and specific management capabilities. Generic security capabilities include 

application independent function. For example, authorization, authentication, 

encryption or anti-virus systems. Specific security capabilities provide functions for 

application-specific requirements. For example, mobile payment services [10]. 
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2.2 Protocol stacks 

There are many protocol stacks (also known as protocols suites) used in computer 

networking. A protocol stack is a table of network protocols where the protocols 

can interact with each other between each layer or row of the table [11]. There is no 

standardized protocol stack defined for the Internet of Things. However, there are 

many protocol stacks that illustrate the inner works of the Internet. These stacks can 

also be applied to the Internet of Things. 

The two most common protocol stacks are the OSI model and the Internet Protocol 

Suite, also known as the TCP/IP stack. The OSI model comprises of seven layers 

while the Internet Protocol Suite consists of four layers. Even though the number of 

layers are different they both cover the same span of protocols. Table 1 shows a 

comparison of the scopes of the Internet Protocol Suite and the OSI model. 

Table 1. Comparison of two commonly used protocol stacks 

Internet Protocol 

Suite 

OSI model Examples 

 

Application 

Application HTTP, MQTT, SMTP, FTP, SOAP 

Presentation SSL/TLS 

Session Sockets 

Transport Transport TCP, UDP 

Internet Network IPv4, IPv6 

 

Network Access 

Data Link MAC, LLC, UART 

Physical Ethernet, Wi-Fi, Bluetooth 

 

As the primary reference for this project the Internet Protocol Suite has been chosen 

over the OSI model. This decision is largely based on the notion that the OSI model 

can be viewed as an academic concept that describes an idealized network protocol 

family, while the Internet Protocol Suite is better at describing real-world 

applications [12].  
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2.3 IT security 

Threats to security is a constant worry in information technology. In this section, a 

few principles used for safe-guarding the security of applications on the Internet will 

be presented. 

2.3.1 The CIA triad 

The CIA triad is a common principle that is used in IT security. It contains three 

components; confidentiality, integrity and availability. These components can be 

regarded as the foundation for the security of applications across the Internet. If any 

of these three components are breached it may have serious consequences [13]. 

 Confidentiality 
The importance of information not getting into the wrong hands is an 
integral part of Information Technology. Confidentiality is commonly 
achieved by protecting resources with user IDs and passwords. It is also 
important to restrict a user’s access to only the parts of a resource it 
requires. Commonly through an access control list. 
Encryption is another way of ensuring confidentiality. Sensitive data and 
especially data sent through the Internet should be heavily encrypted to 
make sure that the data is not compromised. 

 Integrity 
This involves maintaining the consistency of data and that data can be 
trustworthy throughout its entire life cycle. A third party should not be able 
to change the data during its transport across the Internet. If an unauthorized 
person were to access or obstruct the data, there must be systems in place to 
undo some damage. It is crucial to plan for failures when designing a system. 
Permissions and access control is just as important for maintaining the 
integrity of data as it is for confidentiality. There must also be some means 
to protect data from unexpected events not caused by humans and force 
majeure. This is commonly achieved by using checksums to verify the 
validity of data and also keeping backups to ensure that no data is lost in the 
event of a server crash. 

 Availability 
The last part of the triad is availability. It is crucial that systems and 
communication channels must be working as intended when they are 
needed. A good way to ensure availability is to assure that both the hardware 
and software components of a system are maintained rigorously. It is also of 
utmost importance to stay up to date with essential system 

updates. Redundancy is a common way of ensuring availability. Having a 
second server in case the first one crashes is a standard feature in systems 
that provide high availability. 
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2.3.2 Login and ACL 

A login is a process where some information is entered by a user to gain access to a 

system. It can also be used by other systems to gain access. This is an essential part 

of computer security. There are commonly two parts that a login consists of; a user 

name or ID and a password. However, there are cases where more information like 

domain name or encryption keys must be entered [14].  

An ACL or Access Control List is widely used to restrict a user or group’s access to 

a system or subsystem, as well as what operations are granted. A typical ACL entry 

specifies a user/group and an operation [15]. For example, if an ACL contains 

‘guest, read’ the user ‘guest’ would only be allowed to read the file.  

2.3.3 Encryption 

Encryption is a technique where information is heavily encoded to obscure it and 

make it readable by only those that have the correct key for decoding. It was used 

for military purposes long before the computer was invented. Today, encryption is 

one of the pillars of information security. Encryption used in computer systems 

generally belong to one of two categories: Symmetric-key encryption and Public-

key encryption, the latter is also known as asymmetric-key encryption [16].  

In symmetric-key encryption both the sender and the receiver of an encrypted 

message use the same key to encode and decode the message. One of the 

disadvantages with symmetric-key encryption is getting the key to the receiver 

without it being compromised. Another disadvantage is that the same key exists in 

many locations and is therefore at higher risk for being compromised. Common 

symmetric-key algorithms are DES, 3DES and AES. 

In Public-key encryption there are two keys instead of one shared. There is a public 

key and a private key. They are mathematically related and are generated together. 

The public key is used to encrypt messages, but cannot be used for decryption. The 

public key is therefore, as its name suggests, made public. The private key is used 

when decrypting a message. It is kept secret and only used by its owner. For 

example, suppose that A wants to send B an encrypted message. A will then ask B 

for B’s public key. B’s public key is then used by A to encrypt a message and send it 

to B. B will then use its private key to decrypt the received message [17]. 
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2.3.4 Hashing 

A hash function is a function that takes an input of any length and produces an 

output of a fixed length. The output is called a hash. In an optimal hash function the 

input cannot be reverse engineered from the output [18]. Figure 3 illustrates an 

example of how a hash function works.  

 

Figure 3. Illustration of a hash function. Any input produces an output of fixed length. 

 

A common use for hash functions are password storing. A user’s password should 

never be stored in plain text, instead a hashed version of the password should be 

stored. When a user enters a password and requests access, the password is run 

through the hash function and compared with the stored hash. If it is a match, the 

user can be authorized [19]. 

2.3.5 SSL/TLS 

Unencrypted socket connections are insecure and can be subject to eavesdropping 

attacks because the data transmitted across the Internet usually goes through many 

routers and gateways before it reaches its destination. If data is presented in 

plaintext unauthorized parties can intercept and access this data. However, if the 

socket connection is encrypted, the data transmitted is secured from eavesdropping 

and interception. SSL (Secure Socket Layer) or TLS (Transport Layer Security) as it 

is known in recent versions is such a protocol. In this thesis, it will only be referred 

to as TLS. 
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TLS is a network protocol for privacy and data integrity. It is located between the 

Application and Transport Layers of the Internet Protocol Suite. The TLS protocol 

comprises of two layers; the TLS Record protocol and the TLS Handshake protocol. 

At the lowest level, right on top of the Transport Layer in the Internet Protocol 

Suite, is the TLS Record protocol. There are two basic properties that the TLS 

Record protocol provides. The first is privacy. Privacy is ensured through 

symmetric-key encryption. The common key used for this encryption has been 

agreed upon using the TLS Handshake protocol. The second property of the TLS 

Record protocol is reliability. A message authentication code(MAC) is included in 

the encoded messages. With the MAC, the receiver of a message can confirm that a 

message has not been changed and that it comes from the stated sender.  

The second part of TLS is the TLS Handshake protocol. It provides three properties; 

server authentication, session handling and encryption key negotiation. Upon a 

client connection, the server presents the client with a certificate. The client then 

verifies the validity of that certificate, usually through a Certificate Authority. If it is 

deemed valid, the server is authenticated. To negotiate the common encryption key 

used by the TLS Record protocol a public key encryption is initially setup [20]. 

 

2.4 Application Layer protocols for IoT 

Even though there is a lack of standardization when it comes to Application Layer 

protocols for IoT, there are many Application Layer protocols that can be used in 

IoT applications. In this section a selection of these protocols will be presented and 

compared.  

HTTP is developed as a protocol for transferring documents on the Internet. It 

defines a set of standards for how users can exchange information. The main use for 

HTTP is for webpages.  HTTP is a state-less protocol, meaning each command is 

interpreted on its own without any knowledge of prior commands [21]. HTTP was 

the most commonly used Application Layer protocol for the Internet of Things 

according to a survey in 2016 [22]. 

SOAP is a protocol that runs on top of HTTP. It utilizes XML schemas to send 

information. SOAP enables applications running on different programming 

languages and operating systems to communicate with each other [23]. 
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Representational State Transfer or REST is more an architecture than it is a 

protocol. It runs on top of HTTP just like SOAP, but it uses only standard HTTP 

commands. An advantage with REST compared to SOAP is the larger variety of 

data-interfaces formats that REST can utilize. REST supports most data-interface 

formats like JSON, ProtoBytes and XML. SOAP on the other hand can only be used 

with XML [24]. 

CoAP is a protocol for document transfer just like HTTP. The major difference is 

that CoAP is a lightweight protocol made for constrained devices. CoAP is designed 

to be a low power protocol with much smaller overhead than HTTP. It also runs 

over UDP instead of TCP which help reduce power and data consumption. 

CoAP has a client/server model and is based in the REST architecture. The clients 

make requests to the servers and the server sends back responses [25]. 

XMPP (Extensible Messaging Presence Protocol) is a set of protocols for things such 

as instant messaging, presence, multi-party chat, voice and video calls and routing of 

XML data. XMPP was originally named Jabber and is developed for real-time data 

exchange. XMPP uses a client-server architecture where the clients never talk 

directly to each other. PubSub is a protocol extension for XMPP. It enables XMPP 

clients to create topics where information can be published and is broadcasted to 

clients that subscribe to the said topic [26]. 

OPC UA (Unified Architecture) is protocol for machine-to-machine communication 

mainly used in industrial automation. It is developed by the OPC Foundation as a 

single successor for all the old OPC protocols. One of the biggest difference with 

OPC UA compared to old OPC protocols is the platform independence. Old OPC 

was heavily reliant on DCOM and OLE features in Windows. OPC UA can be 

implemented on any platform [27]. OPC UA has many protocol extensions such as 

Data Access, Historical Access, Alarms & Events and more. For messaging OPC also 

has a PubSub protocol extension with functionality like that of XMPP’s PubSub 

protocol extension [28]. 

MQTT is another PubSub protocol. A major difference between MQTT and the 

other listed PubSub protocols is that it is designed to be lightweight. It also uses a 

client-server architecture and is in many ways very comparable to XMPP’s PubSub 

extension. 
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This comparison features two types of protocols; request/response (ReqResp) and 

publish/subscribe (PubSub). The ReqResp protocols are HTTP, REST, SOAP and 

CoAP, while the PubSub protocols are XMPP, MQTT and OPC UA. Table 2 

provides a comparison of these protocols. It lists a few features that will be useful in 

this application. TCP would be to prefer over UDP in this application, mainly 

because stability and reliability is prioritized over speed.  

Quality of Service (QoS) is an important feature that some protocols include. The 

protocols that include QoS features provides more reliability as messages can be sent 

with different levels of importance. A high level of importance means that the 

sender of a message will make sure that the receiver gets the message and resend it 

as many times as it takes. A low level of importance means that the sender will only 

try to deliver the message once. 

Security for the Transport Layer is another important feature for this application. 

Therefore, availability of TLS has been included in this comparison.  

Table 2. Comparison of Application Layer protocols 

 

According to a recent survey by Yassein et.al. from the Jordan University of Science 

and Technology [29], protocols with a PubSub architecture are well suited for 

lightweight Internet of Things implementations where frequent and large data 

volumes are sent. For this application MQTT has been chosen as the Application 

layer protocol. A more thorough presentation of why MQTT was chosen will be 

provided in Section 3.3. The next subsection will provide a closer description of the 

MQTT protocol and architecture.  

  

  

 HTTP SOAP CoAP REST XMPP OPC UA MQTT 

Version 1.1 1.2 18 - - 1.03 3.1.1 

Type ReqResp ReqResp ReqResp ReqResp PubSub PubSub PubSub 

Transport 

Layer 

Protocols 

TCP TCP and 

UDP 

UDP TCP TCP and 

UDP 

TPC TCP and 

UDP 

QoS No No Some No No Yes Yes 

TLS Yes, over 

HTTPS 

Yes, over 

HTTPS 

Only 

DTLS 

Yes, over 

HTTPS 

Yes Yes Yes 
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2.5 MQTT 

MQTT was developed in 1999 by Andy Stanford-Clark at IBM and Arlen Nipper at 

Eurotech to be used in the surveillance of an oil pipeline in the American desert. It 

was developed as a broadband efficient protocol with low power consumption for 

devices connected via satellite link [30]. 

MQTT is a broker based PubSub messaging protocol. It was designed to be open, 

low-cost and easily implementable. MQTT is well suited for push notification 

applications and one-to-many and many-to-one communication. Because clients do 

not need to continuously poll the broker for new data, this protocol is well suited 

for usage with low power devices and in situations where low data consumption is 

crucial. Facebook Messenger is an example of an application where MQTT is used 

[31].   

2.5.1 Architecture 

MQTT has a client/server-architecture where all devices utilizing the protocol are 

clients connecting to a central server. This central server is known as a broker. All 

communication goes through this central broker and the clients never communicate 

with each other directly. MQTT utilizes a TCP socket setup between the broker and 

the clients to send messages. 

MQTT is based on a publish/subscription pattern, where the senders of messages 

are publishers and receivers are subscribers. When a client publishes a message, it 

specifies a topic that the message will be sent to. Any client that have subscribed to 

that topic will then get this message sent to them by the broker. Clients can be both 

publishers and subscribers. A good real world comparison is newspaper distribution, 

where the publishers are newspaper outlets and the subscribers are their readers. 

The broker can be compared to a postman or a newsagent. 

2.5.2 Topics 

Topics are the central part of the MQTT infrastructure. Topics are organized in a 

hierarchy where a slash is used to differentiate the levels in the hierarchy. An 

example of a topic is ‘language/español’ where ’language’ is the top hierarchy level. 

Subscribers can choose to subscribe to a specific topic or to a to a higher-level 

hierarchy and all it subtopics. The latter can be done using a wild card. 

There are two types of wildcards. The first is the hash sign (#). It is used to 

subscribe to everything under a specified topic hierarchy. For example ‘language/#’ 

can be used to subscribe to all subtopics under ‘language’. The second wildcard is 

the plus sign (+). It is used to substitute only one topic hierarchy level. For example 

‘langauge/+/verbs’. This will include ‘language/english/verbs’ and 

‘langauge/español/verbs’ but not ‘language/english/australian/verbs’. 
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2.5.3  Payload 

All messages that are published also include a payload. The payload is the data that 

the publisher wants to make available to others. The payload can contain anything 

from single Boolean values to entire files. The maximum size of the payload is 256 

MB [30]. 

 

Figure 4. MQTT example 

Figure 4 illustrates a simple MQTT implementation. Clients publishes their 

messages in different topics and the clients that subscribe to those topics receives the 

messages. Note that Client 3 uses a hash (#) to subscribe to everything under a 

higher-level hierarchy.  
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2.5.4 Quality of Service 

MQTT has an important feature called QoS. This feature enables the clients to 

dictate how a message should be sent or delivered. Both the publishing client and 

the subscribing client can set their own QoS levels independently. The publishing 

clients QoS level determines how the message will be delivered to the broker. 

Likewise, the subscribing clients QoS level determines how the message will be 

delivered between the broker and that client. The QoS level is set by the clients 

when they subscribe to or publish in a topic. Clients can set different levels for 

different topics. Publishing clients are also able to set different levels within the 

same topic. 

There are 3 different levels of QoS. 

0. At most once, fire and forget. 
1. At least once, acknowledge is required. 
2. Precisely once, a four-step handshake is performed. 

At the first level (QoS 0) the message is delivered at most once. This means that it 

could also not be delivered at all if the message gets lost during transmission. When 

a message is sent from a client to a broker or from a broker to a client, the sending 

part will forget about it as soon as it is sent and no acknowledge is expected. This 

type of handling is sometimes referred to as “fire and forget” [32]. 

At the second level (QoS 1) the sender will make sure that the message is delivered 

at least once. This also implies that a message could be delivered more than once. 

When a message is sent, the sender will expect an acknowledge from the receiver. If 

no acknowledge is received within a reasonable amount of time the sender will 

resend its message. 

The third level (QoS 2) provides the most reliability, but it is also the slowest and 

most communication heavy level. At this level the sender and receiver will perform 

a four-step handshake to make sure that the message is delivered precisely once. 

When a publish message with the highest QoS level is sent, the sender will save the 

message and wait for an acknowledge. When the receiver gets the message, it will 

also save this message and send a publish-received message back to the sender. The 

sender will then know that the message has been received and will discard the initial 

message. Now the sender will respond with a publish-release message indicating that 

the initial message can be used. When the publish-release message is received, the 

saved message is ready to be used by the receiver. The receiver will then return a 

publish-complete message to the sender. The sender can be sure that the message 

has been received properly when it receives the publish-complete message and the 

delivery is now completed [30]. 

Figure 5 shows the communication flows of the different levels. 
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Figure 5. Communication flow at different QoS levels 

 

2.5.5 Retained messages and Last Will 

A message published to an MQTT broker has a retained flag that can be set to either 

true or false. If set to true that message is retained. This means that the message will 

be saved in that topic. When a new retained message is sent, the clients that 

subscribes to the topic it is sent to will receive that message like a normal message. 

However, each new client that subscribes to that topic will receive that message 

immediately after subscribing. Each topic can only have one retained message. 

Another feature is the Last Will and Testament message (LWT). It is a message that 

clients can specify before connecting to the broker. This is a just like a regular 

message. However, the difference is that the message will not be published until the 

publishing client makes an ungraceful disconnection. Each client can only post one 

LWT message [30]. 
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2.6 Hardware 

In this is subsection some principles used when designing the hardware of this 

concept application will be presented. 

2.6.1 Raspberry Pi 

The Raspberry Pi is a single board computer the size of a credit card. It was 

developed by the Raspberry Pi Foundation and the first version was released in 

2012. The Raspberry Pi is based on an ARM architecture and can run a range of 

operating systems including many Linux distributions and Windows IoT Core. The 

most common operating system, and also the offical, is Rasbian. It is a completely 

free operating system based on Debian. 

There are a few versions of the Raspberry Pi now released. The first Raspberry Pi 

only had one USB port, no Ethernet port and no wireless interfaces. At the time of 

writing the most recent Raspberry Pi released is the Raspberry Pi 3 Model B+. It is 

almost 80% faster than the original Raspberry Pi [33] and features four USB ports, 

Ethernet port as well as both Wi-Fi and Bluetooth [34]. 

There are also a range of smaller and lighter Raspberry Pi computers called 

Raspberry Pi Zero. They are about half the size of the regular Raspberry Pi. At the 

time of writing the most recent Raspberry Pi Zero is the Zero W. It has features 

both Wi-Fi and Bluetooth [35]. 

2.6.2 GPIO 

GPIO is a set of general purpose pins for I/O that can be configured by the user 

application at runtime. These pins can be used as both inputs and outputs, but can 

also be used for PWM and serial communication(I2C, SPI, UART etc.). The 

Raspberry Pi is equipped with between 26 and 40 GPIO pins [36]. 

2.6.3 UART 

UART (Universial Asynchronous Receiver/Transmitter) is a hardware device that is 

responsible for serial communication. UART uses an asynchronous technique for 

data transmission which means that there is no external clock that dictates the 

transmission rate. Instead, the sender and receiver uses a preset transmission rate 

that have to match for the transmission to work. With UART there is only one byte 

sent at the time and start and stop bits are used to indicate where the byte starts and 

stops [37]. 
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3 Process 

This chapter will present how the work has been conducted and which tools and 

approaches that have been used. As a basis for the design of this application, the 

ITU-T’s IoT reference model presented in Section 2.1 was used. Each of the 

reference models capabilities has been considered separately. 

3.1 Initial design 

Starting from the bottom at the device layer. The micropump will be the device 

capabilities for this application. It is only equipped to communicate through TTL 

and UART i.e. the Network Access Layer of the Internet Protocol Suite. The 

Raspberry Pi gateway is therefore needed to provide the micropump with gateway 

capabilities. The gateway capabilities enable the micropump to communicate using 

the Internet and Application Layer protocols.  

When designing the network capabilities there were two parts that had to be 

connected. The micropump with Raspberry Pi gateway and the end-user 

application. These parts should be able to be located on different local area networks 

with only locally addressable IPs and connected to the Internet through a router. 

This meant that these two parts could not address each other directly and were 

dependent on a router to provide Internet access. It therefore became apparent that 

some sort of relay server with an IP address directly addressable on the Internet was 

needed. This relay server could be accessed by all connecting parties. Figure 6 

illustrates how such a solution would look. 

 

Figure 6. Initial application design 

Implementing a relay server in the design creates highly dynamic networking 

capabilities for the application. With the relay server being the only static point, 

both the end-user application and the micropump can connect from almost 

anywhere on the Internet with no extra router configuration needed. 
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The IoT application at the application layer of the reference model will be devised in 

the form of a web-based JavaScript application. It will be referred to as the end-user 

app. This end-user app is the application that will be used by Xavitech when 

controlling and calibrating the micropumps. 

The gateway capabilities, transport capabilities, management capabilities, security 

capabilities and the end-user app will be described in detail later in this section. For 

this application, there are no service support and application support layer 

capabilities included. 

 

3.2 Gateway capabilities 

In this subsection, the design of the concept applications gateway capabilities will be 

presented. This involves specifying a hardware interface and development of a HAT 

module for the Raspberry Pi. It also involves writing a software interface to serve as 

a bridge between the device and gateway capabilities. 

3.2.1 Hardware interface 

The micropump is only equipped with a UART interface for communication, so the 

Raspberry Pi must be able to communicate over UART as well. There are two 

options for how to solve this with the Raspberry Pi. The first option is to use the 

Raspberry’s USB interface and an adapter for UART communication. The second 

option is to utilize the GPIO on the Raspberry Pi. For this concept application, this 

turned out to be a rather easy choice. The GPIO interface has dedicated pins for 

UART communication and the GPIO pins are easier to include with a HAT board. 

Therefore, the second option was chosen. 

3.2.2 Design of a HAT 

As a part of the design of the concept application, a HAT was developed to ease the 

connection of the micropump and gateway. The HAT was designed using Autodesk 

Eagle, a CAD software for developing PCBs. 

Per one of the requirements stated, the Raspberry Pi and micropump had to be 

powered by a common power source. The Raspberry Pi runs at between 3.3 and 5 

volts. While the micropump can run at between 5 and 24 volts. It also produces 

some electrical noise. To solve this a 3.3V regulator was added to provide the 

Raspberry Pi with a stable voltage. The regulator chosen is rated for an input voltage 

of between 5 and 25 volts and can deliver a maximum output current of 1 ampere. 

This is more than enough to power the Raspberry Pi that only draws around 700 

mA in operation. The capacitors in this circuit has been chosen according to the data 

sheets of the micropump and that voltage regulator respectively. 
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Another requirement is a simple type of status indication. A small LED was added 

that can be controlled with a GPIO pin on the Raspberry Pi. The HAT uses six 

GPIO pins and is connected on top of the Raspberry Pi. Figure 7 shows the circuit 

diagram of the designed HAT board. SV1 is the Molex connector for the 

micropump, SV2 are the six GPIO pins for connecting to the Raspberry Pi and U1 is 

the voltage regulator for the Raspberry Pi. 

 

 

Figure 7. Circuit diagram for the HAT 

In Figure 8, a complete HAT board is shown. This HAT is attach on top of the 

Raspberry Pi gateway. The micropump will be connected at the Molex connector to 

the right in the picture. 

 

Figure 8. HAT board 
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3.2.3 Software interface 

Before writing any code, a programming language for the Raspberry Pi gateway 

must be chosen. There are many languages that the Raspberry Pi supports. Python, 

C, C++, C#, Java, Scratch, Ruby etc. For this application three of them are extra 

interesting, and an investigation into which one would be most fitting is conducted. 

The programming languages deemed extra interesting are listed below:  

 Python 
This can be viewed as the ‘de facto’ standard language of the Raspberry Pi. It 
is the language that is recommended by the Raspberry Pi Foundation for 
learners. It has many libraries that can be implemented. Python can also 
implement libraries written in other languages like C or C++. It is an 
interpreting language so all code is compiled at runtime. This was an 
interesting feature for this application. If all code is interpreted at runtime, 
then the code can also be updated and changed during runtime with minimal 
downtime. Interpreted languages could however have reduced performance 
compared to compiled languages. 

 C 
The C language was included in this evaluation on request from Xavitech. C 
has a great number of native libraries to work with. It is widely used for 
many applications, but has an especially strong stance in integrated systems 
and in low-level applications where real-time execution is crucial.  

 C# 
This is the programming language of choice for the author of this thesis. It 
was therefore included in this evaluation. C# for the Raspberry Pi is fully 
compatible with Microsoft.NET and can also utilize a lot of libraries written 
in C or C++. One drawback with C# is that it would not be as easy to 
migrate the program to a lower level platform such as a microcontroller.  

It is hard to declare a clear winner of these three languages. They can probably all be 

successfully implemented in this type of application. Nonetheless, one of them had 

to be picked. For the purpose of this concept application, Python was chosen as it 

can be viewed as the default programming language for the Raspberry Pi.  
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3.2.4 Python program 

A Python program for the device-gateway interface with a custom library for 

communicating with the micropump has been developed. This library contains 

methods for starting the micropump, resetting the micropump, calibrating the flow. 

It also contains methods for reading and writing directly to the EEPROM and RAM 

of the micropump. This library utilizes the standard Python library for serial 

communication, PySerial, to handle the UART communication. Additionally, this 

library also contains a method for updating the firmware of the micropump. For this 

method, an extra library was written to handle the parsing of HEX files. The HEX 

files contains the compiled program for the micropumps microprocessor. This 

library takes the HEX files content as an input and converts it to a series of data 

packets that can be sent to micropump over the serial interface. 

Figure 9 shows the design of the Python program for the device-gateway interface. 

This Python program will be extended to add more capabilities in later subsections 

of this chapter. 

 

 

Figure 9. Design of micropump interface 
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3.3 Transport capabilities 

As concluded from the initial design, a relay server should be utilized. To provide 

the transport capabilities for the concept application an Application Layer protocol 

should be implemented. All the Application Layer protocols that were listed in 

Section 2.4 can most likely be used for this implementation. However, the PubSub 

protocols are extra suitable for this. They have a server/client architecture where all 

communication goes through a central server. This server could serve as the relay 

server for this application. 

There were a few PubSub protocols to choose from. XMPP, OPC UA and MQTT 

are the three that have been listed in this thesis. As stated in Section 2.4, MQTT 

ended up as the pick for this application. It was chosen due to its lightweight design, 

its built-in support for TLS and for the QoS features. OPC UA also met most of the 

requirements, but can be considered heavier as it includes many other features that 

this application does not require. The MQTT protocol provides excellent transport 

capabilities for this application.  

3.3.1 MQTT Broker 

Mosquitto was chosen as the MQTT broker. It is an open source project from the 

Eclipse IoT Working Group [38]. The Mosquitto broker was setup on a Raspberry 

Pi running Raspbian Lite, a slimmed version of the Raspbian operating system. In 

order to get the broker accessible on the Internet, Dynamic DNS and port 

forwarding must be setup in the router connecting it to the Internet. The broker can 

then be accessed on the specified DNS name and port.  

3.3.2 Client implementation 

The Python program for the device-gateway interface from Section 3.2.2 was 

extended with an MQTT client. For this Eclipse Paho’s Python [39] library was 

used.  

When a micropump is connected to the gateway, the gateway will in turn connect 

to the MQTT broker. The gateway uses the serial number of the micropump as an 

MQTT topic. It then broadcasts its connection status in that topic every second. 

Since this message is published every second there is no need for any higher QoS 

level than the “fire and forget” of the lowest level. 

A Last Will and Testament message is also published by the gateway. When the 

gateway disconnects, this message will be sent to indicate that a disconnection 

occurred. This messages is only sent once so it is crucial that the message is 

delivered. However, it is fine if the message get delivered several times. A QoS 

level of 1 is therefore used. 
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The Python program also needed messages for command and response. The 

command message will be used when a remote user requests that the micropump 

performs a specific operation. For example; start, stop or frequency change. The 

response message will be used to return the result of that operation. Both these 

messages will use a QoS level of 2 to ensure that no message is lost. 

3.3.3 Message API 

The MQTT communication needs a proper API for the messages. The API 

constructed for this application is based on JSON (JavaScript Object Notation). 

JSON is a lightweight data-interchange format that is derived from JavaScript [40]. 

JSON was chosen for readability and because data fields can be added to the message 

types without the need to update that message type at every point of use. 

The messages specified in the previous subsection was implemented in a message 

API. The four message types specified are: Disconnection, Connection, Command 

and Response. The top JSON level of the message specifies the message type and the 

lower level contains the data for that particular message type. In Figure 10 the four 

message types specified in this application presented. 

 

Figure 10. JSON message types 
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The Connection message contains the ID of the micropump and the time it is sent. 

This message is used when a gateway is connected to the MQTT broker and wants 

to broadcast its presence. 

The Disconnection message contains only the ID of the micropump and is used by 

the gateway as an LWT message and is sent when the gateway disconnects. 

The Command message contains a data variable and a name. The name is the name 

of the command sent and the data variable is the data sent together with that 

command. For example, if the message is a command to change frequency of the 

micropump, the data variable contains the new frequency. 

The Response message also contains a data variable and a name. The name is the 

name of the command this message is a response to and the data variable contains 

any data sent together with the response. 



 

 
26 

3.4 IoT application 

On the application layer of the IoT reference model all IoT applications for user 

interaction are located. In this case only one application was created. This 

application is meant to be used by the end-user when calibrating the micropumps. 

The end-user app is developed in JavaScript and HTML. It is a purely browser based 

web application that uses a WebSocket to communicate directly with the MQTT 

server. WebSocket is a communications protocol that provides full-duplex 

communication over a single TCP connection. The protocol has full TLS support 

and is designed for implementation in web browsers and web servers [41].  

The end-user app connects to the MQTT broker and subscribes to the topics where 

micropumps publish their connection status. The micropumps that are available 

show up in the user interface. In the Figure 11, the interface of the end-user app is 

displayed. Here there are two micropumps connected. Every micropump has a 

unique ID that is displayed. The buttons on each micropumps faceplate are used to 

send commands to the micropump. The response from the micropump will show up 

in the text field above the buttons. 

 

Figure 11. End-user app 

This end-user app was installed on an Apache HTTP Server on the same Raspberry 

Pi serving as MQTT broker.  
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3.5 Security capabilities 

After including all the previous capabilities, the function of the application is almost 

complete. However, it is essential to not forget the security capabilities. The 

application needs encryption for both the Transport Layer and the Application Layer 

of the Internet protocol suite. It also requires a system for handling the 

authentication and authorization of clients. 

3.5.1 TLS 

To provide the application with encryption of the Transport Layer TLS is used. The 

MQTT specification for version 3.1.1 includes TLS to secure the Transport Layer. 

The MQTT broker setup earlier was reconfigured to only accept secure 

connections. A secure connection requires valid certificates. Self-signing the 

certificates is one option, but this requires that the local Certificate Authority server 

certificate used to sign the certificates is manually added to the clients or that the 

clients are configured to allow untrusted certificates. There is a better option though 

and that is using a Trusted Certificate Authority. The Trusted Certificate Authority 

used in this implementation is LetsEncrypt. It is a free Certificate Authority part of 

the Linux Foundation. An application called CertBot is installed on the Raspberry Pi 

serving as MQTT Broker. Using CertBot the TLS certificates from LetsEncrypt can 

be automatically generated and updated. In the Mosquitto configuration file the 

generated certificates are added. To enable TLS in the Python program for the 

gateway, the only things that are required is to set a flag in the MQTT clients 

connection method and to pass a reference to the local Certificate Authority 

certificate store. 

3.5.2 Payload encryption 

TLS only encrypts the Transport Layer between the clients and the broker. If an 

unauthorized party were to gain access to the MQTT broker, the information on it 

would still be presented in plain text. So, to further ensure the confidentiality and 

integrity of data, the payload of the MQTT messages are also being encrypted. It is 

encrypted with an AES-CBC algorithm. This is a symmetric-key algorithm, which 

means that sender and receiver have the same key for encryption and decryption. 

This key also provides some authorization for the connected clients as it is required 

to view the information on the MQTT broker. The Python program for the gateway 

was extended further to include an encryption/decryption engine for the MQTT 

payload. 
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3.5.3 Authentication 

Mosquitto has built-in features for user authentication. The users are added to a file 

in the Mosquitto broker. Only a hashed version of the passwords is stored in this 

file. In this application two users have been created: admin and client. The admin 

user is meant to be used by system administrators and the user of the JavaScript 

application. The client user is meant to be used by the Raspberry Pi gateways. 

The Mosquitto broker also includes an ACL file. To this ACL, entries can be added 

to permit or restrict access to certain topics for certain users. The ACL entries can 

also set the permitted operations for a user. In this application, the admin user is set 

to have full privileges while the client user can only publish and subscribe to a 

limited set of topics. 

3.5.4 Additions to end-user application 

A login function was added to the end-user app from Section 3.4. The login page 

utilizes the login for the MQTT broker and the key for the symmetric-key 

encryption. This information must be entered before the end-user can connect to 

the MQTT broker and decrypt the payload data. Figure 12 shows the login page of 

the end-user app. 

 

Figure 12. Login screen of the end-user app 
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3.6 Management capabilities 

For this application, the management capabilities are centered around the managing 

of the MQTT broker. Mosquitto provides a lot of logs about user activity and 

connection attempts. This log can be used by a system manager to ban suspicious IP 

addresses or users. 

3.7 Tools utilized 

When developing the application many tools, such as IDEs, programming languages 
and protocols were used. Table 3 contains the tools used in the development of this 
application. 

Table 3. List of tools utilized 

 

 

 

 

 

Name Version Description 

Python 2.7.9 Programming language 

JetBrains PyCharm 

Community Edition 

2017.1 Python IDE 

MQTT 3.1.1 Application Layer protocol 

Mosquitto 1.4.11 MQTT broker 

Raspbian Jessie Lite 4.4 Linux Dist. for RPi 

JavaScript ES5 Programming language 

Atom 1.16 JavaScript IDE 

AutoDesk Eagle 8.2.0 PCB Design Software 
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4 Result 

The goal of this thesis was to investigate how an application for remote calibration of 

Xavitech’s micropumps could be built with focus on the security aspects of Internet 

of Things. The IoT application proposed in this thesis is an example of such an 

application. With the proposed application micropumps are connected to a gateway 

that gives the micropump access to the Internet. All communication goes through an 

MQTT broker that serves as the central point of the application. When the 

micropumps are connected to the broker, the end-user can, using the end-user app, 

change the frequency and update the firmware of the micropump in just a few 

clicks. 

The gateway is very easy to connect. It is up and running if connected to an Internet 

connected network with DHCP capabilities. There is no defined limit to how many 

micropumps that can be connected at once. However, this might be limited by the 

MQTT brokers throughput. 

The HAT created for the Raspberry Pi gateway meets all the requirements setup for 

it. It serves as a common power supply for both the Raspberry Pi gateway and the 

micropump. It also has a status indication that shows the connection state of the 

micropump.  

Figure 13 shows the Raspberry Pi gateway and the micropump connected. The 

green LED indicates that the gateway is connected to the MQTT broker. In this 

picture the HAT is attached on top of a Raspberry Pi Zero W, but it can be used 

with any Raspberry Pi available at the time of writing.   

 

Figure 13. Raspberry Pi Gateway with connected micropump 
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The application features a JSON based messaging API that is designed to be human-

readable and easy to extend. Data fields can be added to the message types without 

the need to update that message type at every point of use. 

The security of the application was considered in detail. With mainly focus on the 

in-flight data of the application. The aim was to fulfill all sides of the CIA triad.  

The confidentiality of the data in this application is assured in several ways. It 

features two levels of encryption; an asymmetric-key encryption of the Transport 

Layer and a symmetric-key encryption of the payload on the Application Layer. The 

MQTT brokers authentication and authorization features also provide the 

application with confidentiality.  

The integrity of the data is ensured in much the same way as the confidentiality. 

Encrypting all data sent through the Internet protects it against alteration. If 

encrypted data is altered during transmission it cannot be decrypted anymore when 

it reaches its destination.  

As stated in Section 2.3.1, availability is best achieved by managing and maintaining 

the systems. However, there are some technical features added to this application 

that provide availability. This application utilizes the QoS levels of the MQTT 

protocol to ensure the most crucial information is available to all subscribing clients. 

For optimal availability, a system should also have a high level of redundancy. This 

application does lack some redundancy features. There are however ways to add 

more redundancy features to this application. This topic will be discussed further in 

the Discussion section. 
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5 Discussion 

For the payload encryption, a symmetric algorithm was chosen over an asymmetric. 

Symmetric algorithms are a lot faster generally. However, the main reasons for 

choosing a symmetric algorithm was that it provides a simple authentication and the 

fact that keys can be preinstalled on all clients. If both sending and receiving client 

has the same key the receiver of the message will know that the sender is authentic if 

the message can be decrypted. A shared key across all clients also means that no key 

distribution system must be used which makes one-to-many and many-to-one 

communication simpler. A vulnerability with this is that if the shared key were to be 

obtained by an unauthorized party. Then the confidentiality and integrity of all 

clients are compromised. With asymmetric-key encryption, every client has its own 

key set that is only valid for that client. The sending parties would then have to ask 

the receiver for their public key before any message can be sent. This makes 

asymmetric-key encryption more complex for one-to-many and many-to-one 

communication. 

To handle the different levels of importance that messages have the QoS feature of 

MQTT is used. Messages that are sent continuously and only valid when they are 

fresh such as a momentary connection status is sent using the lowest level. Messages 

that must be delivered at all costs but can be delivered more than once are sent using 

a QoS level of one. For example, the last will and testament message used by the 

clients to publish their disconnections. The most vital messages that must be 

delivered precisely once use the highest level. It is crucial for this application that 

command messages are not delivered more than once. 

The retained messages of the MQTT protocol are described in section 2.5.5. They 

are however not used in this concept application. The reason for this is that the 

protocol does not feature any retained messages that are removed when the 

publishing client disconnects. In the current specification of MQTT, retained 

messages are saved in a topic until a client publishes an empty message to that topic. 

If a retained message that is removed upon disconnection could be posted the 

continuous publishing that every gateway performs could be removed and only an 

initial connect message would have to be published. This would both save data and 

limit congestion. 
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The current setup with one central relay server that all communication goes through 

has a few disadvantages. As stated in the Result section, the application is very 

reliant on the relay server. If it were to fail, the whole application goes down. 

Additionally, it could also become a bottle neck for communication as this design 

does not scale well. A larger system of 100 or more clients would require some sort 

of load balancing and server clustering. MQTT does not have any features for 

clustering and load balancing in its specification, but there are many MQTT broker 

implementations that still provide such features. This could potentially be used to 

create high availability clusters for MQTT and would provide the application with 

extra availability in the form of redundancy. Unfortunately, the time and resources 

of this project was too limited to investigate this any further.  
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6 Conclusions 

The application proposed in this thesis is an example of how a secure Internet of 

Things implementation for micropumps can be built. Apart from the micropumps 

this application features a gateway, a broker and an end-user app. Using the gateway 

the micropump can gain access to the Internet and can connect to the broker. The 

end-user app also connects to the broker and the micropumps flow is easily 

calibratable and its firmware updatable remotely. 

There is no lack of security features that can be implemented in Internet of Things 

applications. There is a large amount of protocols and technologies to choose from. 

The application proposed in this thesis has implemented a few these existing 

technologies and they proved to be very much up to the task. However, they were 

not completely perfect for this application and possibly for other Internet of Things 

applications as well. So, there is a need to adapt these technologies for the Internet 

of Things applications of tomorrow. 

Ultimately it is good to point out that the application proposed in this thesis can 

easily be modified and applied to devices other than micropumps. 
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7 Further development 

The addition of support for dynamic software updates of the gateway would be a 

nice feature to have. The gateway itself provides the possibility to update the 

firmware of the micropump, but a similar feature is not provided for the gateway. 

With the current configuration of the Raspberry Pi gateway there is no way to 

remotely update the code of the gateway application. Adding this feature could 

increase the availability of the application as bugfixes would be easier to roll out. It 

would also provide extended management capabilities. 

The implementation of support capabilities for this application is a work yet to be 

done. An application like this one deployed at large scale would probably need more 

support systems attached to it. Such as data logging, additional data processing and 

data sharing with external systems. 

The gateway in this application can only handle one device at the time. The device is 

also restricted to only a wired interface. It would therefore be interesting to extend 

this gateway to handle wireless devices on a meshed WSN (Wireless Sensor 

Network) such as BLE or ZigBee. Most likely this would raise a new set of security 

concerns that has to be considered. 
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