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Abstract 

This thesis is focused on the industrial environment. This study aims to 
understand the difficulties wireless communications have when performing in 
these types of environment with a specific standard (and protocol) Zigbee.  

These difficulties are due mainly to the physical effects and interferences as 
well the electromagnetic waves from these wireless transmission signals can 
suffer. The background of this project is to analyze how industries can 
implement wireless sensor networks (using Zigbee standard) for their 
factories in order for them to be beneficial i.e. reliable or if it is possible.  

Industries normally tend to keep in the path of the old fashioned way i.e. 
wired systems which are more robust and can cope with the hard system 
requirements.  

Some study on these environment effects (interference as well) is performed. 
The results show how this (Zigbee) sensor network could be or should be 
implemented in order to have the best performance (disposition of devices, 
type of environment considering only industrial environments, etc.).  

Specifically, these results show that Zigbe wireless sensor networks are 
limited to some conditions in order to obtain the desired reliability. These 
conditions are that these networks must be performed in absorbing 
environments, LoS disposition of devices, not too long diatance between 
devices and not other networks in the same area using the same frequency 
band.  

The limitation of absorbing environments is because the dispersion effects in 
the (highly) reflective environments are critically damageful for the link. The 
limitation of the other devices operating in the same frequency band in a close 
area is due to the fact that Zigbee has no frequency diversity. Last but not 
least, the limitations to LoS and not too long maximum range (approximately 
50 meters) are related since the range would be (much) lower than 50 meters 
if the communication was in NLoS disposition of devices. 
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The noise in this environment is also studied and modeled. The results show 
that as the impulsive index (which is ameasure of the number of impulses that 
reach the receiver in a certain unit of time) takes larger values, the 
distribution approximates that of a Gaussian and as A takes lower values the 
reults show an impulsive characteristic. The Probability of error is computed 
for values of A less than 1, where the impulsive characterstic is shown, and as 
A takes larger values the error is greater.  
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1 Introduction 

This thesis shows that there is currently challenging aspects with wireless 
communications in an industrial environment such as industrial wireless sensor 
networks (IWSNs). These types of networks aim to provide information to or from 
the industrial machines in order to be able to control and monitor their processes in 
a more accessible way. While applying these networks can represent a cost 
reduction of the 70 % of initial costs (material and installation) and the 80% of 
annual maintenance cost and many more  advantages as mentioned later, they also 
need to satisfy some hard requirements such as real time communications (RT 
response in terms of a scale of milliseconds), security and reliability issues. These 
issues have to do especially with the environment where these communications are 
propagated and with the protocol/standard that is used (system requirements). It is 
important to take into account that loss of information in production can turn to a 
loss of millions of dollars for the company, see [1].  This thesis aims to study how to 
implement an industrial wireless sensor network with specific devices and to discuss 
if it is doable.  

Zigbee protocol of the Zigbee standard is going to be used for this study because of 
its (devices) cheap price and simple operation mode and/or configuration. These 
devices operate in the Industrial Scientific Medical (ISM) band (2.4GHz-2.5GHz) 
and they consume low power. Furthermore, it is possible to perform an IWSN with 
them. 

Finally, if the IWSN is a challenging matter currently is mainly because of the harsh 
environment the signal must be propagated through so a study on the noise of this 
environment is also to be considered and performed (second part). 

In this part of the thesis (or first chronological part), which is going to be referred 
hereafter as Zigbee protocol part, a study of wireless communications in an 
industrial environment is carried: Xbee devices have been used for this purpose. As 
a further development, referred as industrial noise modeling part, we have studied 
an impulsive noise model to be applied for industrial environment noise. 

This Zigbee standard part aims to study the compatibility of wireless 
communications in industrial environment.  Wireless communications allow 
maintenance and control over industrial machines. Furthermore, these types of 
communications have the obvious advantage of reduced volume of wiring which 
implies less cost and also provides more flexibility to the system (easier to install, to 
update and to change some equipment of the system if needed, etc.) [2]. However, 
wireless communications have also some flaws such as being more proper to be 
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hacked or such as suffering from multipath propagation or possible interference 
(from other networks, industrial machines, etc.). Fading and shadowing can also 
play a negative role in this subject; see [3]. This will be seen later when performing 
the channel characterization. It is due to these pros and cons that the best solution 
nowadays is to work with hybrid systems, see [3]. This kind of systems operates 
with wireless and wired communications at the same time. This offers the main 
advantage of not having many networks in the same area and also the advantage of 
being able to accomplish the hard requirements in the critical points. 

As for configuration in Zigbee standard part, it was necessary to learn how to 
configure properly the Xbee devices to perform a wireless communication between 
them. Channel characterization of this Zigbee standard part of the thesis aims to 
characterize the communication channel between Xbees in an industrial 
environment (simulation of these industrial environments) because this would be 
the path between the devices in this IWSN. The last of this Zigbee protocol part will 
discuss and study which way or how it would be better to perform a WSN in an 
industrial environment. 

This work is not particularly about environmental issues or sustainability. 
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2 Theory 

 

 

2.1. Xbee devices characteristics  

 

In order to characterize the wireless communications in an industrial environment, 
the first step has been be familiar with the Xbee devices and to learn how to 
configure them. One of the reasons why this work is performed with these devices 
is their cheaper price, as mentioned before. Another reason is that they are very 
convenient to use for performing a wireless sensor network with them. 

Consequently, first of all we have proceeded to get a deeper understanding or 
knowledge of the communication process. The papers [4, pp. 15], [4, pp. 52], [5] 
fully describe the Xbee s2c devices characteristics. The communications protocol 
used by Xbee devices is the Zigbee protocol.  The Zigbee protocol is based on IEEE 
802.15.4 standard adding some layers.  The layers adopted from the IEEE 802.15.4 
standard are the Physical and the MAC, which actually are the ones that are 
important at the moment of choosing the type of network desired to implement. 
The particular layers provided by Zigbee are the Network Layer and the Application 
Layer.  

Nowadays, the industrial wireless networks focus on two groups: WLANs and 
WPANs, [5]. Both WLANs and WPANs are computer networks that communicate 
wirelessly; the main difference is the range, WPANs have much shorter range (scale 
of few meters).The IEEE 802.15.4 standard was developed as a LR WPANs. These 
networks are designed to support limited physical featured devices: low energy 
consumption, communication range of few meters, low power processing and 
reduced memory. This is why the Xbees are transceiver RF modules with low 
power consumption.  

First of all, a summary of the physical and MAC layers, based on the IEEE802.15.4 
standard are presented in the following two subsections. 

a) IEEE802.15.4 Physical layer 

The IEEE 802.15.4 physical layer can operate in three different frequencies. We are 
going to focus on: 2450 MHz with a channel width of 2MHz. This band supports 16 
channels. It is the most commonly used band and the Zigbee band. The O-QPSK is 
its modulation. All of the three bands use direct-sequence spread spectrum (DSSS) 
access mode. The throughput of this band is 250 kbps. These characteristics, 
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presented in [5], are important for understanding the communication behavior and 
also when simulating as we can see in [6]-[7].   

 

b) IEEE802.15.4 MAC layer 

According to this layer this standard classifies two types of device: the full function 
devices (FFD) and the reduced function devices (RFD). The first ones implement a 
model of communication where they are the ones talking to all devices, 
consequently, they are known as Coordinator and Router in the Zigbee model. The 
second ones have a less important role in the network, only connected to one FFD; 
they can never act as a coordinator of the network (that would also be the case of a 
Router in the Zigbee protocol). These are known as End devices in the Zigbee 
model. 

 

 The second most important subject to take into account when configuring Xbee 
devices is to know that there are two main operating modes: transparent (AT) and 
Application Programming Interface (API), as shown in references [4, pp. 43-45],  
[8, pp. 37-38] and [8, pp. 43-44].  

a) Transparent Mode 

In Application Transparent (AT) mode the receiver will just reply what it receives, 
so it will send the received data to the transmitter again. This type of mode is not 
very flexible because it requires specifying in every communication the address of 
the receiver and the transmitter by configuring the AT parameters: DH (Destination 
High), DL (Destination Low), SH (Source High), SL (Source Low). This mode 
would be used for the simplest way of communicating between Xbees (in this thesis 
whenever Xbees is mentioned it refers to Xbee devices), the starter way.  

b) API mode 

When a more complex network is desired to be implemented, API mode shall be 
used. This mode works with frame based API. It is possible to just configure a 
remote device without entering command mode (mode characterized by AT 
commands; this mode is used to configure local devices) because of the different 
purposes that frames can have (such as configuration and communication) so one 
frame could be used for modifying the configuration of the receiver if that packet is 
designed for that purpose. There is no need to enter command mode either to 
transmit information to multiple destinations. This operation mode also has the 
advantage to be able to know which source sent a specific packet, to know the status 
of the transmitted packet and to know the received signal strength (RSSI parameter; 
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it is an approximate value for signal received on an antenna, very useful for the 
channel characterization of this Zigbee protocol part of the thesis). This Zigbee 
protocol part of the thesis is going to use API operation mode because it is the most 
realistic one, it is a possible implementation (for a IWSN). 

 

2.2. Channel characterization  

 

Following a similar structure of [9] and the aim of the channel characterization of 
this thesis, a characterization of (a channel in) industrial environment is going to be 
made. The experimental tests are performed in different indoor buildings/rooms of 
the University of Gävle simulating different industrial environments.   

To do so there are two main parameters in which it is going to take more focus, 
which are the path loss exponent and the root mean square (r.m.s.) delay spread. 
This is done also taking into account if it is Line-of-Sight (LoS) propagation or Non-
Line-of-Sight (NLoS) and if the materials are reflective or absorbent as performed in 
[9, pp. 19-37]. LoS means that the transmitter and receiver can see each other, no 
obstacles hindering the path while NLoS means the opposite.  

Path Loss exponent: 

First of all, by using the equation shown in [10, pp. 197], the path loss exponent (n) 
is determined: 

 

𝑃(𝑑) = 𝑃(𝑑 = 0) −  10 𝑛𝑙 og(𝑓) −  10 log(𝑑)𝑛 + 30 𝑛 − 32.44,            (1) 

 

where the frequency is f = 2400 MHz (which is the one Zigbee works with), the 

distance (parameter “d” in the equation, expressed in metersEscriba aquí la ecuación.) depends on the 
measurement set up, the initial power is 5 dBm (considered maximum output 
power) as we can see in the Xbee s2c datasheet (see [4, pp. 15]) and the P(d) is the 
RSSI AT parameter. 

This RSSI parameter, mentioned before, is the received power value on the antenna 
[in dBm] (desired signal plus background noise plus interference), see [8, pp. 139]. 
This thesis focuses on the remote RSSI because it is the power received in what we 
thought as receiver (it could have been done in the opposite way). 

As the channel response, from which the rms delay spread is derived, cannot be seen 
or measured with XCTU software (GNU radio software and hardware could help 
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with that), a theoretical approximation has been made, taking advantage of the fact 
that Xbees work approximately in the 2 GHz band, it is going to be taken into 
account the formula and considerations used in [11, pp. 10-13]: 

 

10 log(𝑆) = 2.3 log(𝐹𝑠) +  11,                                                                          (2) 

 

Where S, in ns, is the root mean square (r.m.s. ) delay spread and Fs, in m^2, is the 
floor space. 

The reason these parameters must be taken into consideration is because of the 
multi-path dispersion effect and the power lost in the path or path loss.  

The multipath is due to the different effects electromagnetic waves can experience 
while propagating from transmitter to receiver from the objects encountered in 
between them; such as diffraction, reflection and scattering. In light terms, 
reflection would be the phenomena the waves would suffer from encountering a 
surface where two different mediums collide so that the same waves return into to 
the original medium. Scattering would be the deviation that the electromagnetic 
waves would suffer from encountering a rough surface (non uniform). Finally, the 
diffraction would be the phenomena that would make the waves bend over the 
corners or edges of an obstacle/s encountered along the path. 

 These effects produce multiple replicas of the signal transmitted (dispersion) that 
can arrive at different time. This can lead to Intersymbol Interference (ISI), it will 
be seen later. Intersymbol Interference is the phenomena that occur when symbols 
interfere one another converting them into noise. A communication with ISI is not 
reliable. It is important to understand that this dispersion (in time domain) can be 
characterized by the impulse response; derived from that impulse response the rms 
delay spread is obtained. This is important because then obtaining the rms delay, the 
channel is being characterized.  

This rms delay should change considerably from LoS to NLoS disposition of devices 
and also from absorbent to reflective types of environment because these effects 
mentioned before would make much more effect (assuming NLoS scenarios have in 
general terms more obstacles along the path).  

 Path loss can be seen as the attenuation a signal suffers when it propagates. 
Especially because of distance but also because of the type of environment (material) 
and the objects (or walls) the signal might have to go through. Path loss is 
characterized by the path loss exponent. 



7 

The Electromagnetic Interference in this environment is a complex subject which is 
going to be observed in this part but is going to be more developed, even modeled 
in the second part of this thesis. 

The last part of characterizing the channel should study the interference in these 
communications. The interference can be produced in three ways: ISI or interchip 
interference, interference from another user (multiuser access, can be considered 
also as impulsive noise) and interference from the noise of the industrial machines 
(impulsive noise). As said before, human workers working in the factory/storage 
floor can also cause interference when they hinter the path if they are close enough 
to the transmitter or receiver or if there are many of them (can be modeled also as 
impulsive noise).   

For the first type of interference, it must be taken into account that: 

𝐵𝑐 ≈ 1
5 𝑆

     (3) 

This equation is taken from [12] where S is the r.m.s. delay spread and Bc is the 
coherence bandwidth.  

For low scale of rms delay spread (scale of ns) the coherence bandwidth is wide 
enough (scale of MHz) and it does not generate ISI. However, for high rms delay 
spread (scale of microseconds) the coherence bandwidth is small (scale of KHz) and 
that may lead to ISI, as mentioned in [13]. 

If the signal bandwidth is greater than the channel coherence bandwidth then the 
channel is dispersive (there is ISI). 

The second and third kinds of interferences are related due to the fact that both can 
be modeled as impulsive noise. The impulsive noise due to industrial machine is not 
really relevant at 2.4 GHz, as seen in (Figure 37.9, seen in [12]). The impulsive 
noise due to other wireless communications at this frequency band can be, in fact, a 
greater source of problem in real applications.  

From other users of other networks, it might be very damageful because of the lack 
of frequency selectivity (diversity) Zigbee protocol has. It needs to be said that 
Zigbee has a lack of robustness which is essential for industrial wireless 
communications and that is that it is not flexible in terms of frequency (Zigbee PRO 
adds frequency agility though). That means a possible interference would cause high 
damage to the network i.e. a possible other network operating at the same band and 
close to the area would be very harmful. 
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From users from the same network, CSMA/CA is in charge of avoiding information 
collisions but implies a delay in the transmissions. As one can imagine, the bigger the 
network is, the greater the delay can become. Especially, if a complex wireless 
network is desired to be implemented.  

CSMA/CA is in charge of collision avoidance. That means there are no collisions in 
the network. However, this may delay the transmissions because when the channel 
is “busy” another node that wants to transmit must wait for a random time and then 
ask if the channel is free, permission to send (RTS). This increases the real time 
response of the system.  

The CSMA/CA forces the receiver to be on for most of the frame (not possibility of 
entering sleep mode during most of the time), see [8, pp. 85]. That means the 
battery life for a Zigbee Wireless Sensor Network is about weeks, months at most 
while the industrial system requirements need an expectancy of years. 

Impulsive noise (which can model industrial machines/environment noise and other 
network noise) is a complex matter, which this thesis is going to dig deeper in the 
second part modeling it.  

2.3. Impulse (or impulsive) noise modeling 

This industrial noise modeling part (considered like a second part for this thesis) is 
going to be subdivided in three sections.  

The first section of this part will provide general Probability, Statistic theory 
concepts which are required to understand or to know before actually modeling the 
impulse noise.  

Following that, the modeling of impulse noise is going to take place analyzing the 
main models: Middleton Class A, Bernoulli Gaussian and Alpha Stable distribution. 
This subsection is the main subsection in this part due to the fact that these are 
actually the models to use to model the impulse noise (noise occurring in industrial 
environments). Some simulations using Matlab software have been performed, as 
seen later. 

Last subsection in this modeling impulse noise section will explain the main 
concepts Middleton used for his work when deriving his own model (Class A 
model) 



2.3.1 Concepts from probability theory

In this section some concept relevant to this work is outlined.

Random variables and their distributions To start with a random variable
(random vector), X, is a function assigning a real value X (!) (or a point X (!) ∈ Rn)
to every outcome ! in a random experiment, see [15].
The distribution of a random variable is the function that assigns a probabilityP(X ∈
A) ∈ [0, 1] to all (reasonable) subsets A of the set of values SX that the random
variable can take. The distribution of the random variable X can be de�ned by a
positive density function fX (x) of X so that the probability of X ∈ A is given by the
integral

P(X ∈ A) = ∫
A
fX (x)dx

with respect to volumne measure dx in Rn. A real-valued random variable can
basically be discrete, continuous or mixed. For general random variables one need
to choose density functions from the more general class of distributions, so that,
equivalently the expec-tation E(g(X)) of any variable Y = g(X) depending on X is
given by the integral

E (g(X )) = ∫ g(x)fX (x)dx

The expectation of X (or the mean of X ) gives an idea of what is going to be the
corresponding value of an event from an experiment. It can be thought as the center
of mass of the distribution.

The probability mass function, shown also in [15], can be seen as a probability func-
tion that represents the relation between an event from a sample space and a value
in the real line. This relation is done by a random variable. Each event from the
sample space has relation with one and only one value from the real line. The prob-
ability mass function of a discrete random variable can be de�ned as:

pX (x) = P[X = x] = P[� ∶ X (� ) = x]

where X is a random variable, � is an outcome of the experiment and x is the value
from the real line corresponding to that outcome in this experiment (random vari-
able).

The cumulative distribution function, the CDF, of random variable X , as can be seen
in [17], is de�ned as

FX (x) = P(X ≤ x) = ∫
x

−∞
f (y) dy. (2.1)

For univariate distributions (X ∈ R) the PDF is the derivative f (x) = F ′(x) of the
CDF.
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An important discrete distribution is the Poisson distribution. If X is Poisson-
distributed it takes values on positive integers SX = {0, 1, 2,…}. This discrete ran-
dom variable can be interpreted as the number of successes (arrivals, impulses of
noise emissions in our case) in a some time unit. That a random variable X has the
Poisson distribution is written X ∼ Po(�) and the PMF is

P(X = k) = e−�
�k

k!
. (2.2)

The parameter � represents the expected number of the successes and also the vari-
ance Var(X ) = E ((X − �)2).

The variance and the gaussian distribution The variance of a random variable
X ∈ Rn describes how much the distribution of X spreads/varies in di�erent direc-
tions. The variance of X ∈ Rn is represented as positive semi de�nite symmetric
n × n-matrix Var(X ). We can de�ne Var(X ) as the covariance of X with itself, i.e.
Var(X ) = Cov(X, X ), where the covariance matrix Cov(X, Y ) between two random
variables X, Y ∈ Rn is the expectation

Cov(X, Y ) = E[(X − EX )(Y − EY )T ] = E[XY T ] − (EX )(EY )T (2.3)

where all multiplications are matrix products and where the vectors X and Y in Rn

are understood as column matrices.

It is important to de�ne what we mean by the Gaussian distribution, see [17]. This
distribution, also known as normal distribution, is used to approximate the sum of a
large number of independent random variables (central limit theorem) under a wide
range of conditions of the random variable. It has many self reproducing properties.

We write X ∼ N(�, K ) to state that a random vector X ∈ Rn has the Gaussian
distribution with mean � and variance Var(X ) = K . This has the meaning that, for
every � ∈ Rn, a univariate variable Z obtained as a linear function of X

Z = �TX = �1X1 +⋯ + �nXn

has the standard univariate Gaussian (normal) distribution Z ∼ N (m, � 2) with den-
sity function f (z) ∝ exp(− (z−m)

2

�2 ). Here m = �T� and � 2 = �TK� . It follows directly
from this de�nition that any linear function Y = AX + b of X ∼ N (�, K ) is gaussian
with distribution Y ∼ N (A� + b, AKAT ).

Two random variables X and Y are said to be independent if for any pair of functions
g(x) and ℎ(y) the multiplication formula for density functions holds, i.e

fXY = fX (x)fY (y)

It follows that two independent random variables are uncorrelated, i.e. Cov(X, Y ) =
0, but the reverse implication does not hold in general.

10



Characteristic functions and the central limit theorem The characteristic
function of a random variable X is, essentially, the Fourier transform of it’s den-
sity function. For a general variable ! ∈ Rn in an n-dimensional “!-plane”, the
characteristic function ΦX (s) is de�ned as the expectation

ΦX (w) = E (exp(jwTX )) = ∫
∞

−∞
fX (x)ejw

T x dx, where wTX = w1X1 +⋯ + wnXn.

As it can be seen, the characteristic function of X is the Fourier Transform of the
pdf f (x) with the a sign reversal on the exponent.

From the de�nition of the Gaussian distribution, we see that if X ∼ N (�, K ) then the
characteristic function

ΦX (!) = exp (j!T� − !TK!) . (2.4)

Converely, any random variable with a characteristic function of this form has dis-
tribution N(�, K ).

An important formula is for a sum of two independent random variable the charac-
teristic function is given by the product of the characteristic functions of its terms.
That is, if X and Y are independent then

ΦaX+bY (!) = ΦX (!)a ⋅ ΦY (!)b. (2.5)

From (2.5) and (2.4) we can deduce that any sum Z = aX + bY of two independent
gaussian vectors in Rn has a gaussian distribution with mean aE(X ) + bE(Y ) and
variance a2 Var(X ) + b2 Var(X ). This means that the Gaussian distribution is stable:
In probability theory, a distribution is said to be stable if a linear combination of two
independent random variables with this distribution has the same distribution, up
to location and scale parameters. Using characteristic functions one can similarly
deduce that any random variable X with a symmetric stable univariate distribution
must have a characteristic funtion of the form

ΦX (!) = exp (j!� −  |!|� ) . (2.6)

with 0 < � ≤ 2. The case � = 2 corresponds to the gaussian distribution.

Using characteristic functions and the relation (2.5) one can deduce the Central
Limit Theorem (CLT). The CLT states that, given an in�nite sum of independent
random variables converge, if the sum is properly scaled and translated, to a normal
random variable provided the variance of the sum tends to in�nity. More precisely:
Assume that X1, X2,… is a sequence of independent mean-zero random variables
and that Wn = 1√

n (X1 +⋯ + Xn) has variance Var(Wn) that converges to a constant
K ≥ 0. Then Wn converges in distribution to N (0, K ).

The e�ect of the CLT is seen in natural phenomena as well as in man-made. In
the natural phenomena case many macroscopic processes derive from the sum of
a large number of independent (microscopic) processes, see [21]. In the man-made
case, normally the interest is on averages that consist on the addition of independent
random variables. These both cases result in Gaussian distributions.
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Random processes A random process X (t) is a random function in a variable t ,
i.e. a mechanism that assigns to each outcome of the experiment a random value
X (t) ∈ Rn to each value t in a given domain of the random function (see [16]).

The distribution of a random process X (t) is speci�ed by specifying the distribu-
tion of the �nite time-samples. That is, if, for every �nite set S = {t1,… , tn} of
times, we specify the distribution of the random vector X |S = (X (t1),… , X (tn)) then
the distribution of the process is well de�ned. For some important classes of pro-
cesses it is enough to specify it second order properties. In particular, a Gaussian
process is completely speci�ed by it’s mean function mX (t) = E(X (t)) and its covari-
ance function CX (s, t) = Cov (X (s), X (t)). The distribution of a �nite time-sample
X |S , S = {t1,… , ts}, is then the (multivariate) Gaussian distribution with mean
m = (m(t1),… , m(ts)) and the variance matrix

Var(X |S) = (C(X (ti), C(tj))
i,j=s
i,j=1

Stationarity is a natural assumption stating that the statistical properties of the pro-
cess are independent of the choice of time origin. For a (wide-sense) stationary
mean-zero process the covariance function C(s, t) will only depend on the time-
lag � = t − s. For such processes the autocorrelation function R(� ) determines the
covariance, i.e. C(s, t) = R(� ) where

RX (� ) = E (X (t + � )X (t)T) ,

and the right hand side is independent on t . For a stationary process one can de-
�ne the Power Spectral Density SX as the Fourier Transform of the autocorrelation
function. That is,

SX (f ) = ∫ RX (� ) exp(−2� jf � ) d� ⟺ RX (f ) = ∫ SX (f ) exp(2� jf � ) df

2.3.2 Impulsive noise

The impulsive noise is the noise caused by external sources and seen as impulses
or spurious signals. Middleton divided the origin of the impulsive noise in two
categories, as seen in [19]:

(a) Intelligent noise (man-made)

(b) Non-intelligent noise (naturally occurring)

The division Middleton made is basically between noise generated in external sources,
which is the impulse noise as he de�ned it. The man-made noise is caused by electri-
cal devices or other networks working. This noise is also known as industrial noise,
is the one this thesis is based on, this noise (when talking about electrical machines
or machines working producing circular movements) a�ects frequencies under 1
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GHz; when talking about other networks, it obviously depends on the frequency at
which these networks operate.

The naturally occurring noise can either be atmospheric or extraterrestrial, see [20].
The atmospheric noise is created for any electric disturbances in the atmosphere.
This noise is formed by random impulses occurring in nature and can be seen as
spurious signals. The strength of the noise amplitude is inversely proportional to
frequency. The extraterrestrial noise is also classi�ed depending on its source. The
solar noise and the cosmic noise can be the two main sources of this noise.

Later, Middleton classi�ed the noise not according to source but according to its
bandwidth (compared to the receiver bandwidth). So there is: Class A noise where
its bandwidth is narrower, Class B noise, where its bandwidth is broader and Class
C which is the sum of the two previous ones.

We focus on Class A noise from these three types since it is the most widely used.
Class B noise can be modelled also using a stable S�S distribution with in�nite
variance.

We consider additive noise, i.e. the received signal is the source signal plus a random
noise term. It is natural to assume that the noise signal has no preferred phase thus
that noise process has mean zero and is a symmetric distribution.
Middleton describes the noise after �ltering and demodulation as

X (t) = Xc(t) cos(2�fot) + Xs(t) sin(2�fot) (2.7)

being Xc(t) the in-phase component and Xs(t) are the out-of-phase component. The
components Xc(t) and Xs(t) are assumed to be slowly varying, so, assuming the
observation interval t ∈ [0, T0] is small, we can approximate them with a pair uni-
variate values X = (Xc , Xs). By phase symmetry the distribution of X = (Xs , Xc) ∈ R2

should be centrally symmetric in R2. When considering the e�ect of X on demodu-
lation (in, say, phase modulation) it is enough to consider the univariate distribution
of a component of X in some direction and the central symmetry implies that this
distribution is equal to that of, say, X = Xc .

So what distribution on X should be considered? We assume that the e�ective noise
term X is obtained from a continuous time process Z (t) linearly, i.e. it is obtained
by an integral over some observation window [a, a + T0]

X = ∫
a+T0

a
k(t)Z (t) dt,

where the function k(t) captures the processing made by the receiver. The standard
model is that the received noise process consists of additive white gaussian noise
(AWGN) which gives the conclusion that X has a gaussian distribution N(0, � 2g ).

Whiteness of the noise means that in the Fourier domain, the spectral density SZ
is a constant, assuming it is unlimited in bandwidth. It means that the correlation
function is a delta function �(� ). Strict whiteness of the noise process dZ (t) means
that any two integrals ZA = ∫A g(t)Z (t) dt and ZB = ∫B g(t)Z (t) dt , for a pair of
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disjoint intervals A and B, are independent random variables. If we assume that the
distribution of such intervals are scale free, i.e. does not depend on the length of
the intervals apart for a scale parameter, this means that the distribution must be a
stable distribution. If the variance of the integrals is assumed to be �nite then the
Central Limit Theorem implies that the Gaussian distribution is the only reasonable
choice.

Impulsive noise models However, the assumption of whiteness of the noise is
often unrealistic. If the noise dZ (t) is a sum which is dominated by a relatively
few random emissions (impulses) then integrals ZA and ZB will generally be quite
dependent. In such cases it makes sense to condition on the number of such emis-
sions. Thus, we introduce a discrete random variable L that represents the number
of impulses that reach the receiver in a unit time.

This section and part of the thesis is a sketch on how to derive part of the Middle-
ton class A noise model from more basic underlying physical principles, giving an
outline of the derivation in [15].

The basis of the characterisation (see the exposition in [15]) is that the location
of the possible interfering emitting sources and the emission times of these same
sources are distributed according to a Poisson process in spacetime. In the next step
Middleton postulates that the received process is obtained by the sum of received
emitted waveforms through a Poisson point process. That is for each point � in
“space-time Λ” we postulate a random noise process Z (t |� ) is emitted from this
point. The received noise is then

Z (t) = ∫
Λ
Z (t ; � ) dN (� ) =

L
∑
i=1
Z (t ; Ξi), (2.8)

where the points Ξi ∈ Λ are chosen according to Poisson process with intensity
function �(� ).

Let X� = ∫ k(t)Z (t ; � ) dt give the corresponding e�ective noise term after demodu-
lation. Then we obtain

X =
L
∑
i=1
XΞi . (2.9)

From the properties of the Poisson process, we can appreciate in the following ex-
pression for the c.f. of X

Φx (!) = E (ej!X) = exp(∫
Λ
(ΦX� (!) − 1)�(� ) d�) . (2.10)

LetA = ∫Λ �(� ) d� denote or represent the density or the amount of temporal overlap
of the interfering waveforms in a certain time period, known as impulsive index. If
one postulates that, for some � 2I , it holds that

1
A
⋅ ∫

Λ
ΦX� (!)�(� ) d� = exp(−!

2� 2I /2),
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which holds if, e.g., the X� are all Gaussian distributed, then

ΦX (!) = exp(A(e
−!2�2I /2 − 1)) . (2.11)

The above expression for ΦX (!) is the characteristic function for Middletons Class
A model with impulsive index A without background noise. This is the most widely
used model for modeling impulsive noise.

A noise amplitude with a Class A distribution is a mixture of Gaussian distribu-
tions where the variance depends linearly of a Poisson distributed value L ∼ Po(A).
More precisely, we say that X has distribution Class A distribution with parameters
(A, �I , �g) if, conditioned on the number of impulses L, X has the gaussian distribu-
tion X ∼ N(0, � 2L ), where

� 2� = � 2g + �� 2I . (2.12)
Note that we can think of a ClassA-distributed noise term as a sum Xg +X1 +⋯+XL
of a background gaussian noise Xg ∼ N(0, � 2g ) with variance � 2g plus L independent
impulse noise terms Xi , with Xi ∼ N(0, � 2I ).

It follows that L ∈ {0, 1, 2,…} is a Poisson-distributed variable L ∼ Po(A) corre-
sponding to the number of impulses recorded during the observation period, where
each contributes with variance (power) � 2I . We can directly compute the PDF of X

f (x) =
∞
∑
�=0
e−A

A�

� !
⋅

1√
2� ��

exp(−
x2

2� 2�
) (2.13)

from the PMF of a Poisson variable L ∼ Po(A) and the PDF of X ∼ N(0, � 2).

TheBernoulli-Gaussianmodel This model is also a Gaussian mixture but where
the number of impulses L is a Bernoulli distributed variable with success probability
A ∈ [0, 1]. The noise term

f (x) = (1 − A)f0(x) + Af1(x)

two density function f0(x) and f1(x)where f0 dx = N(0, � 2g ) and f1 dx = N(0, � 2g +� 2I ).
An impulse occur with probability A (p in the typical Bernoulli distribution), i.e. the
variance of the impulse noise will depend on the parameter A, which in this model
is seen as the Bernoulli parameter.

The symmetric � stable distribution (S�S) This model can be used instead of
Middleton Class B model. It can be said that it is a simpler model than the Class B
model but a less realistic one, see [23]. This S�S model is simpler than the Class B
model since it requires less parameters to be de�ned and it is less realistic since S�S
model does not contemplate or take into account any background (Gaussian) noise.
It should be noted that the stable distribution is compatible with an underlying
scale-free characterisation of the noise process dZ (t).

The parameters to de�ne in this model are: � , 1 < � ≤ 2, the characteristic exponent
describing how fat the tail of the distribution is, and  > 0 the scaling factor. The
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stable distributions does not have an explicit expression for the density functions,
but the characteristic function of this model, as seen in [24], is:

�X (w) = e− |w |� (2.14)

As it can be seen this model does not follow a Gaussian distribution for � < 2 but
is a Gaussian distribution for the speci�c values: � = 2 with variance  .

2.3.3 Computation of Bit Error Rate

The parameter A, the rate of impulses, is the most important parameter of these
distributions since it de�nes its tail which in�uences the bit error rate (BER) which
it is desirable to compute.

We consider a phase modulation schema, whereM is the number of symbols (phases)
of the modulation. Then M is equal to 2b where b is the number of bits. Let Eb is
the energy per bit in the signal and assume that the e�ective noise term X has
distribution N(0, � 2L ). Under these assumptions a standard formula formula for the
probability of a bit error among a uniformly at random chosen bit (the event BE) is

P(BE|L) =
M − 1
M

Q(

√
Eb
� 2L)

,

where Q(z) = P(|Z | > z) for Z ∼ N(0, 1). As Zigbee protocol modulation is O-QPSK
(which has similar bit error rate as a QPSK, see [22]), one can compute its probability
of bit error using this formula substituting 4 for M .

Since the Class A model and the Bernoulli-Gaussian model conditions on L, we
obtain the bit error probability

P(BE) = E (P(BE|L))

In the case of Class A model we obtain

P(BE) =
M − 1
M

∞
∑
�=0
e−A

A�

� !
Q(

√
Eb
� 2� )

with �� as in (2.12). The Bernoulli-Gaussian model has the probability of bit error

P(BE) =
M − 1
M (

(1 − A)Q
(

√
Eb
� 2g )

+ AQ
(

√
Eb

� 2g + � 2I ))

The Bit Error rate and the Probability of bit error are related by:

BER ≈
Probabilityof biterror

log2(M)
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2.4. Wireless Sensor Network Theory Performance 

The last part of this Zigbee protocol part of the thesis is to see or to discuss what 
would be the best way to implement a Zigbee based WSN and if it would be viable. 

The first thing to point out in order to be able to talk about networks is that there 
are three different type of devices that can be implemented depending on the device 
role (or function) in the network, see [4, pp. 53-54] or [8, pp. 18-19] and [8, pp. 
71-72]. These three types of devices are: Coordinator, Routerand End device. As
commented before, this classification of types of devices derives from the
classification in the IEEE 802.15.4 standard into FFD and RFD; being Coordinator
and Router considered as FFD and End Device as RFD. However, there is a slight
fact that diverges and that is that the Routers cannot be the coordinators of the net
so they are not fully a FFD, as commented before.

Coordinator: It is the main important device in the network. It is the one 
responsible for starting the network. It performs a scan to make sure the PAN ID is 
not used and the channel is good in terms of RF activity nearby. It sets one of the 
most important AT Commands: Personal Area Network Identifier (PAN ID); each 
network is defined with a unique PAN ID and all devices belonging to that network 
must have this ID. The coordinator is also responsible for security. It also routes 
data packets and can communicate with all devices in the network. Once started the 
network, it allows devices to join. 

Router: These devices join the network a Coordinator has started. After that, they 
participate in it, routing data packets, buffering wireless data packets for end device 
children, allowing other devices to join the network. An important parameter (AT 
parameter) to take into account is Join Verification (JV), which tries to know which 
the coordinator address of that network is. 

End device: End devices must also join a network. When they do, the device that 
allowed them do so becomes their parent. Their parent will be the responsible for 
buffering wireless data when they are sleeping. When they awake, they poll their 
parents so they can start processing the information. This type of device is not used 
in this thesis because of their lack of real time response. 

When talking about the type of devices, one can realize that the devices themselves 
are the ones responsible for joining a network and finding a route. This is because 
Zigbee mesh networking is based on ad hoc on-demand distance vector (AODV) 
algorithm. 
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This differentiation of the type of devices and type of operating modes is the basis to 
understand Zigbee wireless communications and networks as well. The simplest 
communication between these devices would be then to have the coordinator 
(necessary in the network) and at least one router. To configure the coordinator, we 
need to set the parameter CE to 1. Then the ID parameter should be set. As 
mentioned before, this parameter is the most important parameter in the network, 
is the identifier, all devices that work in a network must have the same ID. This 
coordinator can be connected to the PC and act as the transmitter.  

Then a router must be set up, just by not setting CE to 1 (leaving it by default) and 
not setting a sleeping time (sleeping times are for end devices).  Then the ID must 
be the same as the coordinator (the channel as well, obviously) and the function 
chosen must be the same as the coordinator as well. 

This is for a basis communication; the parameters, connections and codes needed to 
do are done after in this Zigbee protocol part. 

There are two main possibilities of performing this network: mesh or star, see [26]. 

Mesh networking is one possibility. However, this is the most complex one of the 
two because of its configuration and even debugging if it is desired to extract some 
data (such as in the WSN case). This method performs paths automatically and if one 
node fails it establishes another path destination to source. This is the most realistic 
possible implementation due to the fact that it stands long distances (more than 100 
meters). In this case, there would be many intermediate routers, routers connected 
to sensors and the coordinator. There is an AT parameter, called CCV, that allows 
to avoid sending data if there is more energy in the net than a certain threshold 
which can be helpful for this type of network. This helps/improves the reliability of 
the system and allows its more complex performance.  

FIGURE 1: MESH NETWORK 
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Figure 1 shows an example of Mesh Network using Zigbee protocol (and DigiMesh 
funciton). In this example the End Device (the device with an E written on it) 
represents the combination of a rooter and its connected sensor. The numbers that 
can bee seen in each device are their own MAC address and the numbers in green in 
the link is the power received.  

The other option would be the star, in which there is a central network controller 
device (coordinator) that can be also controlled by a PC. Then there would be many 
routers connected to the sensors.  This way is the simplest and easiest to configure 
due to the fact that all the devices talk just to the coordinator. This is actually a good 
method because it minimizes delays because it does not need to hop from node to 
node to transmit the information but it is limited in terms of distance because the 
Zigbee range is not high. 

FIGURE 2: STAR NETWORK

Figure 2 shows an example of Star Network using Zigbee protocol. Here the End 
Device represents a normal router and all of the routers (End device included) are 
sposed to be connected to sensors. 
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3 Process and results 

Following with the channel characterization of the Zigbee protocol part of the 
thesis, some possible industrial simulation environments are presented: 

• A Library environment that could simulate a paper factory

• A Microwave oven room environment that could simulate a  factory with
some metallic objects and with some electromagnetic interference

• A Lab Corridor environment that could simulate an indoor office

The set up of these tests are performed with two Xbee devices. Each of these two 
devices has opposite roles; one is the transmitter, the Coordinator is chosen for that 
role, and the other one is the receiver, the Router is chosen for that role. The 
transmitter is connected to the PC and allows managing, controlling and monitoring 
the communication using the XCTU software. The receiver is connected to a 
battery through an adapter board. In both cases (LoS and NLoS) in each scenario the 
receiver is at the same place while the transmitter is relocated for every different 
environment case to another position (it could have been the opposite way). The 
reason the coordinator is the transmitter is because it allows to control the 
communication through the PC.   

3.1. Test Scenarios 

Case 1: Library environment 

Case 1 a) Library environment LoS 

The first scenario is in the library, Figure 3a and Figure 3b represent the receiver 
and the transmitter, respectively.  
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Case 1 b) Library environment NLoS 

 Now the same procedure is performed but in the NLoS case; where both 
parameters (rms delay spread and path loss) exponent should be higher (if the 
distance is maintained) than in the LoS case because in the NLoS case there is/are 
objects that the waves encounter producing dispersion (that means NLoS is the 
worst case scenario for the wave propagation i.e. radio communication). 

Case 2: Microwave oven room environment 

Case 2 a) Microwave oven room environment LoS 

FIGURE 3A: THE RECEIVER AND THE PATH TO THE TRANSMITTER

IN THE LIBRARY                        ENVIRONMENT CAN BE SEEN

FIGURE 3B: TRANSMITTER PART IN THE LIBRARY ENVIRONMENT

LOS 

FIGURE 4A: THE NLOS PATH FROM TRANSMITTER TO RECEIVER  FIGURE 4B: THE RECEIVER AND THE OBSTACLES IN

BETWEEN 
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Figure 5a and Figure 5b were performed in a microwave oven room in building 99, 
floor 1. This was a nice environment because when microwave ovens were activated 
they produced impulsive noise (they work at 2.4 GHz, unlike the industrial micro 
wave ovens that work at 915 MHz).   

FIGURE 5A: THE COORDINATOR AND THE PC WITH THE

RX AT THE BACKGROUND

Case 2 b) Microwave oven room environment NLoS 

Next scenario is a NLoS case in the same micro wave room where the transmitter is 
in the corridor, Figure 6. Microwaves were activated for some time (18:39 to 
18:41) as seen in Figure 12a. In Figure 12b microwave ovens were not activated. 

FIGURE 5B: THE RECEIVER POINT OF VIEW IN THE MICROWAVE

OVEN   ROOM 

FIGURE 6: THE TX PLACED OUTSIDE THE MICROWAVE

OVEN ROOM WHILE THE RX STAYS AT THE SAME PLACE 
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Case 3: Lab Corridor environment 

Case 3 a) Lab Corridor environment LoS 

This environment is in the labs corridor in house 99, floor 4, Figures 7a and 7b 
show the transmitter and the receiver, respectively. This environment a priori, for 
the kind of materials, seems less reflective than the microwave room and less 
absorbent than the library.  

Case 3 b) Lab Corridor environment NLoS 

In Figure 8, the transmitter in the NLoS case is shown. This is in the computer 
room; in the electronic lab there were many metal objects as well as big coils that 
unstabilized the received signal and made the power drop down dramatically 
sometimes.  

FIGURE 7A: THE TX PART IN THE LAB CORRIDOR ENVIRONMENT

WITH THE RX AT THE END OF THE CORRIDOR 
   FIGURE 7B: THE RX PART IN THE LOS LAB CORRIDOR CASE 
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3.2. Test Scenarios Results 

3.2.1. Path Loss exponent results: 

To compute the path loss exponent in each scenario, (1) is used. 

Case 1: Library environment 

Case 1 a) Library environment LoS 

In Figure 9, a sudden dropping in the power received can be seen at 15:29. This is 
due to the fact that the transmitter antenna was suddenly changed of orientation for 
an instant. 

Figure 9 shows the range test performed in this LoS disposition, in which we can see 
that the RSSI (dBm), which we can get from using API mode, is -58 dBm.  

FIGURE 8: THE TX IN THE LAB CORRIDOR NLOS CASE 
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 FIGURE 9: MEASUREMENT OF  POWER RECEIVED IN THE LIBRARY, LOS CASE 

In case that the power in the reception point is -58 dbBm (average number), if the 
distance between emitter and receiver is about 20m the value of "n" 
results approximately 1.82. 

Case 1 b) Library environment NLoS 

It can be seen that the power line is not as straight as in the case before due to the 
shadowing (slow fading), the fact that the receiver may be behind some obstacle/s in 
the path from the transmitter. Besides, there is an important drop of power received 
while the distance has barely changed.  

 FIGURE 10 : MEASUREMENT OF  POWER RECEIVED IN THE LIBRARY, NLOS CASE 

In case that the power in the reception point is -68 dbBm, if the distance between 
emitter and receiver is about 22m the value of "n" results approximately 2.34. 

Case 2: Microwave oven room environment 

Case 2 a) Microwave oven room environment LoS 

In figure 11, between 17:52 and 17:56, micro wave ovens were activated. Impulsive 
noise can be seen. This is not important in this case because the distance between 
antennas is small so there is no much path loss (as we can see: n=1.273 is very 
small) and so there are no packet lost. When the power threshold is much lower 
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(longer and more realistic distances) this would mean a loss of information; note 
that the receiver sensitivity of the Xbee is -100 dBm.  

  FIGURE 11:POWER RECEIVED IN THE MICROWAVE OVEN ROOM, LOS CASE 

In case that the power in the reception point is -45 dBm, if the distance between 
emitter and receiver is about 10m (8.5 vertically and 4.5 horizontally) the value of 
"n" results approximately 1.273. 

Case 2 b) Microwave oven room environment NLoS 

 FIGURE 12A: POWER RECEIVED IN THE MICROWAVE OVEN ROOM, NLOS CASE

FIGURE 12B: POWER RECEIVED IN THE MICROWAVE OVEN ROOM, NLOS CASE

In case that the power in the reception point is -51 dbBm, if the distance between 
emitter and receiver is about 10m the value of "n" results approximately 1.71. 
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Case 3: Lab Corridor environment 

Case 3 a) Lab Corridor environment LoS 

FIGURE 13: POWER RECEIVED IN THE LAB CORRIDOR, LOS CASE

In case that the power in the reception point is -64 dbBm, if the distance between 
emitter and receiver is about 30m the value of "n" results approximately 1.97. 

This case is special because the LoS experiences more slow fading than the NLoS; it 
can be seen comparing the Figures 12 and 14. This is because the LoS case 
encounters more obstacles in between. 

In Figure 13, the 4-5 drops in power are due to the fact that 4-5 students hintered 
the path in different moments (they could represent workers in an industrial 
environment).   

Case 3 b) Lab Corridor environment NLoS 

In Figure 12 the NLoS case received power can be seen, as said before, it is special 
because it is closer to the receiver than the LoS case and also because it encounters 
less obstacles but thicker and longer ones (walls) so there is less shadowing (slow 
fading) than in the LoS case but the power level is less. 
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FIGURE 14: POWER RECEIVED IN THE LAB CORRIDOR, NLOS CASE 

In case that the power in the reception point is -68 dbBm, if the distance between 
emitter and receiver is about 22m the value of "n" results approximately 2.35. 

Finally, the results of the path loss exponent can better be seen in Table 1. 

TABLE 1 

Environment Distance (m) Power received 
(dBm) 

Path loss 
exponent 

Library LoS 20 -58 1.82 

Library NLoS 22 -68 2.34 

Micro wave oven room LoS 10 -45 1.273 

Micro wave oven room NLoS 10 -51 1.71 

Lab Corridor LoS 30 -64 1.97 

Lab Corridor NLoS 22 -68 2.35 

Note that in this Table 1 the same distance and power received in the NLoS case of 
Library and Lab Corridor have one decimal of difference in the path loss exponent. 
This is due to the fact that the distances in Table 1 are round numbers. 

3.2.2. R.M.S. delay spread results: 

To compute the root mean square delay spread (2) is used in each scenario. 
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Case 1: Library environment  

Case 1 a) Library environment LoS 

Considering the floor space around 7m x 20m, the r.m.s. delay spread is 
approximately S=39.23 ns. 

Case 1 b) Library environment NLoS 

It is the theoretically a rms delay spread of S=48.11 ns as the area is about (17m x 
20m).  

Case 2: Microwave oven room environment  

Case 2 a) Microwave oven room environment LoS 

Considering a floor space of 10m (vertical) x 5m (horizontal), a r.m.s. delay of 
approximately S=30.96 ns. 

Case 2 b) Microwave oven room environment NLoS 

With a floor space of 10m x 5m + a floor space of 5m x 1.8m, then the r.m.s. delay 
is about S=32.16 ns. 

Case 3: Lab Corridor environment 

Case 3 a) Lab Corridor environment LoS 

Knowing that the floor space is about 30m x 3m, the rms delay spread is 35.44 ns. 

Case 3 b) Lab Corridor environment NLoS 

Taking into account that the floor space is approximately 13m x 3.5m + 12m x 
9’5m, the rms delay spread is S=40.424 ns. 

3.3. Impulse noise models simulated 

Here the impulse noise models studied theoretically are applied in (simulated with) 
Matlab and the results of the simulations are shown next (codes for these simulations 
can be seen in Appendix C). 
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First of all, as following the order in the theory part, the Poisson impulse noise 
(process) model is represented in Figure 15: 

This process represents the impulse arrivals to the receiver in a period of time of 10 
seconds. This is measured with different values of impulsive index so the density of 
impulses varies. This Poisson process is derived from a Bernoulli process where the 
probability of impulse happening (typical parameter p in a Bernoulli random 
variable) is equal to A*dt, where dt = 0’0002. This dt represents the difference of 
time in the deltas in the Poisson noise model. 

FIGURE 16: HISTOGRAM OF CLASS A NOISE MODEL PDF

FIGURE 15 : POISSON NOISE MODEL
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As it can be seen, Figure 16 shows Middleton Class A model simulated. The 
impulsive index is shown in the legend (parameter A) with different values. As the 
value of A increases, the distribution approaches that of a Gaussian. The power 
(variance) of background and interference noise is considered to be 1.5 (1.76 dB) 
and 10 (10dB), respectively, in both Bernoulli-Gaussian and Class A models. 

Figure 17 shows the Bernoulli-Gaussian model with the same values of impulsive 
index as the Middleton Class A model. However, when tin the lowest case of 
impulsive index in this figure the characteristic of the distribution is too impulsive to 
distinguish the color so the same model is simulated again with the lowest value of 
impulsive index equal to 0.5 instead of 0.2. 

FIGURE 17 : HISTOGRAM OF BERNOULLI GAUSSIAN PDF 
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FIGURE 18 : HISTOGRAM OF THE PDF OF BERNOULLI GAUSSIAN NOISE MODEL 

Figure 18 shows again the Bernoulli-Gaussian model but, as commented before, 
with the impulsive index values changed so that the different distributions belonging 
to the different values of impulsive index can be distinguished (or as similar to the 
legend color as possible). 

    FIGURE 19 : PLOT OF ALPHA STABLE DISTRIBUTION, FROM MATHWORKS 

Figure 19 is directly taken from [27]. It is important to see that when alpha tends to 
2 (or is equal to 2) the distribution approaches that of a Gaussian. Notice that the 
center of the distribution is 0 (the distribution is centered in 0) which means that the 
mean (delta parameter in these stable distribution) of the distribution is 0.  
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Finally, as Figure 20 and Figure 21 show, the Probabilty of bit error is computed in 
Class A model and Bernoulli-Gaussian with a power of 5 and 100 for background 
noise and impulsive noise, respectively. 

Note that BER is only computed for values of A < 1. This is due to the fact that is 
desired to compute the bit error probabilty when the distributions have impulsive 
characteristics.   

FIGURE 20 : PROBABILTY OF ERROR FOR CLASS A MODEL 

FIGURE 21 PROBABILTY OF ERROR FOR BERNOULLI-GAUSSIAN MODEL 
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4 Discussion 

4.1. Channel characterization 

As seen in [28] and in the results, the path loss is higher in NLoS rather than LoS and 
then is higher in absorbent environments rather than reflective environments. 

This is seen in the results because all the NLoS in the tests have higher path loss 
exponent than their LoS case. Then the path loss exponent is higher in the library 
and office environment than in the microwave oven room because the microwave is 
the most reflective environment.   

The library has less path loss exponent than the office in the LoS case; that means the 
library is more reflective than the office in that case. This has sense since the area of 
the library where the LoS case test is performed is where is most reflective, next to 
the crystal windows and with the exterior of the stands close which are metallic, 
also with the lights on the tables in between (metallic).  

However, the NLoS case is very similar in the library and in the office; that means 
they both have similar level of reflectiveness (in the NLoS case the path in the library 
is between the stands plenty of books); also it has sence since as seen in [16], the 
NLoS case tends to converge equally in high frequency as frequency increases.  

As for the r.m.s delay spread, note that this method of approximation does not 
take into account whether the materials of the environment where the transmission 
happens (always indoor) are absorbent or reflective and whether the transmission is 
LoS or NLoS. However, this contrasts with the work in [9, pp. 24-25] where these 
conditions are taken into account. Furthermore, the channel response when Zigbee 
protocol transmission is used must be taken into account.  

Similarly to (3), one can take into account: 

Bc =  1 / (2  PI  Ds);      (4) 

This is an approximation, not strictly equality; where Ds is the Delay Spread. 
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Now, considering the average values found in the Table 2, from [10, pp. 203] and 
assuming these experiments are not performed in highly reflective environments, 
one can conclude that in highly reflective environments in the NLoS case the Ds may 
lead to ISI because of the high Ds value which means a low scale value in the 
coherence bandwidth. 

TABLE 2 

Environment Average Delay Spread (ns) 

Indoor residential (NLoS) 70 

Indoor office (NLoS) 100 

Indoor commercial (NLoS) 150 

Large open space (indoor and outdoor; 
NLoS) 

150 to 250 

Table 2 shows the NLoS case which, as said before, is the worst case scenario (worse 
than LoS) where the delay spread is higher. It is assumed that the tests or 
experiments that these results are based on, in Table2, are not in high reflective 
environments neither in a factory floor (these environments are not mentioned). 
The most similar environment to a factory would be the Large open space indoor, 
where the delay spread is almost in the scale of microseconds. 

As said in [11, pp. 13] inside a building the value of the rms delay spread behaves 
similar to the path loss, increasing with the antenna distance separation. However, 
these values can also increase taking into account the obstacles and the types of 
material along the path that can be seen in the results.  

All of these tests have good percentage of packets received correctly. However, 
these are just simulations and the reality would mean much more distance between 
devices. That would drop the received power level. Notice that the lowest level 
possible to receive is -100 dBm. This is very easy achieved with few meters and bad 
conditions.  For example, the impulsive noise in the microwave case would have 
meant lots of packets lost if the distance was longer. Notice that between the office 
(around 30 meters) and the microwave oven room (10 meters distance) the power 
decreases in 20 dBm; it is true that the case closer is in reflective environment so it 
loses less power. Personal working can hinder the path can also produce 
interference in the communication and produce information loss.  
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As seen in [29] the rms scale of Zigbee in high reflective environments is on the scale 
of microseconds so that discards the possibility of implementation of a Zigbee 
network in highly reflective environments, which one could already guess based on 
the values of Table 2. In addition, it is said in the datasheet of these devices that they 
do not work well in presence of metal [4, pp. 29].  

As said in [30], the rms delay spread is higher in the case of highly reflective 
environments rather than highly absorbing so that leads to the option of 
implementing Zigbee networks in this second kind of environments. 

As a sum up, absorbent environments have lower delay spread than reflective 
environments. Also in the case of LoS it has lower spread delay than NLoS. This is 
the reason why IWSN based on Zigbee protocol might be implementable on 
absorbent environments with LoS disposition of devices.   

Remember that absorbent environments have higher path loss so that the possible 
distance between distance disposition of devices gets lower (less than 60 meters, 
which is the maximum in an indoor space as seen in [4, pp. 15]).  

4.2. Impulsive noise models 

If the impulsive index, A, takes large values then it follows from 
(2.12) that the variable X has an approximately Gaussian distribution. It is then a 
sum of typically many independent contributions and approximates a Gaussian 
distribution as a consequence of the Central Limit Theorem. Thus the case with 
large A can be reduced to the case with a background noise term. 

On the other hand, when the impulsive index takes low values (A<1), the statistics 
of a few different (in shape and level, phase and amplitude) waveforms result at the 
output of the receiver so that the process is received as an impulsive structure kind 
of distribution, as it can be seen on the histograms of the pdf of the Class A and 
Bernoulli Gaussian models. As it can be seen, the Probability of Bit Error is 
computed for this case. Once in this case, the higher the impulsive index value is the 
higher the Probability of Error. This has more sense since the more noise there is 
the more error rate we get. 

4.3. Wireless Sensor Network Possible Implementation 
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First of all, it is needed to know that the 802.15.4 function in XCTU software must 
be chosen to perform a star network and the Digimesh function must be chosen if 
the network desired to implement is a mesh network. 

If I had to choose one network topology, I would choose to implement the star 
network because the environments implemented in this thesis are not really big in 
terms of distances (a real factory would be much longer so that would benefit the 
use of mesh network). Furthermore, it is the simplest one. 

The routers connected can be connected to an Arduino board. This way the 
connection sensor-Xbee is through the Arduino (and Xbee shield). It may also be 
needed to perform an Arduino code that performs a transmission every x seconds.  
Based on the work on previous projects from master students here in the University 
of Gavle using Xbees and some extra tests, the following code should perform 
correctly, see Arduino Code in Appendix D. Where x is the (analog) pin of the 
Xbee shield (so Arduino) where the sensor is connected and y is the delay time 
desired. This way, the Java application is not needed and the values can be seen in 
the serial plot in the Arduino.  

This, as said before, should perform correctly but is not as accurate as working 
directly with Xbees because of the many parameters option there are when 
configuring the Xbees (such as threshold power). The microcontroller of the 
Arduino would be now responsible for the transmissions.  

Following this, the easiest way to do it and maybe most accurate as well is to 
connect to the sensor (Grove sensor) directly to the Xbee (by the Grove 
Development boards) and configure the Xbee to send the data it receives from the 
sensor every x seconds; connecting the sensor to [DIOx, ADx] pin of the Xbee.  
This is done setting a value different to zero (y) in the IR parameter, see [8, pp. 
100-101] and the corresponding Xbee pin to ADC [2].

(It can be done by following the instructions in [4, pp. 111-121]). The basis is to 
configure every router with the parameters: JV = 1, API = 1, SP = y time, D3 = 
ADC [2] and IR = y time. Then the coordinator should have the parameters: CE = 
1, API = 1, SP = y time. 

In every router, it is a good idea also to write in the parameters DH, DL the ones 
from the coordinator for it is going to be the receiver from all the transmissions (this 
is better performed in a star network). The easiest way to do this in a mesh network 
is that the routers connected to the sensors have the DH, DL assigned to the 
intermediate routers and the intermediate routers have the DH, DL assigned to the 
coordinator. 
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Then, also by following the instructions in [8, pp. 117-120], a Java application can 
be run and the output of this application is precisely the data from the sensors.  
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5 Conclusions 

From theory, one could already expect, know that Zigbe IWSN are limited to not 
too complex mesh networks and not other networks in a close area using the same 
frequency band. Bettery life is another limitation, as commented before. If these 
Zigbee protocol networks are too complex the delay becomes large and then cannot 
satisfy real time response requirements for industrial systems.  

 As seen with the results and the discussion, other limitation facts of this Zigbee 
protocol part of the thesis, would be that Zigbee Wireless Sensor Networks are 
limited to absorbent environments, to LoS disposition of devices and not too long 
distances between devices.  

Hence, Zigbee is not the best protocol option to implement a WSN in industrial 
environment. This protocol cannot stand the hard requirements of the industrial 
systems for most conditions. Even if these conditions are optimum for them 
(limitations commented before), their reliability is still very doubtful, just a worker 
hindering the path, some metallic objects where they should not be (such as a crane) 
or another device/s (not needed to be from another sensor network) operating, 
transmitting wirelessly can produce serious damage and industries cannot cope with 
that.   

As a conclusion for the noise modeling part, Middleton derived the impulse noise as 
a Poisson process (process which time between arrivals is exponentially distributed 
with mean 1/lambda) that conditioned on the number of impulses can be seen as a 
Gaussian distribution.   

Also, as said before low values of impulsive index imply a more impulsive 
distribution and that affects the most the signal. Hence, it reinforces the fact that 
just one device operating at the same frequency band as the Industrial Wireless 
Sensor Network based on Zigbee protocol would produce lots of interference and 
thus errors in communication. 

5.1. Future Work 
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As from the beginning this thesis was proposed to be performed without sensors 
hardware, first proposition in order and preference would be to actually perform a 
Wireless Sensor Network (with sensors and using Zigbee standard) in an industrial 
environment. 

Another aspect to be performed in the future could be to simulate Zigbee 
transmission (using Simulink in Matlab) with the models obtained and studied as the 
channel (using Matlab Bertool). 
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Appendix A 

   List of Acronyms and Abbreviations 

WSN       …………………………………..Wireless Sensor Network 

IWSN      …………………………………. Industrial Wireless Sensor Network 

ISI    ……………………………………….….. Inter Symbol Interference 

RT   ……………………………………………..… Real Time 

Xbees   ………………………………………. Xbee devices (s2c version) 

MAC     ………………………………………. Medium Access Control 

WLANs   ……………………………………. Wireless Local Area Networks 

WPANs ……………………………..… Wireless Personal Area Networks 

LR   ……………………………………………….. Low Rate 

O-QPSK ………………………………. Offset Quadrature Phase Shift Keying 

NLoS   …………………………………………… Line of Sight 

LoS   ……………………………………………… Non Line of Sight 

R.M.S. (or r.m.s. or rms) ……………………. Root Mean Square 

Tx ………………………………………………… Transmitter 

Rx ………………………………………………… Receiver 

ISM ……………………………………………… Industrial Scientific Medical 

pdf  ……………………………………………… probability density function 

PTM ……………………………………………….. pulse time modulation 

pmf ……………………………………………….. probability mass function 

cdf …………………………………………cumulative distribution function 

CLT ………………………………………… .….Central Limit Theorem 

AWGN ………………………………….Additive White Gaussian Noise 
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BER ……………………………………………..Bit Error Rate 
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Appendix B 

   Hardware 

This would be the elemental hardware required for a simple and limited IWSN. 
Obviously, a greater number of Xbee devices are required and sensors are required. 
As one can see, no sensors are in this thesis; a good idea would be to use the sensors 
Grove Sensors. Also Grove Development Boards are missing, which would be used 
instead of these adapter boards. 

Notice that the adapter board has the function of volt converting and USB 
connection.  

FIGURE 1: XBEE DEVICE (S2C VERSION)

FIGURE 2 : ADAPTER BOARD 



B2 

FIGURE 3: LIPO BATTERY 1 OUTPUT (5V, 1A)

Additional or different material (in this case the Grove Development board is not 
needed and another type of battery can be used) is required if the IWSN is desired 
to be implemented with Arduino boards.  

FIGURE 4: ARDUINO UNO BOARD FIGURE 5: XBEE SHIELD
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FIGURE 6: BATTERY NIMH 9V  (RECHARGEABLE) 
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Appendix C 

Matlab codes for the impulse models simulations . 

Poisson impulse process 

clear all 
close all 
clc 

dt = 0.0002;  
t = (0.0: dt : 10) ; % vector of times 
n = length ( t ) % Number of sampling times 
A = 0.5; % rate parameter (lambda) 
A2 = 1.1; 
p = A * dt ;% success probability 
p2 = A2 * dt; 
B = ( rand (1 , n ) <= p ); % Nrepl realisations of the Bernoulli process 
B2 = ( rand (1 , n ) <= p2 ); 
ix=find(B(1,:)); %find position where impulse happens 
ix2=find(B2(1,:)); 
stem(t(ix),B(1,ix)')%plot these postions respect to time 
hold on 
ylim([0 1.5]) 
xlim([0 10]) 
stem(t(ix2),B2(1,ix2)') 
title('Poisson impulse process') 
legend('A = 0.5','A = 1.1','Location','northwest') 
hold off 

Middleton Class A 

%Class A model 

A1 = 0.2 ; %impulsive index 
n=100000 % Number of replicats 
A2 = 0.9; 
A3 = 3.5; 



L1 = poissrnd(A1*ones(n,1)); %L, number of impulses, is a Poisson distributeion 
with A as its parameter 
L2 = poissrnd(A2*ones(n,1)); 
L3 = poissrnd(A3*ones(n,1)); 
sigmaG = 1.5 ; %variance(A),1); 
sigmaI = 10 ; %variance  of background noise (gaussian) 

sigmaL1 = sigmaI * L1 + sigmaG; 
sigmaL2 = sigmaI * L2 + sigmaG; 
sigmaL3 = sigmaI * L3 + sigmaG;%variance of L impulses plus background noise 

N1 = normrnd(zeros(size(L1)),sqrt(sigmaL1)); %N is a gaussian distributed random 
variable 
N2 = normrnd(zeros(size(L2)),sqrt(sigmaL2)); 
N3 = normrnd(zeros(size(L3)),sqrt(sigmaL3)); 

figure 
histogram(N1,100,'Normalization','pdf'); 
hold on 
histogram(N2,100,'Normalization','pdf'); 
histogram(N3,100,'Normalization','pdf'); 
title('Histogram of simulated Class A model') 
legend('A = 0.2','A = 0.9','A = 3.5','Location','northwest') 
hold off 

Bernoulli Gaussian 

% Bernoul)li Gaussian 

Nbgp = normrnd(zeros(size(L1)),sqrt(sigmaG+sigmaI));  
Nbgp2 = normrnd(zeros(size(L2)),sqrt(sigmaG+sigmaI)); 
Nbgp3 = normrnd(zeros(size(L3)),sqrt(sigmaG+sigmaI));%Gaussian with 
interference 

Nbgq = normrnd(zeros(size(L1)),sqrt(sigmaG)); %Gaussian with no interference 
Nbgq2 = normrnd(zeros(size(L2)),sqrt(sigmaG)); 
Nbgq3 = normrnd(zeros(size(L3)),sqrt(sigmaG)); 

pdfBG = Nbgp * A1 + Nbgq * (1-A1) ; 
pdfBG2 = Nbgp * A2 + Nbgq * (1-A2) ; 
pdfBG3 = Nbgp * A3 + Nbgq * (1-A3) ;% pdf of Bernoulli Gaussian model 

figure(3) 
histogram(pdfBG,100,'Normalization','pdf'); 
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hold on 
histogram(pdfBG2,100,'Normalization','pdf'); 
histogram(pdfBG3,100,'Normalization','pdf'); 
title('Histogram of simulated Bernoulli Gaussian model') 
legend('A = 0.2','A = 0.9','A = 3.5','Location','northwest') 
hold off 

Alpha stable distribution (this stable distribution code is copied from 
Mathworks) 

pd1 = makedist('Stable','alpha',2,'beta',0,'gam',1,'delta',0); 
pd2 = makedist('Stable','alpha',1,'beta',0,'gam',1,'delta',0); 
pd3 = makedist('Stable','alpha',0.5,'beta',0,'gam',1,'delta',0); 
%Calculate the pdf for each distribution. 

x = -5:.1:5; 
pdf1 = pdf(pd1,x); 
pdf2 = pdf(pd2,x); 
pdf3 = pdf(pd3,x); 
%Plot all three pdf functions on the same figure for visual comparison. 

figure 
plot(x,pdf1,'b-'); 
hold on 
plot(x,pdf2,'r-.'); 
plot(x,pdf3,'k--'); 
title('Alpha stable distribution pdf with different alpha values') 
legend('\alpha = 2','\alpha = 1','\alpha = 0.5','Location','northwest') 
hold off 

BER MIDDLETON CLASS A 

n = 1000; 
A = 0.01; 
A2 = 0.1; 
A3 = 0.25; 
M = 4; %symbols (O-QPSK) 
L = poissrnd(A*ones(n,1)); 
L2 = poissrnd(A2*ones(n,1)); 
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L3 = poissrnd(A3*ones(n,1)); 
sigmaI = 100; 
sigmaG = 5; 
sigmaN = sigmaI * L + sigmaG; 
sigmaN2 = sigmaI * L2 + sigmaG; 
sigmaN3 = sigmaI * L3 + sigmaG; 
Eb = logspace(0.6,1.56,500); 
ebno = (10.^(Eb/10)) ./ sigmaN; 
ebno2 = (10.^(Eb/10)) ./ sigmaN2; 
ebno3 = (10.^(Eb/10)) ./ sigmaN3; 
logsigmaN = 10 * log(sigmaN); 
logsigmaN2 = 10 * log(sigmaN2); 
logsigmaN3 = 10 * log(sigmaN3); 
logebno = Eb - logsigmaN; 
logebno2 = Eb - logsigmaN2; 
logebno3 = Eb - logsigmaN3; 
Perror = ((M-1)/M) * mean(qfunc(sqrt(ebno))); 
Perror2 = ((M-1)/M) * mean(qfunc(sqrt(ebno2))); 
Perror3 = ((M-1)/M) * mean(qfunc(sqrt(ebno3))); 
figure 
semilogy(logebno(1,:),Perror) 
grid on 
hold on 
xlim([0 25]) 
ylim([10^(-7) 10^(-1)]) 
xlabel('Eb/N (dB)') % x-axis label 
ylabel('Probabilty of Error') % y-axis label 
semilogy(logebno2(1,:),Perror2) 
semilogy(logebno3(1,:),Perror3) 
title('Probabilty of Error for O-QPSK modulation in Class A model with different 
values of A') 
legend('A = 0.01','A = 0.1','A = 0.25','Location','northeast') 
hold off 

BER BERNOULLI-GAUSSIAN 

n = 1000; 
M = 4; %symbols (O-QPSK) 
A = 0.01; 
A2 = 0.1; 
A3 = 0.25; 
B = ( rand (1 , n ) <= A ); % Nrepl realisations of the Bernoulli process 
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B2 = ( rand (1 , n ) <= A2 ); % Nrepl realisations of the Bernoulli process 
B3 = ( rand (1 , n ) <= A3 ); % Nrepl realisations of the Bernoulli process 
sigmaI = 100; 
sigmaG = 5; 
sigmaN = sigmaI * B(1,:) + (ones(size(B(1,:)))-B(1,:)) * sigmaG; 
sigmaN2 = sigmaI * B2(1,:) + (ones(size(B2(1,:)))-B2(1,:)) * sigmaG; 
sigmaN3 = sigmaI * B3(1,:) + (ones(size(B3(1,:)))-B3(1,:)) * sigmaG; 
sigmaNt = sigmaN.'; 
sigmaNt2 = sigmaN2.'; 
sigmaNt3 = sigmaN3.'; 
Eb = logspace(0.6,1.56,500); 
ebno = (10.^(Eb/10)) ./ sigmaNt; 
ebno2 = (10.^(Eb/10)) ./ sigmaNt2; 
ebno3 = (10.^(Eb/10)) ./ sigmaNt3; 
logsigmaNt = 10 * log(sigmaNt); 
logsigmaNt2 = 10 * log(sigmaNt2); 
logsigmaNt3 = 10 * log(sigmaNt3); 
logebno = Eb - logsigmaNt; 
logebno2 = Eb - logsigmaNt2; 
logebno3 = Eb - logsigmaNt3; 
Perror = ((M-1)/M) * mean(qfunc(sqrt(ebno))); 
Perror2 = ((M-1)/M) * mean(qfunc(sqrt(ebno2))); 
Perror3 = ((M-1)/M) * mean(qfunc(sqrt(ebno3))); 
figure 
semilogy(logebno(1,:),Perror) 
grid on 
hold on 
xlim([0 25]) 
ylim([10^(-7) 10^(-1)]) 
xlabel('Eb/N (dB)') % x-axis label 
ylabel('Probabilty of Error') % y-axis label 
semilogy(logebno2(1,:),Perror2) 
semilogy(logebno3(1,:),Perror3) 
title('Probabilty of Error for O-QPSK modulation in Class A model with different 
values of A') 
legend('A = 0.01','A = 0.1','A = 0.25','Location','northeast') 
hold off 
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Appendix D 

Arduino Code: 

The code for the Arduino transmitter: 

#<SoftwarSerial.h> 

#include <XBee.h> 

const int buttonPin = x; 

SoftwareSerial XBee(2,3); 

Void setup(){ 

Serial.begin(9600); 

XBee.begin(9600); 

} 

Void loop(){ 

Int value = digitalRead(buttonPin); 

XBee.write(value); 

delay(y); 

} 

The code for the receiver: 

#<SoftwarSerial.h> 

#include <XBee.h> 

Int data = 0; 

SoftwareSerial XBee(2,3); 

Void setup(){ 

Serial.begin(9600); 

XBee.begin(9600); 
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} 

Void loop(){ 

while(XBee.available()) //check to see if xbee is receiving 
{ 
 data=XBee.read(); 
 Serial.println(data);   //Read 

} 
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