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Abstract
The number of Internet of Things applications for Wireless Sensor Networks is
increasing every year due to the emerging of new brands such as Big Data and
Industry 4.0. With the rise of new technologies related to these fields, new
opportunities have become possible with a reasonable cost, but the
requirements of WSNs still being the same, where energy efficiency,
robustness, scalability and others must be accomplished. The commercial
hardware developed by companies can be configured through different
programs to be compatible among them, taking into account multiple variables,
protocols, mechanisms and options provided by new solutions. Therefore, the
configuration of different devices and choosing the optimum configuration can
become quite challenging due to the number of paths. In this thesis, the
configuration of commercial devices provided is carried out to be able to apply
this hardware in different Internet of Things applications for Wireless Sensor
Networks. Transceivers, sensors of temperature, relative humidity and CO2, a
gateway, and different development kits are provided on this work, where the
selection of the software to set these devices is made. Repeaters are configured
to be compatible with the sensors and perform under the TDMA protocol and
the request-response pattern, which synchronize the communication on the
network, and under the flooding mechanism, which allows to route packets
through the nodes due to the short range of RF low power technologies. The
connection between the WSN and the Internet is made through the GW, which
is also connected to the WSN, under the TCP/IP protocol, which is configured
to provide Message Queue Telemetry Transport and SecureSHell services to
access the GW remotely through the Internet and send request to the WSN
automatically. Node-Red is the programming tool installed upon the GW to
implement data processing, storage and visualization, via the JavaScript
programming language, where the user can deploy the data, which is stored in
a CSV file, to make an analysis and visualize the data and the status of the
network through a live data dashboard. Finally, an experiment is carried out
over the HiG university where sensors are placed to measure different halls of
the university and integrate an Internet of Things application for a Wireless
Sensor Network. Due to the followed process we have been able to measure
data of temperature, relative humidity and CO2 concentration levels, creating
a WSN, where this data has been saved in a USB connected to the gateway.
Having a performance of 90% of messages received by the GW, and we have
also been able to connect the GW to the Internet, creating a system that can be
accessed remotely via the MQTT broker and providing different services such
as data visualization.
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1.1

Background

The number of Wireless Sensor Networks (WSN) and the devices related to it are
growing every year and it is expected to continue growing. This technology opens the
door to new applications in a broad variety of fields which has to accomplish several
requirements. Regarding these requirements, WSNs should be able to tolerate
failures in the nodes that contains, which has to provide enough lifetime period for a
given specification, the network must be scalable to include more sensors and
actuators, these should considerate maintainability aspects, and others. Different
mechanisms are provided and are continuously improved to realize these
requirements, where we found multi-hop wireless communication, energy-efficient
operations, and new architectures and protocols concepts [1]. The improvement of
architectures and protocols, as well as mechanisms, is very strong where different
solutions are provided and a vast amount of research was done about them. Actually,
we can find several of them, for example, the Time-division multiple access (TDMA)
protocol to route packets through the network, which has several advantages compare
with the carrier sense multiple access with collision avoidance (CSMA/CA) protocol
such as make sure that each node can access to the medium to communicate with the
others, and is deployed by networks to route the packets through its nodes,
microcontrollers using in Linux embedded operating systems deployed as control
system, which also provides an interface application to data processing and create data
dashboards, and nodes which has deep sleep algorithms to prolong their lifetime [2,3].
Due to its easy deployment, scalability and low cost, this network technology is
implemented in a broad variety of areas such as industrial automation, logistics, Smart
Grids, Smart Cities, healthcare and others, where developers take part in. On the
other hand, the Internet of things (IoT) and Industry 4.0 are strongly related with
network technologies. More and more devices are connected to the Internet due to
sectors such as Industry, which requires huge amounts of data to take important
decisions about their manufacturing lines, Smart Cities, that need to know the flow
of cars, and logistic departments, which need to predict storage necessities. Besides
that, data collecting needs reliable and robust systems where wireless technology as
well as other technology provides different alternatives. To create these systems,
developers has to choose between a broad variety of devices, operating modes,
architectures, and others, with the flexibility that these technologies provides and the
complex decision due to the vast number of them. Moreover, the implementation of
these networks must be optimized to assure the accomplishment of the mission of
these applications to avoid issues such as overhead energy consumptions by nodes,
data contamination due to interferences or messages lost along the way.
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Based on WSNs and the IoT, the department of electronics in HiG university has the
devices to develop an IoT application for a WSN. For this purpose, sensors to collect
data, module transceivers (TR), microcontrollers and others, are provided.

1.2

Aim

The aim of this project is to configure different hardware (HW) devices to be used
into the creation of Internet of Things applications for WSNs to collect data from
temperature, relative humidity (RH) and carbon dioxide (CO2), and access to this
data and these devices remotely through the Internet. For this, the nodes,
transceivers, batteries and the gateway (GW) provided must be analyzed.
Additionally, it should be configured with different parameters such as the frequency
band or the radio frequency (RF) sensitivity to improve the performance of the system
developed. With that, the lifelong period of nodes could be augmented drastically,
more range between nodes can be achieved, fewer packages could be lost and more
reliable data could be collected.

1.3

Goals

The specific goals of this thesis are summarized as followed:
Analyze the HW provided.
Select proper software to configure the devices deployed.
Configure the HW used on the WSN.
Set up the GW that includes the control system used to manage the WSN and
performs as a bridge between the WSN and the Internet. Also, automate the
process of collecting data must be implemented.
Programming the data processing needed to store and visualize data.
Design an interface to visualize data.
Evaluate the HW configuration.
Implement an IoT application for a WSN in the HiG university.
Evaluate the data collected by the network created.
Give several ideas for future projects regarding this thesis.

2

1.4

Thesis outline

Chapter 2 contains the theory related to this thesis, which describes the different parts
of a WSN and its connection to the Internet. A more detailed explanation is given on
architectures of nodes and networks, and protocols related to WSNs. Moreover,
concepts of time synchronization, localization, positioning, topology and routing
protocols are described on this part. On the other hand, the connection between
WSNs and the Internet is explained by describing HW components and protocols
involved in this process.
Chapter 3 describes the method used in this thesis to configure the devices deployed.
First of all, an analysis of the HW provided is described. Then, the SW selected to set
the HW was carried out, and the main features related to the HW are explained.
Once the HW and SW were analyzed, the configuration of the HW through the
software (SW) is described in detail. Finally, several tests were used to determine the
correct setting of these devices.
Chapter 4 shows the experiment carried out by installing this system on the HiG
university. Different sensors and repeaters were placed through the university to
collect data, where the data was stored and visualized through a live data dashboard.
These results and the followed method are discussed in detail in chapter 5 of this
thesis.
Chapter 6 present the conclusions where several ideas for future projects and
improvements are given.
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2
2.1
2.1.1

Wireless Sensor Networks

Introduction

WSNs are composed of several nodes, the sink, which can be a GW, and the user.
Nodes designed to perform over a WSN are sensors or repeaters with low power
capabilities and short RF ranges to communicate with each other, which act as a
transmitter and a receiver allowing bidirectional communication [3]. The sink is who
receive the data packets collected by the sensors, having a centralized network.
Finally, the user is who access the WSN through the internet or other networks [1,4],
see Fig.1.[4]

Figure 1. Scheme of a WSN. The WSN contains the sensors, repeaters and the sink,
which can be a GW. This GW is accessed by a user, who can access through a network
such as the internet.
Research on WSNs has provided several solutions to the two main problems that there
are on this technology, which are the range of the nodes to communicate with each
other, and the short lifelong period of the batteries of each node. Besides, the tradeoff
among range and lifelong period of the batteries should be found, where solutions as
deploy intermediate nodes can be used [1,5].[5]
Limit on the RF range of the nodes usually requires to deploy different topologies
besides the star topology, where every node is in direct range with the sink. The
proper topology is determined by the positions of the nodes and its features. Adopting
hop-by-hop communications and other topologies such as the tree, the
communication between sensors is also possible covering vast areas [5]. On the other
hand, adopting this communication requires synchronization over the network to
send and receive packets among devices. Medium acess control (MAC) protocols,
routing protocols and data collecting methods are implemented to avoid collisions
between packets and decrease the time of data collecting [1]. Furthermore, low
power capability is a fact present over a WSN, where communication protocols are
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developed based on this requirement and special operating modes are available on
devices deploying this technology, where sleep modes, idle consumptions and others
are solutions provided by commercial devices to prolong the lifetime period of the
[6]. [6][1]
2.1.2

Nodes architecture

The main tasks of a node can be split into computation, sensing/actuation, storage
and communication among the other nodes and the sink [1]. To accomplish these
tasks, a node contains five main components, which are shown in Fig. 2.

Figure 2. Main hardware components of a sensor node. Each line indicates
relation between the components. For example, the communication device needs the
power supply to send and receive data, and the controller which give its the bits of
data that require to send the correspondent radio wave.
Controller
The controller is an essential part of the node, which has to take data from the sensor,
exchange data with the transceiver (communication device), and control the
behaviour of the actuator. Microcontrollers are found among controllers which
provides flexibility by being programmable by the user and the possibility to reduce
energy consumption through sleep states, among others. Additionally, the controller
deploys the memory, where data and programs are stored to control the behaviour of
the node [1,4]. [1][3][4]
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Communication devices
TR, which is the communication device, has the main task to offer service to the MAC
protocol to access the medium, transforming bits from the controller to radio waves,
which is a task of the Physical Layer, and send these waves as a transmitter, and receive
them as a receiver, allowing bidirectional communication between nodes. [1,4,7].[7]
Communication in WSN is done through the TR and radio waves, which are deployed
in the main applications as the medium to communicate nodes among them. WSN
communications use frequency bands to set the transmission, where on these
applications, the RF bands deployed are from 433 MHz to 2.4 GHz, providing also
different sub-bands [8,9]. [8][9]
Each TR contains an antenna to send and receive packets through radio waves, where
this antenna affects directly on the range achieved by the node. The gain is the
property of an antenna, which is the ratio between the output and the input signal
power, where antennas with higher gains are desirable to reach energy efficiency.
Additionally, directivity is the other valuable property, where TRs with antennas of
high directivity needs to know more precisely where is the other antenna (TR) in
compare with lower directivity, which is closer to the isotropic radiation diagram than
with high directivity. Actually, the range of the TRs in WSN applications is from tens
of meters and hundreds of meters, depending on the environment [1,7]. [7]
TR can operate in different operational states, where each state is related to different
energy consumption. The transmit state, when the TR send data, receive state when
the TR receives data, which consumption is usually lower than transmit state, idle
state when the TR is active to collect data, but no packet is received, and the sleep
state, when significant parts of the node are switched off. The correct switch between
operational modes and the communication protocols are related to the lifelong period
of the node [1,10, 11]. [10], [11][11]

2.1.3

Network architecture

Over a sensor network scenario, there are two sorts of devices besides the user, the
sink and the source. The sink, where the data is required, could be a coordinator,
which belongs to the network, or it could be a device outside of the sensor network.
Among the alternatives, it could also be a GW connected to the Internet, where the
request comes from another device or system outside the WSN. On the other hand,
the source is all the nodes from the network, which can provide information from the
environment or interact with it [1,4].
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Direct communication between the sink and the sources, which is known as singlehop, from the network is not possible in most cases due to power limitation of RF
communications, and the goals of the applications which are intended to cover vast
areas or operate in environments with obstacles such as buildings. Besides that, these
applications can be performed by installing relays on the path between the sink and
the source. These networks are known as multi-hop networks, and the packets are
routing between the nodes until reaching the destination node, see Fig.3. Moreover,
deploying a multi-hop network can be more energy efficient than using single-hop
networks where each node needs to use more power [1,12,13]. [12], [13]

Figure 3. Multihop network. Direct communication between the sink and some
nodes of the network is not possible. Therefore, multihop networks overcome the
problem by deploying repeaters along the way.
Single-hop networks are known as well as star topologies, and multi-hop networks
can be split into the mesh and the cluster/tree topology. In Mesh topology, all the
nodes are available to route packets, and several routes are possible between nodes,
where the routing protocols choose the closest node to route the packet. On the other
hand, cluster topology contains nodes which are connected with just one node that
can route packets. The advantage of cluster topology against mesh topology is that in
each cluster the frequency band can be different, avoiding collapse phenomenon on
the frequency bands deployed, and therefore, scalability and efficiency are better than
mesh topologies [1,13].
2.1.4

Communication protocols

This section describes the protocols deployed in a WSN and, which are needed to
collect data or send data among the nodes. A protocol to access the shared medium is
present in a network of sensors, where the synchronization of all the nodes must be
done to avoid collisions between packets and reduce the delays, where transmission
of all nodes at the same time produce these collisions and the MAC protocols provide
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methods to avoid this problem, indicating at which time each node can communicate
with the others. On the other hand, multi-hop networks need methods to route the
packet through the relays, which are present on the path between the sink and the
source, the routing protocols solve this point. Finally, the data should be collected
through mechanisms to increase the performance of the network by reducing the time
of collecting data.
2.1.4.1

MAC protocols

The task of the MAC protocols, which are placed on the Data Link Layer (DLL) level
of the Open System Interconnection (OSI) model, see Fig.4, is to regulate the time
when each node accesses the medium to transmit data, control, or route packets to
other nodes. Furthermore, this task has to be accomplished by this kind of protocols
under the requirements of energy efficiency, avoiding collisions among packages,
overhearing and delays [1,14]. MAC protocols can be classified as follow: [14]
Fixed assignment protocols: The access to the medium by each node is done in
the long term, which avoids collisions among packets having all the nodes them
correspondent time to send data. These protocols need mechanisms to
reconfigure themselves when nodes are energy empty, unlinked from the
network and added to the network. Protocols such as Frequency Division
Multiple Access (FDMA), CDMA, and TDMA are present on this type of MAC
protocols. In FDMA protocol, the frequency deployed on the application is
divided into subchannels where each node is assigned with a subchannel to
transmit. The CDMA scheme separates the transmissions of each node in codes,
deploying a larger bandwidth than needed, and each node manages the
communications based on these codes. TDMA protocol split the time into
superframes and each superframe into time slots, where each node is allowed to
access the medium and communicate on its correspondent time slot [1,14-16].
[14][14] [16]
Demand assignment protocols: In compare with the fixed assignment protocols
class, this sort of protocols divide the resources on a short-term basis and can be
divided into centralized and distributed protocols. In central control protocols,
requests are sent from the nodes to a central node for bandwidth allocation,
which accepts or rejects the request, and in case of accepting the request, the
central node gives them the information required. This information contains the
parameters that the node needs to know to communicate with other nodes of
the network. The central node on this protocol has the task to control resources
of the system, where it requires to be awake all the time. On the other hand,
distributed protocols are not deployed on WSN due to problems of channel
errors and the management of them [1,14,16]. [14], [16]
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Random access protocols: On this class, where ALOHA protocol is an example,
each node transmits when it wants with the consequent risk of packet collisions.
The receiver has to send a signal about that it receives the packet, without sign
the transmitter interprets this fact as packet collision and try to transmit again.
This protocol is useful under smaller network, but over a higher net, the number
of collisions increases, which is translated in energy loses and delays [1,14,16].
Naming and addressing mechanisms are also required in WSNs to communicate nodes
with each other, besides MAC protocols, where these mechanisms give information
to find the resource that is needed. These mechanisms are deployed, for example, on
the routing of multi-hop networks, where the data packets are routing based on the
address of each node, which is known through naming and addressing mechanisms
[1,17]. [17]
2.1.4.2

Routing protocols

Routing protocols, which are placed on the Network layer, see Fig. 4, are used on
WSNs when a source node cannot send directly a packet to the sink, and the
deployment of relays to forward the packet are set, where this kind of networks are
known as multi-hop [1]. The problem on this sort of network is that the node needs
to select which neighbor node has to receive the packet and fulfill energy, delays and
other requirements. Routing protocols solve these problems deploying the following
principles:
Flooding: The receiver sends the incoming packet to all the nodes that are in
direct range with it. This procedure makes reliable the fact to arrive the packet
at its destination. Besides that, each node has to detect if the incoming packet
is repeated or not to avoid collapse the network [6, 8]. [6]
Gossiping: The node, which receives an incoming packet, sends the data to an
arbitrary neighbor. In compare with flooding rule, gossiping can be translated
to more delays on the forwarding times [1,4].
Based on the number of packets send it through the network, and the delays, these
methods by itself are not enough due to are not taking into account the topology of
the network. To solve this problem, routing tables are a tool deployed by each node
to select the optimal node, where the minimal number of hops to reach the destination
is known for each path. These principles are used by routing protocols, which can be
split into table-driven or proactive, and on-demand protocols based on the routing
tables. Table-driven protocols update the routing tables continuously and, on the
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other hand, on-demand protocols update these tables when there is no routing
information about the node that is wanted to be reached [1].
The principles and protocols have been described based on unicast operation, where
one source is reached, but the same principles and protocols are applied on broadcast,
where the packet is required by all sources, and multicast, where the packet is
required by a group of nodes.

Figure 4. OSI model.
2.1.4.3

Data collecting methods

Due to the vast amount of protocols and methods for data collecting in WSNs, the
centralized data collecting methods type related to the TDMA and the flooding
protocol are the methods selected to be explained on this section. In WSNs, the sink
can receive the data via a communication started by the sensors or a transmission
where the sink begins to communicate over the network. Broadcasts started by the
sensors, which is asynchronous, in TDMA networks can produce collisions due to
overlapping the time slots of other nodes. On the other hand, the synchronization of
the network avoids collisions. Different solutions provide synchronization on the
network, where superframes, which is deployed by protocols such as WirelessHart,
can be a solution and also the request-response pattern, where the sink is who initialize
the communication on the WSN by sending a request to a node, a group of nodes or
the whole network [5,19]. [5], [19][19]
Based on the TDMA, the flooding routing protocol, and the request-response pattern,
several centralized data collecting methods are available to send the data from the
sensors to the sink, which are:
Polling: This technique is based on sending a request to one source and then,
receive the response of this node. If the sink wants to collect data from all the
network, this procedure has to be repeated the same times as nodes are in the
network [5,20].[5][5], [20][17][20][1]
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Synchronized broadcast response: This method sends one request from the
sink to all nodes of the network. Once the last node has received the request,
the nodes send its responses one after another, which are forwarded through
the intermediate nodes [1,5,20].
Merged data collecting (MDC): The request is sent through the network as
the synchronized broadcast response method. On the other hand, the
measured values from the sensors are collected in just one packet as a
response. When the last node receives the request, the data collecting starts
where every node merge the received packet and put its value. Finally, the
sink received the message, and it can be split into bytes when each byte or
group of bytes is a measured value of one sensor. Besides that, this method is
available depending on the size of the message. Collecting data from all the
sensors of the network cannot be done if the size of all measured values is
higher than the size allowed by the message [1,5,20].
One practical example is described as follows, which deploys the TDMA medium
access protocol, the flooding routing protocol and the request-response pattern.
Additionally, the MDC method is deployed on this data collecting case, see Fig. 5.

Figure 5. Routing data through the TDMA protocol, flooding principle,
request-response pattern, and the MDC collecting method. Each node has a
virtual routing number (yellow), which is associated with its time slot.
The discovery process is done before the data collecting starts [20]. This process is the
mechanism that allows knowing the time slot correspondent for each node of the
network. Once the discovery process is finished, the first phase of the process of
collecting data over the network, which is shown in Fig. 5, starts when the
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coordinator (sink) broadcasts a request which is sent to the nodes in direct range,
using synchronous communication. This transmission corresponds to the time slot
number 0 when the node with Virtual Routing Number (VRN) 0 sends its message,
in this case, the sink. Once the time slot 0 is finished, Node 3 sends the message to
each node that is in direct range with it, it means node 0 and 6, which is sent at time
slot 1. Then, Node 4 starts to send the packet to each node with which can establish
communication, that is Node 0 and 6. Once it is finished, Node 6 sends the request
from the Coordinator and it is when the zone 1 is reached and, the process continues
until Node 1 with VRN 6 delivers the request.
On the second phase, each sensor delivers its information to the nodes in direct range
with it. It means that node number 3 sends its data collected to the coordinator and
Node 6, Node 6 to the coordinator and the nodes 3, 4, 2 and 5, and the other nodes
of the WSN do the same process.
Once all the nodes have delivered all their data to the nodes in direct range with them,
the data collection is started, where an MDC message collects all the measured values
of the sensors. The message must be understood as a query, where it goes from Node
1 to Node 5 and 2, then to Node 6 and so on following the time slots. In each node,
the MDC collect all the information that has this node about itself and the other nodes.
If the data is repeated, then it is eliminated automatically. Therefore, the coordinator
collects in just one all the data from each node.
2.2

Gateway

The GW is the device which performs as a bridge between the WSN and other
network, which usually is the Internet, where the user or a user application can
visualize, control, send data to the WSN and collect data from the WSN [1,19,21].
Once the WSN is connected to the Internet, we can say that it is a IoT application for
a WSN.[21]
The difference between to have a sink and have a sink complemented with a GW is
that the user can take actions over the network remotely, therefore, improve the
connectivity between the user and the WSN is done by this device. A medium to
connect the user and the GW is also required where options such as Ethernet, Global
System for Mobile Communications (GSM) networks and wifi are some of the
possibilities. Moreover, GWs can perform providing services over the internet where
web servers and database are some of the possibilities of this kind of device [19,21].
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Two HW components are present upon the GW which are responsible to
communicate with other systems, the TR to connect the GW with the WSN, and the
modem to connect the GW to the Internet. The TR has to be able to work under RF
communications and be compatible with the protocols deployed upon the WSN. On
the other hand, communication with the Internet is established through the TCP/IP
protocol, see Fig.6 [19,21].

Figure 6. Scheme of the IoT application for a WSN. The WSN contains the
sensors and repeaters. The GW contains a TR to communicate with the WSN and
perform at the same time as a bridge between the WSN and the Internet where the
remote user is connected deploying the TCP/IP protocol.
2.2.1

TCP/IP protocol

TCP/IP protocol is deployed on connections between end devices and the Internet,
in that case between the GW and the Internet. The TCP/IP architecture is structured
in 4 levels and 2 big blocks, as is shown in Fig.7, the block on the bottom of the
structure is known as network block and the block on the top as host block. Network
block contains the link and the internet level, which are applied on the destiny and
origin nodes but also on the routers that are between them. On the other hand, Host
block is formed by the Transport and Application level which are performed on the
origin and destiny host but not on the routers of the way [22,23]. [22], [23]

Figure 7. TCP/IP protocol. The architecture is divided in 4 levels, which are
needed to establish communication between the hosts.
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Link level is not described in detail in this model, but the end device needs a way such
as Ethernet or wifi to access to the Internet. Internet level provides which is need to
establish communication between devices, where the Internet protocol (IP) is
described on it. The Transport level is responsible for converting messages in smaller
packets, send them to the receiver and bound the packets into messages on the destiny
host, where User Datagram Protocol (UDP) and Transmission Control Protocol
(TCP) protocols are provided on this level. Finally, Application level provides the
services that the transport level requires such as Message Queuing Telemetry
Transport (MQTT), Hypertext Transfer Protocol (HTTP), email and other services
to send the packages between hosts [23].
IP protocol, which has IPv4 and IPv6 versions, works with addresses to establish
communication between hosts in each side on the Internet, see Fig. 7. Each address is
described by an IP address and a subnetwork address, where an IPv4 address is
represented by four
twork address
indicates which place from a bigger network deploys this IP address [23].
TCP and UDP are protocols, which are present in the Transport level, have the aim
to deliver in an orderly and reliable way the messages from the origin host to the
destiny host. The reliable needs determine which protocol should be performed, TCP
provides robust communication between applications and adds an extra effort that
results in a slower transmission. Instead, UDP provides faster communication but less
reliable than TCP. These protocols deploy two directions, the IP from the subsystem
connected to the network, and the port number, which indicates the service needed
to establish communication between both hosts [23]. For example, to communicate
two hosts through MQTT services, the IP of the hosts is needed and also the port TCP
1883 or 8883, which is the port addressed to the MQTT services [24]. [24]
MQTT, which is used on this thesis, is a messaging protocol and a telemetry
technology based on TCP/IP protocol that is found on the Application level. This
protocol is focused on applications with lower bandwidth and smaller messages in
compare with HTTP protocol, which also is based on TCP/IP protocol. MQTT uses
an architecture which is a star topology, where there are a broker and a publishsubscribe messaging pattern. In our case, is the GW that is able to work with multiple
users such as cloud services through the mosquitto broker, which is an SW installed
upon the GW [25]. The publish-subscribe messaging pattern is implemented when
the data from the WSN are sent to the GW under the name of a publish topic, for
example, temperature, and then, the GW sends out that message for every user which
is subscribed to this topic, which is called temperature. Therefore, the structure can
have several publishers and several subscribers. Moreover, MQTT is a bi-directional
protocol, which can be useful to take data from the WSN, process this data out of the
WSN through a cloud service, for example, and control the network depending on
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the results through actuators[26]. This work also deploys the Secure Shell (SSH)
server, which is a protocol that enables a secure encrypted connection to connect a
server and a client through an insecure network such as the Internet [27]. For
example, a connection of a GW and a user, which is connected to the Internet, can
be done through this service, avoiding security issues.[26][27]
Another concept which is used on this work for the configuration of the GW is the
concept of TCP proxy server. A TCP proxy server is a particular type of server which
is found between the user and the destination server. The user is connected to the
TCP proxy server, which is at the same time connected to the destination server.
Therefore, the TCP proxy server performs as a client of the destination server and a
server of the user [28,29]. [28], [29]
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3
3.1

Introduction

To configure a WSN connected to the Internet, a set of devices were provided. The
method followed to configure this HW is summarized by the following workflow,
which is explained in more detail in the next chapters:

Figure 8. Workflow showing the process to configure the hardware deployed
to develop a WSN connected to the Internet.
Figure 8 shows, first of all, that analyze the HW provided t o develop this
work was done, where the assessment was focused on the features which are
needed to set the configuration and optimize the futu re process of
implementation of the HW in an application. The SW selected was chosen
based on the specifications and features of the devices provided and the need
to configure this HW to implement a WSN connected to the Internet. Once
the HW was analyzed and the SW was selected, the configuration of the HW
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was begun. This configuration was implemented taking into acco unt the
compatibility between devices, the connectivity between them, and the
scalability of the application. Several tests were carried out t o check the
connection and transmission. Failures on connection or communications were
fixed by configuring the HW again until all the devices could work together,
e.g. programming the TRs with IQRF plugins of different DPA versions,
where all the nodes of the radio network must work with the same DPA
version, in our case 3.02, which is explained in the next section. Once it was
accomplished, the process to configure the devices was finished and the
experimental application was allowed to start.
3.2

Hardware

Sensors, transceivers, different development kits and a laptop were provided. This
section describes the main features of the hardware provided, which must be
considered later to select the software and configure these devices properly.
3.2.1

Sensors

The sensors provided are SN-THC-02 from IQHome Kft., see Fig.9. RF
specifications, environmental conditions and electrical specifications were analyzed to
find the variables to optimize the network implementation and the protocol deployed
to connect these sensors with the other devices of the network. The specifications and
features of this device used on this work are [20,30]: [30][20]

Figure 9. SN-THC-02 sensor to measure temperature, RH and CO2
concentrations. This sensor host a DCTR-76DA transceiver to send and receive
packets under the DPA protocol and through RF communications.
Temperature, RH and CO2 concentration sensing.
The sensor communications work under the Direct Peripheral Access (DPA)
protocol, which is placed on the Transport layer of the OSI model, and the
Intelligent Mesh (IQMESH) protocol. IQMESH is based on the TDMA
protocol and the flooding mechanism [17]. On the other hand, DPA is a byte-
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oriented protocol, which means that the devices of the network are controlled
through byte structured messages which are sent through the network. To
determine the behavior of each node, that works under the DPA protocol,
IQRF plug-ins are provided by this protocol, which can be uploaded on the
microcontroller of the TR [31,32].[20], [31], [32]
RF Specification
o The DPA version which is set on the TR, that is hosted by the sensor,
is the version 3.02, which is needed to know because all the TRs of
the network must be set with the same DPA version to allow
connectivity among them [6]. [6][6]
o The sensor contains a DCTR-76DA transceiver to send and receive
data through RF communications. This TR includes a PCB antenna,
which is omnidirectional in two dimensions.
o RF band and channel: 868 MHz and 916 MHz license free ISM
(Industry, Scientific and Medical) frequency bands, and the default
channel is 52 (868 MHz), which can be configured [31]. The TR has
an effective radiated power up to 6.5 dBm in the 868 MHz frequency
band, and 2.0 6.5 dBm in the 916 MHz band, where the RF output
power and the RF sensitivity is not distinguished in both frequency
bands [11]. [11][31]
o RF mode: Low power (LP)
Environmental conditions:
o Operation temperature: 0 ºC - +50 ºC
o Relative humidity: 0 % - 85 %
Electrical specification:
o Sleep consumption: < 1
o Idle consumption: 1 mA
o RF TX consumption: Maximum 22 mA (depends on RF output power
which is programmable in 8 levels)
3.2.2

Transceiver

TR-72DAT is a transceiver module from IQRF-Tech s.r.o., see Fig. 10.
Components, RF specifications and electrical specifications about this device were
analyzed. Elements of the TR and electrical specifications were investigated to know
the needed parts to create a repeater, and RF specifications were analyzed to check
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the compatibility with the other devices deployed and optimize the functionality of
the nodes. The main features of this wireless device deployed on this thesis are [10]:
[10]

Figure 10. TR-72DAT, the transceiver deployed.
Operating system upgradeable by the user: the TR contains a microcontroller
(MCU).
Operating temperature: -40 ºC - +85 ºC
Compatible with the DPA and IQMESH protocol.
RF specifications:
o Bidirectional RF communication. Therefore, the TR can send and
receive packets.
o RF modes: standard (STD) , LP and extra low power (XLP), where
XLP mode cannot be used to routing communications [6]. [6]
o This TR contains a PCB antenna which describes an omnidirectional
distribution of the radiation in two dimensions, see Fig.11 [7]. [7]

Figure 11. The TR-72DAT and DCTR-76DA contain an antenna which is
omnidirectional in two dimensions.
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o RF band and channel: 868 MHz and 916 MHz, and the default channel
is 52 and 104, respectively, which are configurable. This TR has an
effective radiated power up to 6.5 dBm in the 868 MHz frequency
band, and 2.0 6.5 dBm in the 916 MHz band, where the RF output
power and the RF sensitivity is not distinguished in both frequency
bands.
o RF range: 500 m (special conditions). The relative RF range with the
same conditions deploying LP mode is approximately 20% less than
deploying the STD mode.
o RF output power: programmable in 8 levels from 0 to 7, where level
7 provides the maximum range of the TR.
Electrical specifications:
o Supply voltage: 3.1 V to 5.3 V
o Sleep mode consumption: 2.3 A
o Run mode:
RF sleep: 1.4 mA
RF ready: 2.8 mA
o RX mode consumption:
STD: 12.1 mA
LP: 260 A
XLP: 18.5 A
o TX consumption: 8.3 21.5 mA (depends on RF output power,
where the maximum level is 7).
Operating temperature: -40 ºC to +85 ºC
3.2.3

Batteries

The development kit provided, which is the DK-EVAL-04A, see Fig. 12, contains an
accumulator battery and a subscriber identity module (SIM) connector to host IQRF
TRs. Therefore, this component is compatible with the TRs provided. The main
features checked to analyze the device and its compatibility with the TR are [34]:[34]
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Figure 12. DK-EVAL-04A, the batteries provided.
SIM connector to host the TRs.
Accumulator to provide battery.
Electrical specifications:
o Power supply: 400 mAh, nominal voltage 3.7 V. Therefore, this
development kit and the TR-72DAT are compatible.
o External source via micro USB connector (with charging): 4.4 V
V DC
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Operating temperature: 0 ºC - +45 ºC
3.2.4

Programmer and debugger

The CK-USB-04A provided is a development kit which allows basically to program
the OS of the MCU [35]. This kit contains a SIM connector to host the TR and a micro
USB port to connect this module to the PC.[35]

F IGURE 13. CK-USB-04A, the programmer and debugger kit provided.
3.2.5

Gateway

The GW is the device provided which performs as a bridge between the WSN and
another network, where the GW-IND-01-ETH was provided on this thesis, see Fig.
14. Therefore, this GW provides the connection between the WSN and the Internet
due to the connection through Ethernet. To check the compatibility with the WSN,
the RF specifications were checked, and moreover, the services to connect it to the
Internet, which are related to its configuration [36]. Additionally, the CPU was
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checked to analyze the limits of the system deployed by the GW. The mainly features
and services of the GW are:[36]

F IGURE 14. GW-IND-01-ETH, the GW provided.
System: Linux embedded OS over a CPU, which is a 700MHz single core with
512MB RAM. Therefore, the GW can
application, such as cloud services [21].[21]
The GW contains the control system of the WSN.
RF specifications:
o The GW is compatible with devices under the DPA protocol.
o Communication module: DCTR-76DA (transceiver). The MCU of
this transceiver is set with the DPA version 3.02.
o The transceiver contains a PCB antenna which describes an
omnidirectional distribution of the radiation in two dimensions. This
TR can perform as the coordinator (sink) of the RF network.
o RF band and channel: 868 MHz and 916 MHz, and the default channel
is 52 (868 MHz). The DCTR-76DA has an effective radiated power
up to 6.5 dBm in the 868 MHz frequency band, and 2.0 6.5 dBm in
the 916 MHz band, where the RF output power and the RF sensitivity
is not distinguished in both frequency bands [11].
o RF mode: LP (STD can be configured).
Environmental conditions:
o Operation temperature: -20 ºC - +70 ºC
o Relative humidity: 0 % - 85 %
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Electrical specification:
o Input power supply: DC 9V-16V
Communication interfaces: The GW can be connected to the Internet via
being connected to a Local Area Network (LAN) or connecting a device
connected to the Internet such as a mobile phone via USB.
o LAN: 10/100 Mbps (Fast Ethernet available).
o USB
Remote management through the MQTT channel.
Compatible with IQRF IDE software, which is the SW provided by IQRF to
configure IQRF TRs.
The GW sends and receive messages in JSON format.
Customizable:
o Configurable through IQ Home Link It! tool via LAN or MQTT
channel.
o Supports the Node-RED programming tool.
3.2.6

Laptop

A laptop is deployed on this work to run the software needed to configure the
hardware, which performs upon the network. The laptop deployed has the following
system features:
Intel(R) Core(TM) i7-3630QM CPU @ 2.40GHz
RAM: 4.00 GB
OS: Windows 10 64 bits.
3.3

Software

The software selected was chosen according to the hardware provided. To select this
SW, the requirements that must be satisfied are the configuration of the TRs, link the
nodes (sources and repeaters) to the coordinator (sink), check the communications
through the network and configure the GW.
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3.3.1

Radio Network

The devices of the WSN were configurated through the IQRF IDE SW, which
provides a graphical user interface by IQRF-Tech s.r.o, see Fig.15. Configuration of
the MCU upon the IQRF TRs can be done through this SW, which allows uploading
DPA plug-ins on the OS of this MCU. Furthermore, other services are provided by
this SW [37]:[37]

Figure 15. IQRF IDE software interface.
Uploading DPA plug-ins and configure TRs through the programmer and
debugger kit.
IQMESH network manager: this tool allows to link the sensors and repeaters
to the coordinator, unlink them, run the discovery process, which creates the
routing structure, check the connectivity and communications among devices
of the network, and analyze interferences on the frequency band and channel
deployed.
The terminal and terminal log. Messages to the network can be sent through
the terminal of the IQRF and, moreover, checking messages among nodes on
the network can be done through the terminal log.
To connect the GW to the RF network, the IQRF IDE and the Link It! tool,
which is explained in the next section, could be connected through UDP
ports, where each SW was running.
The TRs provided are compatible with this SW. Therefore, TR-72DAT and
DCTR-76D are supported.
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Compatible with Windows 10.
3.3.2

Gateway

To configure the GW, Link It! was the SW selected to implement this configuration,
see Fig.16, which is provided by IQ Home Kft. The main features and services
provided by the Link It! tool and which are useful for this work are [38]: [38]

Figure 16. Link It! interface.
Compatible with IQRF IDE SW. The RF network can be modified through
the IQRF IDE SW, connecting the IQRF IDE and the Link It! tool on the same
computer, and connecting Link It! with the GW through the MQTT broker
or the LAN network profile.
Remote accessing to the GW, when the GW and the user of Link It! are not
in the same LAN, can be done through the SSH service.
Programming of the data collecting requests and the calibrations of the sensors
to be automatic.
Configuration of the MQTT settings to, for example, subscribe cloud services
to the GW.
Running TCP proxy services. Each TCP proxy service configured on the GW
is automatically started as a TCP proxy on the Link It!. The TCP proxy service
running on Link It! is identified by the port defined on the GW plus 30.000
(30.000 + TCP proxy port GW = TCP proxy port service running on Link
It!).

3.3.3

Data processing, storage and visualization

Node-Red was the programming tool installed on the GW to implement the data
processing, storage and visualization. This SW is oriented to the IoT, where switching
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devices and services among them are easy to manage due to the nodes ready-to-use
provided by developers [39]. The features of this SW which were taken into account
to implement this application are:[39]
Compatible with the GW and the Link It! tool deployed on this work.
JavaScript programming language.
Contains the Node-Red-Dashboard library which allows to develop a live data
dashboard.
Connection between the GW and MQTT services.

Figure 17. Node-Red interface, where the user can deploy nodes ready to use
provided by developers, write functions in JavaScript programming language,
and switch devices and services to program an application. Each node receive a
JavaScript object, modify this message and send it to the next node(s).

3.4

HW configuration and tests

To configure the devices, which were provided on this work, several steps were
followed, and different tests were carried out to assure a correct procedure,
procedure which is shown in Fig. 18.
Access to the LAN of the HiG was allowed on the GW to be discovered by Link It!,
which is running on a laptop connected to the same LAN than the GW. After that,
the configuration of the GW was started, where the control system of the WSN and
the connection to the Internet were configured. Preparation of the repeaters was
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done, where each repeater was uploaded with a DPA plug-in. To link the coordinator,
which is host in the GW, and the sensors and repeaters, the IQRF IDE was deployed,
which was connected to the GW through the Link It! SW via LAN. Once the nodes
of the network were linked to the coordinator, several communication tests were
carried out to check the correct operation of the WSN. Once the communication was
fixed, the data processing, storage and visualization was programmed through NodeRed. Finally, the data storage and visualization, and the communications between the
control system and the RF network were checked.

Figure 18. Workflow to configure the GW, the sensors, the repeaters, the
RF network and the Node-Red to store and visualize data. The last step checks
the tasks carried out by Node-Red, which are data processing, store and visualization.
3.4.1

Allow access to TCP/UDP ports

The GW was connected to the LAN of the university through an Ethernet wire. Due
to the firewall of the network, access to the LAN was allowed by the IT department
of HiG. After that, access to the UDP port 1313 was let to discover the GW through
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Link It!, which was installed on the laptop, which was also connected to the LAN of
the university. Additionally, access to the outgoing TCP ports 1883 and 8883, which
provides the connection to the MQTT services, was also allowed by the IT
department. Furthermore, the IP from the GW over the LAN was fixed with the
address 130.243.14.22.
3.4.2
3.4.2.1

Gateway
Services

The GW was configured through the laptop, where was running the Link It! and was
To configure each part, the next steps were followed:
The MQTT channel was enabled, where the outgoing port 1883 was
indicated. The MQTT broker, which is installed on the GW, was called
mqtt.iqhome.org, see Fig. 19. The communications between the RF network
and the GW was described by the topic $GW/application. Therefore, users
through the MQTT channel and being subscribed to the topic
$GW/application.

Figure 19. Configuration of the MQTT broker on the GW.
Access to the IQRF IDE interface was enabled through the UDP port 55300.
The application interface was set to exchange data between the GW and the
Node-Red application developed. The UDP port 55000 was indicated to send
messages from the GW to the Node-Red, and the UDP port 55001 to send
messages from the Node-Red to the GW.
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TCP proxies were enabled, where the port 1880 and the port 22 was defined
as a TCP proxy in the GW, where these TCP proxy services are running inside
Link It!. These services were programmed to allow the user to access NodeRed remotely through the TCP proxy port 31880 and to the SSH service
through the port 30022. Therefore, remote access to the GW was enabled
through the Internet.
Access to the NTP services through the UDP port 123 was set and, which
have the correct date and hour of each data collected and stored.
3.4.2.2

Control system

The control system of the WSN, which is on the GW, was configured taking into
account that the WSN works under the IQMESH protocol, which is based on the
TDMA protocol and the flooding mechanism, and the DPA protocol, which is a byteoriented protocol [31].[17]
Due to the short range of the IQRF TRs, the hypothesis of using cluster/tree or mesh
topologies on the applications developed with these devices against the star topology
was done and, moreover, due to the sensors deployed which are designed to measure
temperature, RH and CO2 concentrations levels.
Based on the options over the control system visualized through Link It!, the requestresponse pattern was allowed to be programmed through this interface. Therefore,
the request-response pattern was selected, where the coordinator sends a request to
the network, and it receives the data from the sensors, which works together with the
TDMA protocol.
There are two options about the data collecting method, polling each node or deploy
fast response commands (FRC), which is a method based on the MDC collecting
method. The selection of the method implemented over the network was made
analyzing the duration of data collection and the number of transmissions per node
for each technique, where longer time to collect data and more transmissions mean
more energy and short life period of the nodes.
The following function can describe the time duration deployed in the data collection
via the polling method
(1)
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where N is the number of the nodes upon the network, treq is the time deployed to
send a request for each time slot, tresp is the time used to send a response for each time
slot, and tproc is the time which is needed by the node to process the request [5]. The
treq and tresp values are 30 milliseconds and the tproc is 50 milliseconds according to the
manuals of IQRF and the LP mode deployed by the sensors and repeaters [6].[5], [6]
On the other hand, the time duration used to collect data through the FRC and LP
mode can be calculated by
(2)

where tproc,FRC is the value of the FRC time slot, which by default is 40 milliseconds on
IQRF TRs [6].

Figure 20. The time duration of polling and FRC data collection methods
depending on the number of nodes over the network.
Figure 20 shows the increment of the period of data collecting based on the number
of nodes over the network, where the FRC is the fastest method once the network
has 5 or more nodes.
In polling method, the nodes with low VRN number makes more transmissions than
the nodes with high VRN number due to each node has to transmit its response and
route the response of the other nodes with higher VRN. Therefore, the number of
transmissions of one node can be calculated by
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(3)

where n is the VRN of the node and N is the number of nodes which are on the
network. On the other hand, the nodes under the FRC method makes three
transmissions [6].
(4)

Figure 21. Number of transmissions according the VRN number of each node
for the polling method and the FRC method of a network of 20 nodes.
Figure 21 is a graphical representation of the number of transmissions of a network of
20 nodes according to the VRN number of each node. Therefore, based on this
analysis, the FRC method was programmed on the control system.
On the other hand, three request types were programmed, one for each parameter,
temperature, RH and CO2 concentration levels. Each request and response were
identified with the publish topic $GW/application. Additionally, calibration of the
CO2 sensors was programmed to be once per week and correct the lowest value for
400 ppm, based on the recommendations of the sensor s company and the CO2
typical background levels of the fresh air [40]. [40]
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Figure 22. Link It! Scheduler tab to program requests between the control
system upon the GW and the RF network.
3.4.3

Repeaters

The repeaters deployed were created by plug in the TR into the battery kit. The TR
sends and receives packages, and contains the microcontroller (MCU) of the repeater,
where is saved the OS and the hardware profile (HWP), which is determined by the
DPA-plugin. The battery kit supply voltage to the TR.
To start the configuration, the TR was connected to the IQRF IDE by connecting the
TR to the programmer and debugger kit and this one to the laptop through a micro
USB, where the IQRF IDE was running, see Fig. 23.

Figure 23. TR-72DAT (transceiver) host in the CK-USB-04A (programmer
and debugger kit), which is connected to the laptop and the IQRF IDE .
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Each repeater was uploaded with an IQRF plug-in, see Fig. 24, which is responsible
of the behaviour of the MCU. The DPA plug-in uploaded on the TRs deployed on this
work was the HWP-Node-LP-7xD-V302-171116.iqrf provided and developed by
IQRF. Uploading this plug-in upon the TR, the kit performs as a node, with the LP
RF mode, and the DPA version 3.02, where the other option was the HWP-NodeSTD-7xD-V302-171116.iqrf, where the node works under the STD mode.

Figure 24. IQRF IDE tab to upload DPA plug-ins and configure the TR
.
1. indicates the IQRF Plug-ins which can be uploaded on the TRs provided to indicate
its behaviour, 2. button that if it is press allow access to configure the frequency band,
the channel, the RF output power and the RF sensitiviy parameteres of the TR.
On the other hand, the TR configuration, which is shown in Fig.25 and Fig.26, was
set with the 868MHz frequency band, the channel (sub-band) 52, the RF output
power 7, which is the maximum, and the RF filter 0, which indicates that a filter is
not applied over the input signals. Moreover, the DPA version 3.xx was indicated.
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Figure 25. TR configuration of the repeaters (OS). Frequency band 868 MHz
and channel 52.

Figure 26. TR configuration of the repeaters (HWP). TX power 7 and RX filter
0.
3.4.4

Link sensors and repeaters to the coordinator

Each sensor and repeater was bonded to the coordinator through the IQRF IDE. First
of all, the GW, which hosts the coordinator, was connected to the IQRF IDE through
the Link It tool. The Link It! was connected to the GW through the same LAN, the
IQRF IDE was running on the same laptop that Link It!, and the computer was
provided with the IP address 172.16.116.89. Therefore, the IQRF IDE and Link It!
were connected through the UDP port 55000, where the IQRF IDE was running, and
the UDP port 55300, where the Link It! was performing, see Fig.27.
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Figure 27. Connection between IQRF IDE and Link It! SW, which allows to
connect IQRF IDE with the coordinator hosted into the GW, and therefore,
configure the radio network.

Figure 28. IQMESH Network Manager tool from IQRF IDE SW. 1. Bond, 2.
Discovery, 3. FRC ping.
Fig.28 shows rectangle 1, where the bond button can be press to link the first sensor
to the coordinator with the address 1. This process was done to each sensor and
repeater, where the sensors were linked first due to the number of repeaters needed
to make the application could vary. Then, the discovery process was run (rectangle
2), once different sensors and repeaters were placed in various halls of the HiG to
check the connectivity, see Fig.29. After the OK of the test, which indicates that the
nodes could route messages among them, the FRC ping message was sent (rectangle
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3) to assure that each sensor and repeater of the system was able to route FRC
messages.

Figure 29. Discovery process displayed on the IQRF IDE SW.
Once the discovery process and the FRC ping were checked, Test RF Signal was
carried out, which is a tool provided by the IQMESH Network Manager, which is
shown in Fig.30. This test was done over the frequency band 868 MHz and channel
52, which were deployed by the devices bonded to the coordinator, during 5 seconds
and five times, which indicates that no interferences were detected. After this test,
the nodes were placed one next to the other, and the test was run again. This time no
interferences were also detected.

Figure 30. Test RF signal tool provided by the IQMESH Network manager
on IQRF IDE SW.
3.4.5

Node-Red

Node-Red was deployed on this thesis to store and visualize data. Additionally, to data
visualization, visualization of the performance of the network was also developed on
the live data dashboard created through Node-Red. This tab allows the user to analyze
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the performance of the network and ease the process of setting up the network on the
place selected to be analyzed and installed.
3.4.5.1

Installation

Once the communication between the coordinator and the nodes is accomplished, the
communication between the control system and the RF network must be checked.
To check that, Node-Red was deployed. Moreover, Node-Red was used to save the
data collected and develop an interface to visualize the data and the status of the
network.
To install Node-Red, the terminal tab of Link It! was deployed, which provides access
to the embedded Linux OS interface, see Fig. 31. Hence, the setup was done through
commands. Before installing the Node-Red, Node.js v.8.11.1 was installed
considering the OS of the GW, which is a Debian GNU/Linux. The Node-Red
installed was the version v.0.19.4, see Fig. 32.

Figure 31. Interface of Link It! to acces the terminal of the Linux embedded
OS from the GW.

Figure 32. Code to install Node.JS and Node-Red upon the GW-IND-01-ETH
[39].[39]
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3.4.5.2

Data processing and storage

Once the Node-Red was installed, the editor was accessed through
http://130.243.14.22:1880/, where 130.243.14.22 is the IP of the GW and 1880
is the port, where Node-Red was running. The data collected by the sensors was
processed through the Node-Red programming tool to prepare the data to be stored.
The developed program, which is shown in Fig. 33, is based on a set of nodes. The
first node indicates that is injected to the flow the messages, which were received
through the UDP port 55000. This port was deployed by the application interface,
which is Node-Red, to listen to the IQRF network. Therefore, each response
collected by the Coordinator and the control system was sent to the Node-Red using
this port.

Figure 33. Node-red program to process data before being store. Each node
receives a JavaScript obje
implemented.
Each message received from the GW is in JSON format. Hence, the packet must be
transformed into a Javascript object, knowing that a Node-Red flow pass messages
between nodes where each message must be a JavaScript object. "json" node was
deployed to transform every message received from the node before to a JavaScript
object.
, contains the JavaScript code to transform the JavaScript object
with a msg, which is an object, to a JavaScript object where the msg object has an
array property and is ready to convert it in a CSV formatted string with the CSV node.
Each packet that leav
node, which is shown in Fig. 34, was
programmed to include the number of the sensor, the data, the time, the date, the
status of the message and the type of data.
The node at the end of the chain is a file node which indicates the directory where
each message was written to store the data in a CSV formatted string as is shown in
Fig. 33, where the data stored in the CSV file is written in the same format. This field
was saved in the directory created by connecting a USB flash drive to the GW by using
the USB automount feature provided by the GW.
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Figure 34. JavaScript object message before being transformed in a CSV
formatted string to be store.
called
with eigh objects where each object contains the
information of one sensor.
Figure 34 shows the JavaScrip object that lives the node newmsg to endmsg , which
is shown in Fig. 33, and then through the node csv , the message is transformed in a
CSV formatted string, which is shown in Fig. 35. Fig. 34 is the message received by
the control system from the coordinator, once it is transformed. Eeach position of the
array is the data collected by one sensor. On this example, the position 0 of the array
shows the data collected by the sensor 1, the type of parameter, the time, the date
and the status of the network. The number of positions in the array, see Fig. 34, is
the same that the number of lines in the CSV formatted string, see Fig. 35, where the
same information from the devices is written on each line.
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Figure 35. CSV formatted string of each message received from the sensors
before being written in the CSV file where we save the data. Each line is written
in the same way over the CSV field indicated by the field node.
Finally, the CSV formatted string, see Fig. 35, is saved in a CSV file which is saved in
a USB flash drive connected to the GW, and can be open through different software
such as Excel, which is shown in Fig. 36.

Figure 36. CSV file open with Excel. CSV file saved on the directory
/run/media/44B7-FBB7/Libro.csv upon the USB flash drive connected to the USB
terminal of the GW-IND-01-ETH. Each line indicates the identity number of the
sensors, data value, hour, minute, second, day, month, year, status of the net work and
data type.
Once the data processing was programmed through the Node-Red, the automated
requests, which are sent from the control system to the RF network, and the
responses from the RF network to the control system were checked. The Node-Red
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debug tab was deployed for this purpose, where each response from the RF network
can be shown, see Fig. 37.

Figure 37. Responses from the RF network to the control system, which are
displayed through the debug tab from Node-Red. Each message is transformed
from the JSON format to a JavaScript object through the json node.
3.4.5.3

Data visualization

A live data dashboard is developed through the Node-Red tool to visualize in realtime the data collected by the sensors and the status of the network. The set of nodes
provided by Node-Red do not allow to create a data dashboard quickly. Therefore,
the module node-red-dashboard was installed to develop this dashboard, see Fig. 38.
Node-red-dashboard installation was done through the LinkIt! and its terminal. This
module of Node-Red provides a set of nodes to develop a live data dashboard. The
live data dashboard created can be accessed by writing in the web browser of a
computer on the same LAN: http://130.243.14.22:1880/ui.

Figure 38. Code to install Node-Red-Dashboard module on the Node-Red
[41].[41]
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Programming the live data dashboard was performed in the same way as the data
processing and storage, once the nodes to create the live data dashboard were
availab
on as these nodes on
data according to the type of data, and the last nodes separate the collected data
according to each sensor, see Fig. 39.

Figure 39. Data processing before being showed through the Live Data
Dashboard (I). The switch node, which is the third one, broadcast the JavaScr ipt
object according to its property msg.payload.message.option, that can be temperature,
relative_humidity or CO2.
Once the data is separated according to its type of data and its sensor, the data is
nodes. These nodes
transform the JavaScript object in a message with just one property, which is a number
type to be shown through the dashboard node, that is the blue one, see Fig. 40.

Figure 40. Data processing before being showed through the Live Data
Dashboard (II).
property removing all the data such as the hour, the status, among others, except the
data value.
Node-Red was programmed to visualize the data collected by the sensors and,
moreover, the performance of the network. Detection of failures on the WSN and
the control system programmed were detected through the live data dashboard
created. This dashboard was developed with an additional tab where an analysis of the
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network is carried out. The user could re-start this analysis to check the status of the
network, the percentage of the messages received for each sensor and each data type.
The purpose of this tab was to ease the process of setting up the network in the place
selected to be analyzed.
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4
The experiment carried out on this thesis, where the HW provided was used, was
done in the HiG university. Several wireless sensors were placed on different halls
selected to be analyzed, see Fig. 41. The coordinator, which is host by the GW, was
placed on the building 99 (99:413) to be safe. The data collecting was done for 28
days every 60 seconds. Due to the devices deployed, which use RF low power
wireless technology, and the halls selected to be analyzed, the topology implemented
on this network was the mesh form, where the data packets are sent among the
coordinator and the sensors taking multi-hops, to cover the whole university area.

Figure 41. Map of HiG. Halls of the buildings indicated, which are shown with blue
circles, were analyzed with SN-THC-02 sensors.
The halls selected to be analyzed are:
Sensor 1: 99:132
Sensor 2: 99:417
Sensor 3: 11:219
Sensor 4: 11:320
Sensor 5: 31:217
Sensor 6: 31:530
Sensor 7: 51:221
Sensor 8: 51:324
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4.1
4.1.1

WNS

Routing process

After placing each sensor and run the discovery process, that creates the routing
structure of the WSN, sensors from building 99 and 11 were the only ones accessed
by the coordinator due to the low RF range of these sensors and the GW. Based on
the requirements to reach sensors from the buildings 31 and 51, several repeaters
were included in the network, see Fig. 42. The repeaters included were placed on:
Repeater 9: 99, plant 2.
Repeater 10: 12, among sensors of building 99 and 11.
Repeater 11, 12, 13: 22, among sensors of building 11 and 31.

Figure 42. Routing structure after running the discovery process wit h TX
power 6. The structure was robust after running the discovery process several times
and the Test RF signal indicated no interferences through the network. Each line
indicates the parent for each node, the number of redundant paths is not represented
on it. Therefore, node 13 is the parent of node 5, but it does not mean that between
node 12 and 5 there is a no redundant path, which is useful in case that the node 13
fails.
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Running the discovery process creates the routing structure of the WSN through the
IQMESH protocol, which is based in the TDMA protocol and the flooding
mechanism. Based on the TDMA protocol, the discovery process gives to each node
the time slot when it can communicate with the others to synchronize the
communication. Therefore, Figure 42 is the result of run the discovery process and
give to each node its time slot. The coordinator has the time slot 0, nodes 9 and 10
time slots 1 and 2, and go on until the farthest node, node 7, which has the time slot
13 after run the discovery process.
After this configuration of the routing structure, routing was lost between node 11,
and the nodes 12 and 13, where the packets were lost almost everyone. Therefore, a
repeater (node 14) between these nodes was set, see Fig. 43.

Figure 43. Routing between nodes 11, 12 and 13 established with a repeater,
which was linked to the coordinator with the address 14. Each line indicates
the parent for each node, the number of redundant paths is not represented o n it.
Therefore, node 3 is the parent of node 14, but it does not mean that between node 2,
4 and 11, and 14 there are no redundant paths, which avoids to have points of failure.
Environmental changes during the week, where different devices are deployed on the
university and obstacles are various every day, results on different requirements to
have a robust and reliable sensor network depends on each day. To develop a robust
architecture, the WSN was checked each day of the week. Once node 14 and 15
(building 33) was added to the network and after working several days correctly,
Node 7 and 8 were not accessed through the routing structure in many cases. To avoid
this problem, two nodes and replacement of node 15 were performed, see Fig. 44.
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Figure 44. Routing structure after running the discovery process with TX
power 6 and modify positions of the nodes 11, 14 and 15, and adding nodes
16 and 17. The structure was robust after running the discovery process several times,
and the Test RF signal indicated no interferences through the network. Each zone was
filled with at least two nodes, avoiding points of failure. Each line indicates the parent
for each node, the number of redundant paths is not represented o n it. Therefore, node
11 is the parent of node 12 and 13, but it does not mean that between node 1, 2, 3,
4 and 14, and 12 and 13 there are no redundant paths. In this case node 16 seems to
not be needed but due to the environment changes, there are times when this node
makes possible the communication between nodes of zone 4 and nodes 7 and 8.
The final positions of the repeaters through the university are:
Repeater 10: 12, among sensors of building 99 and 11.
Repeater 11, 12, 13, 14: 22, among sensors of building 11 and 31.
Repeater 15, 16, 17: 33 and 51, among sensors of building 31 and 51.
Comparing the first routing structure, which is shown in Fig. 42, and the final routing
structure, which is shown in Fig. 44, there are no points of failure in any zone.
Therefore, battery empty or other issues for one node no means losing the
communication between different zones. Furthermore, the routing structure
confirms the previous prediction that the environmental conditions can affect the RF
range, where the physical distance and the RF range was different. The father sensor
(7 and 8) could be accessed in 5 hops minimum (5 zones). On the other hand, nodes
11, 12, 13 and 14 are in the same building but in different positions, due to the low
RF range of the technology deployed, be in the same building does not mean be in the
same zone, where two consecutive zones indicates the nodes that are in direct range
with at least one node of the next or the last zone.
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Performance

4.1.2

To be able to assess the performance of the WSN implemented, a program through
Node-Red was developed. This program calculates the percentage of messages
received by the control system in compare with how many it must receive, which was
repeated every 5 minutes. In this experiment, the number of messages received by
the control system must be 3 every 60 seconds, once per each type of parameter. To
evaluate the performance of the network, two random days was analyzed through 100
samples calculated from 8 a.m. to 6 p.m.
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Figure 45. Percentage of messages collected by the control system for 100
random samples from 8 a.m. to 18 p.m (day 1). X-axis indicates the
percentage of messages received by the control system. Y-axis indicates the
number of samples which have the percentage of messages indicated in the
horizontal axis. 90% of the messages was sent to the control system.
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Figure 46. Percentage of messages collected by the control syst em for 100
random samples from 8 a.m. to 18 p.m (day 2). X-axis indicates the
percentage of messages received by the control system. Y -axis indicates the
number of samples which have the percentage of messages indicated in the
horizontal axis. 92% of the messages was sent to the control system.
Figure 45 and figure 46 shows that the control system during the day 1 collected 90%
of the messages, and 92% during the day 2.
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Figure 47. Percentage of messages collected by the control system for 100
random samples during 24 hours (day 2). X-axis indicates the percentage of
messages received by the control system. Y -axis indicates the number of
samples which have the percentage of messages indicated in the horizontal
axis. 95% of the messages was sent to the control system.
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Figure 47 shows that taking 250 samples during the day 2, the average data collected
was 95%. During this evaluation, some samples are higher than 100% due to the clock
created through Node-Red to calculate the percentages. The Node-Red clock
programmed was not synchronized with the clock of the control system. Therefore,
this unsynchronous clock makes that the counted messages can have differences
respect to the reality.
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Figure 48. Time deployed by the WSN to response the request from the
control system.
Figure 48 shows the time deployed by the WSN to send the measured values to the
control system, where the average of 100 random samples were 7.62 seconds. These
samples were taken from the requests stored on the CSV file, where the time of each
response was stored. This time to collect the data is higher than the 3.9 predicted
with the second formula showed on section 3.4.2.2, taking into account that the WSN
created has 17 nodes. The reason can be due to the time deployed by the SPI
communication between the coordinator and the control system and also the time to
copy the data in the buffer of the GW. Neverthless, checking the data saved in the
CSV file, the time deployed to collect the data by the control system is about 4 seconds
in most occasions, which is closer to the time predicted.
4.1.3

RF Interferences

The Test RF Signal tool was run several times after each modification of the network
and during its operation. During this test, no interference on the frequency band 868
MHz and channel 52 (868.35 MHz) was detected through this tool provided by IQRF
IDE.
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4.2

Live data dashboard

To check the function of the live data dashboard developed through Node-Red, the
interface was accessed. During the first access to the panel
(http://130.243.14.22:1880/ui), the GW was collapsed, and the interface was not
displayed correctly, see Fig.49.

Figure 49. The CPU usage of the GW synchronizing the live data dashboard
every 30 seconds. The %idle column shows the percentage of CPU that is free, which
in that case is null. This analysis was made at the same time, visualizing the live data
dashboard.
The GW OS system was collapsed mainly by the synchronization of the live data
dashboard, which was every 30 seconds, and the GW, which is based on a 700MHz
single core with 512MB RAM of CPU. Due to that, the synchronization time of the
data displayed was changed to 5 minutes and debugging a part of the code was also
made. These modifications on the Node-Red flow developed allowed the GW to
operate faster, see Fig. 50. Comparing both performances of the CPU It is evident
that the GW was optimized after increase the synchronization time of the live data
dashboard and debug the code of the application on Node-Red. Once the
modifications on Node-Red was carried out, the user could visualize the live data
dashboard and the data displayed, see Fig. 51.

Figure 50. The CPU usage of the GW synchronizing the live data dashboard
every 5 minutes and being connected one user to the live data dashboard and
the node-red editor after debugging the code. The %idle column shows the free
percentage of CPU.
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Figure 51. Live Data Dashboard
http://130.243.14.22:1880/ui.

developed

through

Node-Red.

The dashboard, which is shown in Fig.51, was developed to display the
temperature, RH and CO2 concentration measurements. The dashboard
produced contains nine tabs, one tab for each hall and the other one to analyze
the network, which is
measurements of temperature, RH and CO 2 concentration in real-time and
the measures since seven days ago. Nevertheless, if the GW is reset or
disconnected, the information of the graphs is lost, as it can be seen in Fig.
51, where only the data of one day can be shown. Additionally, the status text
shows if the last measurement was co
allows the user to analyze and visualize the status of the network for each
sensor and each type of data, see. Fig. 52.

Figure 52. "Analysis 1" tab displayed by the live data dashboard.
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The live data dahboard works quite well performing with some users, where the GW
acts as a server. On the other hand, the visualization interface can not be deployed for
several users, and the GW gets collapse when the synchronization of the data is under
1 minute. Data visualization collected by the sensors was displayed, which is
synchronized with the data collected every 5 minutes, and the status of the network
as well. Additionally, the user or the developer can run a custom analysis of the
network, calculating the percentage of messages received by the control system in
total, for each sensor and for each parameter, through the Analysis 1 tab of the live
data dashboard.
4.3

Data collected

For evaluate the temperature (ºC), RH (%) and CO2 concentration (ppm) levels of
each hall, where data was stored in a CSV file format on the USB connected to the
GW, the data can be used to create statistical measures to analyze the halls selected.

Figure 53. CO2 concentration levels (ppm) of the hall 99:417.

Figure 54. CO2 concentration levels (ppm) of the hall 51:221.
Figure 53 and 54 show difference between the closest point due to the accuracy of the
CO2 sensors, which is of 50 ppm [30].
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Figure 55. Temperature (

) levels of the hall 11:320.

Figure 56. Temperature (

) levels of the hall 51:530.

Figure 57. Relative humidity (%) levels of the hall 99:132.
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Figure 58. Relative humidity (%) levels of the hall 31:217.
Figure 53 to Figure 58 shows that through the data stored in the CSV file, where the
data processing and the storage of the data related to the file was done through NodeRed, an assessment of the different halls of the university can be done.
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5
Different devices were configured on this work to be applied in similar IoT
applications for WSNs. This approach was followed by finding the tradeoff between
robustness and flexibility. The configuration which was carried out was evaluated
through an experiment on the HiG university.
From the connection between the WSN and the Internet, MQTT and SSH services
were configured. Thes
ons to be
connected to the GW remotely, where different user applications such as Cloud
Services can be subscribed to the MQTT broker, which is placed on the GW. Besides
that, the SSH service cannot be used without the Link It! tool for security reasons.
On the evaluation of the correct performance of these services, the MQTT broker has
been checked and can be used to access the GW through Link It!. Although, the task
of subscribe devices or systems to the MQTT broker and connect a user to the GW
through the SSH service was not checked. This fact can be a point of failure on future
works over other local networks, but it was due to the firewall of the university,
which does not allow to access devices on the local network by external devices.
Selection of the Link It! tool has provided a secure system which avoids intrusions by
external users and eases the procedure of setting the GW and the control system
configuration.
TRs from the repeaters configured was set on the 868 MHz license free ISM
frequency band against 916 MHz. Both frequency bands provide the same RF output
power, but the 868 MHz band offers a higher effective radiated power which was
considered better due to the knowledge of the positions of each node and, therefore,
the higher range on this direction with the appropriate orientation of the sensors and
transceivers. Moreover, the LP mode was set instead of the STD mode, and the sleep
mode was also enabled after complete the three requests by programming the control
system. With that, lower consumption of the nodes and a more extended lifetime
period was reached. Nevertheless, the configuration of the repeaters not considered
the option of setting cluster/tree topologies over the network. This could be done by
configuring some additional TRs and creating subnetworks, which deploys different
frequency bands and channels, but it was not considered due to these topologies has
points of failure and are useful in networks with a lot of nodes. Although, developing
WSNs with hundreds of nodes can be a problem with the mesh topology due to
saturation of the frequency band and channel where cluster topologies might be used
as a solution and, therefore, the configuration could be improved depending on the
approach implemented.
Test of the connection among sensors, repeaters and the coordinator hosted upon the
GW, has evaluated the communication between devices, the FRC messages, which
means synchronization, which can discard several options of failures on
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implementation in applications such as no communication deploying FRC method to
collect data. Nevertheless, the test deployed to check the interferences without any
reference could be not enough to avoid interferences due to this process was not
automated, and interferences could be produced at any time. Therefore, the
developer needs to check the performance of the WSN through the Analysis 1 tab
of the live data dashboard and change the RF sensitivity parameter of the TRs
depending if there are packages lost on their path through the WSN, taking into
account that a higher RF sensitivity avoids interferences but reduce the RF range at
the same time.
From the experimental results, it was seen that the percentage of the messages
received for the samples analyzed was higher than 90 %. These results in applications
of data collecting about temperature, RH and CO2 concentration levels are quite
good and increasing the number of the transmissions, which affects negativity on
energy consumption, is an option. This result on the performance strengthens the
followed method where we have created the analysis 1 tab to check the performance
and provides the user with visual information about the percentage of messages
received by the control system. Nevertheless, the graphs created through the data
collected provides the quality to analyze the values measured by the sensors. The
deployment of the FRC method to collect data reduced the number of transmission
and the time of data collecting in an approximately 80 %, in the experiment carried
out, which means that the energy consumption was decreased significantly, where the
methods to choose this m
devices provided. Even though the average time to collect data was about 7,6 seconds
when the method deployed to calculate this time indicates 3,9 seconds. The
differences could be produced by not consider the SPI communication between the
coordinator and the control system and the time to copy the data in the buffer of the
GW. However, making an overview of the data saved in the CSV file, the time in
most occasions has been 4 seconds, which is close to the time predicted.
The data processing implemented through Node-Red is scalable in the number of
nodes and services and has allowed storing data with all the information required but
it might be preferable to store this data in a cloud service or upon a server to increase
the scalability of the application on that case. The GW deployed has not enough
capacity to perform as a server for several users, where it would be better to
externalize the data processing, storage and/or visualization. Cloud Services would
be allowed to increase the scalability but for small applications can be better this
structure, which ease the implementation and the deployment of the system. It was
seen that a tool to make the recovery of the GW is needed due to that the GW has
not this option for security reasons. Failures on the OS means that the application
running over the GW can be lost.
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It should be noticed that the method followed on this thesis is in concordance with
target 9.4 of the 2030 Agenda for sustainable development [42].
5.1

Future work

This thesis has been configured sensors, repeaters and a GW to communicate with
each other, creating a WSN and connect this network to the Internet. Nevertheless,
this configuration has been done thinking on WSNs about tens of nodes. On the other
hand, cluster/tree topologies can be used to create WSNs of hundred of nodes by
configuring some nodes to perform as a coordinator of sub-networks. These
subnetworks can work in different frequency bands, so, collapsing the frequency band
can be avoided through this method. On the other hand, more related to the
connection of the WSN to the Internet, the data processing, storage and visualization
can be externalized on a cloud server. These cloud servers allow to increase the
scalability of the data stored, the services deployed and switch more devices and
services among them. In summary, create cluster/tree topologies and integrate cloud
technologies to the system created is recommended to future works.

58

6
This thesis has provided a set of configured HW to deploy IoT applications for WSNs.
The configuration reduces the amount of time required to implement these devices
by a developer and ease its implementation through a flexible and robust system.
Sensors, repeaters and the GW were configured to work with each other and be
accessed through the Internet. The energy consumed on the experiment carried out
has been reduced by more than 80% choosing LP modes and enable sleep algorithms
over the
, where the time was also reduced around an 80% in compare with
the available options. By set MQTT and SSH services, this application is scalable to be
integrated with cloud services and be accessed by remote computers. Therefore, this
HW could be implemented in several in-building and other environments to be
analyzed through data accessed via the Internet providing a real IoT application.
Finally, this works has been done according the target 9.4 of the 2030 Agenda for
sustainable development [42].
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