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Abstract 

A challenging yet crucial component of emergency planning is to identify relevant 

hazards and assess their risk level. Within the Province of Ontario, Canada, gov-

ernmental emergency management stakeholders are required to use the Hazard 

Identification and Risk Assessment (HIRA) process, developed by the Province, to 

meet legislative compliance. The HIRA process is based on the use of risk matrices 

and hence faces many of the inherent challenges of this method, potentially resulting 

in a poor risk assessment process with a low quality outcome. The aim of this thesis 

is to analyze Ontario’s Provincial HIRA process to identify weaknesses, strengths, 

and gaps, in order to increase understanding for potential issues related to this type 

of hazard identification and risk assessment process within emergency preparedness. 

The Provincial HIRA process will be analyzed, as it is implemented in the Regional 

Municipality of York, including the Public Health Unit, by comparing the process to 

six points identified in the literature as potential challenges with the ability to 

compromise the quality of a risk assessment process. The main focus is on the use of 

risk matrices although some aspects more generally related to risk assessments have 

been included. Overall the Provincial HIRA has several weaknesses and gaps. It is 

evident that the process demonstrates many of the issues that impair the quality of 

risk assessments supported by the use of risk matrices such as ambiguous input and 

out-puts, errors, poor resolution and sub-optimal resource allocation. Additionally, 

a significant amount of resources and access to hazard subject matter expertise 

would be required to execute the HIRA in accordance with the guideline. Such re-

sources are not necessarily available to the target audience. All these aspects con-

tribute to a risk assessment process that struggles to meet one of its main objectives, 

to provide the user with a quantitative risk ranking with the capacity to distinguish 

between risk levels of different hazards. Subsequently the outcome may not accu-

rately support the emergency planning or the decision making process related to re-

source allocation. 
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Sammanfattning 

Identifiering av lokalt relevanta faror och bedömning av deras risknivåer är en kritisk 

och komplex del av arbetsområdet beredskap för nödsituationer (eng. emergency 

preparedness). Myndigheter som bedriver verksamhet inom detta område i 

provinsen Ontario, Kanada  är enligt lag skyldiga att genomföra en ”Hazard 

Identification and Risk Assessment” (HIRA) process, utvecklad av provinsen. HIRA-

metoden är baserad på användandet av risk matriser och står således inför många av 

denna metods inneboende utmaningar vilket kan resultera i svag 

riskbedömningsprocess med tvivelaktigt resultat. Syftet med denna uppsats är att 

analysera Ontarios HIRA-process för att identifiera potentialla svagheter, styrkor 

och luckor i processen och således generera insikt i potentiella utmaningar relaterat 

till denna typ av riskbedömningsprocess inom ”emergency preparedness”.  HIRA-

processen, så som den implementerats i York Region och inom dess 

folkhälsomyndighet, kommer att analyseras baserat på sex punkter identifierade 

inom litteraturen som aspekter med förmåga att påverka kvalitén på 

riskdömningsresultatet. Sammanfattningsvis ses att HIRA-processen innefattar 

många av de svagheter som diskuteras i litteraturen rörande riskmatriser som till 

exempel fel, tvetydig in- och utdata, dålig upplösning och suboptimal 

resursfördelning vilket potentiellt medför en riskbedömningsprocess av låg kvalité. 

För att genomföra HIRA-processen så som metoden är designad behöver användaren 

investera en betydande mängd resurser samt helst tillgå expertis inom 

riskbedömning relaterat till de olika farorna som skall bedömas, vilket inte alltid 

finns tillgängligt inom de organisationen som genomför en HIRA. Dessa aspekter 

sammantaget bidrar till en process som inte nödvändigtvis når fram till ett av sina 

primära mål; att skapa en kvantitativ rangordning av risker med förmåga att särskilja 

olika farors risknivå. Till följd finns en risk att resultatet av riskbedömning inte 

stödjer den operativa planeringen eller processen för beslutsfattande relaterad till 

resursfördelning. 
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1 Introduction 

In the field of Emergency Preparedness the process of hazard identification and risk 

assessment is crucial to effectively utilize existing resources and direct them toward 

the planning for and management of locally relevant hazards (Canton, 2013 Gov-

ernment Technology). Within the Province of Ontario, Canada, the Emergency 

Management and Civil Protection Act provide the provincial legislative require-

ments for the Regional Municipalities emergency preparedness and management. 

The Act states that every Municipality is required to perform an annual Hazard Iden-

tification and Risk Assessment (HIRA) process to ensure that emergency manage-

ment planning and programs are directed by the identification and assessment of lo-

cally relevant hazards (Emergency Management and Civil Protection Act, R.S.O. 

1990, c. E.9). Additionally, the Public Health Units within the Province are man-

dated by the Ontario Public Health Standards, guideline and protocols which, in 

alignment with Emergency Management and Civil Protection Act, recommend a 

hazard identification and risk assessment process (not specifically referring to the 

HIRA) to be performed.  

The HIRA methodology, like many risk assessment processes within emergency 

preparedness (for example used by the World Health Organization, Emergency 

Health Training Program and the Global Disaster Preparedness Center) is essentially 

based on the use of risk matrices. As a result, the methodological issues linked to 

risk matrices (see e.g., Cox, 2010, Brady, 2015, Duijm, 2015) generally apply to 

the HIRA.  

1.1 Aim 

The aim of this thesis is to analyze the Hazard Identification and Risk Assessment 

process as developed by the Province of Ontario (Emergency Management Ontario) 

and implemented in the Regional Municipality of York including Public Health. 

Based on relevant literature (e.g., Cox, 2010, Duijm, 2015 & Levine, 2012) the 

HIRA process will be analyzed to identify weaknesses, strengths, and gaps to pro-

vide insight into the potential challenges and impacts of hazard identification and risk 

assessments based on risk matrices in an emergency preparedness context.  

1.1.1 Thesis Scope and Limitations 

The main focus of this thesis is related to the use of risk matrices within the HIRA 

process. There are some parts of the process, not directly related to risk matrices, 

with the potential to impact the quality of the risk assessment and its outcome. 

Some of these aspects are included in the guidelines and mainly relates to part of the 

process that are very diffcult to follow or to understand. One example is the 

instructions for building hazard profiles (see Thompson, 2018, p. 22, in the 
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following referred to as the HIRA Guideline) including the meaning of, and process 

for assessing “cascading hazards”. Some of these issues will be addressed in section 

4.2 of this thesis, since they may have a significant impact on the quality of the 

outcome, while other will be noted in the background but fall outside the scope of 

the thesis and will not be discussed further. 

1.1.2 Disposition  

Section two of the thesis provides a background including the HIRA process and its 

history, and an overview of the field of risk assessment and risk matrices. Section 

three outlines the thesis methodology and section four provides the analysis of the 

HIRA process based on six points identified in the literature with ability to effect the 

quality of the outcome of a risk assessment process. Section five includes conclusions 

and suggestion for further research related to the subject. 
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2 Overview/Background   

This background provides a brief overview of the development and history of the 

HIRA in Ontario, relevant aspects of risk assessment, its role within the field of 

emergency preparedness, the use of key concepts and terminology, and the jurisdic-

tional framework related to emergency preparedness and risk assessments, to which 

the regional and local governments in Ontario are required to adhere. 

2.1 History of the HIRA 

The initial HIRA guideline, tool kit and report were developed and released by the 

Province Emergency Management Agency (part of the Ministry of Community 

Safety and Correctional Services at the time) in 2012. Prior to 2012 the Province 

recommended emergency management stakeholders to perform a risk assessment 

but not in a formalized manner or in the format of the HIRA. According to Martel, 

2015 p.6-9) the strucutre of the HIRA was determined by identifying the purpose, 

scope and requirements of a suitable risk assessment method, followed by a review 

of best practices, gaps, and opportunities for collaboration. The development of 

process was supported by a literature review, mainly utilized to identify baseline 

assumptions of the process. Finally, the suggested method went through an internal 

and external review process by a group consisting of scientists, subject matter 

experts, and risk assessment professionals.  According to Martel (2015 p.10) the 

risk assessmnet processes in place prior to 2012 were lacking in standardization, 

included inaccurate information, relied heavily on past events to assess future risk, 

assessed unidentifed hazards and had a perception of risk assessment as a project, 

rather than a program. In 2018 the HIRA went through its first revision and was re-

release in 2019.  

2.2 Ontario Public Health Standards 

As part of the Ministry of Health, Public Health Ontario is an agency founded in 

Ontario following the lessons learned from re-occurring public health emergencies 

within the Province during the early 2000, one of them being the Severe Acute Res-

piratory Syndrome (SARS) epidemic in 2003 (Public Health Ontario, 2019).  

The Ontario Public Health Standards are developed and published by the Ministry of 

Health/Public Health Ontario as per Section 7 of the Health Protection and Promo-

tion Act. In difference from rules which are more constraining and rigid when 

viewed within the legal norms, standards provide an intermediate level of constraint 

and may for example provide a framework.  

The Public Health Standards consist of four foundational standards; 
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 Population Health Assessment 

 Health Equity 

 Effective Public Health Practice 

 Emergency Management   

The four foundational standards and their guidelines are accompanied by 22 proto-

cols with the aim to provide more specific guidance for public health program im-

plementation. The public health units run programs, usually relating to one subject 

area, such as vision screening, nutrition and health emergency planning to ensure 

that requirements are met. The Emergency Management Guideline (2018) explicit-

ly refers to emergency management programs and their requirements, including the 

need to conduct processes that maintain awareness of: 

 Public health hazards and risks that may give rise to an emergency or 
disruption; 

 Incidents that may disrupt public health service delivery; 

 Continuity of operations vulnerabilities to disruption; and 

 Priority populations in the community and the potential for them to 
experience disproportionate health impacts from emergencies or 
disruptions. 

In the Health Hazard Response Protocol (2018, p.3-4) it is stated that, as part of 

Health Hazard Prevention and Response Management procedures to effectively in-

vestigate, assess, communicate and manage health hazard investigations should be 

implemented. The procedures shall include methods for;  

 Risk assessment;  

 Identification of potential hazard prevention;  

 Monitoring and surveillance; 

 Management and response; and 

 Risk communication; 

In the Public Health Standards prior to the update in 2018 it was explicitly stated 

that the health units should perform a HIRA process. In the revised version it relates 

to risk assessments more loosely by stating that investigations and risk assessments of 

potential health hazards in the environment should be conducted in consultation 

with relevant community and government agencies, ministries and experts, as ap-

propriate, to assess the potential and/or known risks to human health and determine 

appropriate public health action. 

Risk assessments should be conducted through the review and analysis of available 

scientific data and research findings and shall include, but are not limited to: 

 Assessing the hazard to determine potential acute and/or chronic 
health effects; 
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 Assessing human health exposures through the identification of 
potential sources of the hazard, exposure routes, level and duration 
of exposure, number of people potentially exposed, and susceptible 
sub-populations; and 

 Assessing the level of risk to human health which can include but 
should not be limited to a comparison with available provincial, 
federal, or other exposure guidelines or standards, such as the Health 
Canada decision-making frame work for identifying, assessing and 
managing health risks. 

2.3 Risk Assessment  

Assessing risk is a complex task which generally aims to combine and structure 

knowledge from different areas of expertise. Even with the support of suitable risk 

assessment a crucial part of an assessment lies in the knowledge and ability to cor-

rectly identify what needs to be analyzed (Holmgren & Thedéen in Grimvall et al. 

2012, p.271). According to the ISO standard (2010 IEC/ISO 31010:2009) a risk 

assessment generally includes three steps; risk identification, risk analysis and risk eval-

uation. The first step relates to identifying risks in a systematic way, the risk analysis 

aims to determine the potential consequences and likelihood for them. The third 

step is to evaluate and make decisions related to the level of risk and to determine 

the urgency and priority in order to manage them. Risk treatments generally relates 

to determining how to manage the risks identified as unacceptable, this part should 

include a cost-benefit analysis (ISO 2010 IEC/ISO 31010:2009). 

According to Duijm (2015 p.2) the aim of most risk assessment tools is to support 

the transparency of the decision making process, to ensure that the evaluation is 

based on knowledge and best practice and that it reflects the “common understand-

ing of stakeholders”. 

Davidsson et al (2003) writes that the quality of a risk assessment can be assessed by 

determining how well the assessment meets predefined aim and objectives. There 

are several different tools that can be utilized to support a risk assessment process 

and they all have different strengths and weaknesses. The suitability of each tool is 

situation dependent and related to several practical and operational factors based on 

the needs of the risk assessor and situation (Davidsson et al 2003, p 53-54).  

According to ISO 2010 IEC/ISO 31010 (2009) a comprehensive risk assessment 

should be able to answer a number of questions: 

 What are the consequences? 

 What is the probability that the consequence will occur? 

 Is there a way to minimize the consequences and/or reduce the 
probability that it occurs? 
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 Is the risk level acceptable or are further actions required? (ISO 2010 
IEC/ISO 31010:2009, p.6) 

There are many aspects with potential to cause the quality of a risk analysis process 

to decrease and in general, probabilities are harder to assess adequately, than conse-

quences (Holmgren & Thedéen in Grimvall et. al 2012, p.258).  

People often use primitive techniques when judging probabilities and do it based on 

the knowledge and information that they have at hand. This aspect can have a 

negative impact on peoples ability to assess risks and is partly due to differences in 

perception of risks (Clemen & Reilly 2014, p.330). For example, people tend to 

view risks with low probability but high impacts as more worrying than risks with 

high probability but, in relation, less overall impact (e.g., comparing an airplane 

crash with bicycling without helmet). The types of risks that draw more attention 

and can be displayed in a dramatic way can appear, to many, as a bigger threat. Hu-

man caused hazards also generally are more worrying to people than natural once 

(e.g., terrorism versus extreme weather events) (Hammond, Keeney & Raiffa, 2002 

p.203). Mitigation efforts tends to be valued higher if they eliminate a small risk ra-

ther than reducing a bigger risk in an equal way (Löfstedt in Boholm et al 2005, 

p.169). As a result, when assessing risks based on value and chance aspects, there 

are many additional aspects to consider. For example, knowledge about the risk 

tends to increase our acceptance for it, the same is true for risks people feel that 

they can control their exposure to (Davidsson et.al 2003, p. 25).  

2.3.1 Terminology and Key Concepts in Risk Assessment 

There are several definitions of the term risk. Dependent on context and situational 

needs the term can include or refer to a broad variety of aspects (HIRA Guideline, 

2018 p.12). Within a risk assessment context there it is crucial to provide explicit 

and consistent definitions of key concepts, such as risk and hazard, to ensure that all 

assessors refer to the terms and concepts in a consistent way. Boholm (2018 p.718) 

writes that lacking clear definitions of the term risk is a challenge in a risk assess-

ment context that can impact the understanding for appropriate assessment criteria 

and subsequently affect the quality of the assessment negatively.   

2.3.2 Risk Assessment in Emergency Planning  

Risk assessment and hazard identification are crucial components of emergency 

preparedness and require subject matter expertise. The approach taken to assess and 

manage hazards and risks has an significant impact on the qualifications required to 

accuaratly do so. According to Ferrier and Haque (2003 p.272) planners, policy-, 

and decision makers within the field of emergency planning often have a poor 

understanding for the risks most relevant to their community (due to scewed media 

exposure and common misconceptions). Since effective planning for and response to 
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emergencies are dependent on the understanding of the risks faced by the specific 

community this can have significant impact on the quality of emergency 

preparedness.  

Canton (Government Technology, 2013) writes that in emergency planning the 

perception of how to prepare for different hazards, in a simplified way, can be 

divided into three different categories: hazard specific planning, an “all hazards 

approach” or a combination of both. In the North American context the “all hazards 

approach” mindset is generally dominating (Canton, 2013). According to Canton 

(2013) there are two components of all-hazard planning. The first is within the 

concept of risk analysis. The standards on continuity, emergency, and crisis 

managament 2013 (NFPA 1600, Annex A) states that hazards listed within the 

standard should be considered during a risk assessment. Within the principles of 

emergency management one of the principles is “risk-driven” which encourages the 

use of risk analysis to assign priorities and resources.  

Based on this significant role of adequatly performed hazard identifications and risk 

assessments within the field of emergency management it is crucial to understand 

the need for and value of valid and accurate assessment methodologies.  

Another important aspect of risk assessment within emergency preparedness is 

related to definition of key terminology. Quarantelli (2000 p.1) writes that there is 

a distinct difference between the phenomena emergency, disaster and catastrophe which 

has implications both on a planning and organizational level. The Federal Emergency 

Management Agency provide training in definitions and understanding of key 

concepts such as the difference between emergency, disaster and catastrophe. Within 

the risk assessment context clear definitions of these terms are crucial to ensure that 

all assessors view them in an equal way. 

2.4 Risk Matrix  

A tool commonly used to support risk analysis processes, and seen in figure 1, is risk 

matrices. The user creates a table, mapping out ”frequency” and ”severity” ratings, 

generally to assist prioritization of risks and to support risk management. Risk ma-

trices are widely used within a broad variety of organizations and contexts (Cox, 

2008 p.498).  
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Figure 1. Example of a risk matrix 

According to Cox (2008, p.497-498) a risk matrix can be described as a table in-

cluding several different categories of probability (can also be referred to as likeli-

hood or frequency) for the rows (or columns) and several categories of impact (can 

also be referred to as severity or consequence) for the columns (or rows respective-

ly). Generally, each column/row pair is associated with a level of risk, urgency or 

priority. The risk levels are represented by colors; green, yellow and red, where 

green is associated with low risks, yellow with medium and red with high. The 

higher risks are generally considered more urgent to manage, treat or mitigate 

(a.a.).   

The aim of a specific risk assessment has implications on the suitability to use a risk 

matrix according to Duijm (2015 p.2). Duijm argues that there are two general ap-

plications of risk matrices, to determine level of risk acceptance in order to support 

decision making or to determine which hazards to prioritize.   

How risk matrices are used within different organizations and contexts varies but it 

is not uncommon that one single risk matrix gains the status of a corporate frame-

work, to support risk management decisions throughout the entire organization. 

Additionally, it has been observed that several large companies have developed cor-

porate risk matrices to standardize risk decisions throughout their organization 

(Dujim, 2015 p.2). In ISO 31010 (Appendix B29, 2010) Risk management - Risk 

assessment techniques, it is advised that, if using the risk matrices, they should be 

adapted to each area of application within an organization.   
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Despite the frequent use of risk matrices there is little research validating its ability 

to actually improving risk management decisions (Cox, 2008).  

Cox (2008 p.498) suggests that there are multiple weaknesses in the method and has 

reviewed several of the mathematical aspects related to risk matrices. The following 

limitations were discussed.  

Poor resolution- this suggest that risk matrices typically has the capacity to cor-

rectly compare only a small fraction of randomly selected pairs of hazards, and can 

assign identical ratings to qualitatively very different risks.  

Errors- refer to the risk of mistakenly assigning higher qualitative ratings to quanti-

tatively smaller risks. Cox (2008) argues that for risks with negatively correlated 

frequencies and severity the method might be lacking value completely and result in 

decision making based on looser grounds than just random decisions.  

Suboptimal resource allocation- Cox (2008) argues that risk matrices does not 

have the capacity to support effective resource allocation to risk-reducing counter 

measures.  

Ambiguous Inputs and Outputs- categorization of severity cannot be made for 

uncertain consequences. The inputs to the process (such as frequency and severity 

categorization) and the outcome (such as risk ratings) require subjective interpreta-

tion which can be highly dependent on the individual and strongly related to person-

al aspects.  

Cox (2008) hence suggests that risk matrices, due to these limitations, need to be 

used with caution and together with explanation of embedded judgments. Accord-

ing to Levine (2012) the extensive use of risk matrices in combination with the per-

ception of risk matrices being easy to construct and apply makes them an appealing 

option for someone with limited expertise in the field. Many risk analysists use risk 

matrices as a methodology without carrying out any calculations additionally to what 

is internalized in the structure of the model. Despite the significant challenges of the 

methodology Levine (2012) argues that its widespread use makes it worth reviewing 

potential options for improving the method to become more reliable and accurate.  

Talbot (2011) writes that another problematic aspect of risk matrices is that they of-

ten lack clear definitions of probability and consequence in addition to the risks as-

sessed being poorly defined. 

Hence, how well a risk matrix actually can be used to identify the decisions that 

maximize utility (minimizes expected loss) depends on the design of the matrix and 

subsequently the joint probability distribution of probability and consequence val-

ues. As an example, within the simplest type of matrix (2 x 2) it is possible to use 

the matrix to rank two risks without error if one falls in the high (red) and the other 
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within the low (green) cells. This means that the ”red” risk is ranked higher on prob-

ability and consequence, in other combinations and with multiple hazards it becomes 

more complicated to rank the risks accurately (Cox, 2008 p.499). Other limitations 

relate to the subjective nature of the assessments (of impact and frequency) which 

often result in significant variation in risk ratings between different users/raters. 

Additionally, the risk of different hazards cannot be combined into producing one 

risk score, hence risk cannot be aggregated (as suggested in the HIRA when recom-

mending the user to utilize scenarios or a range of potential “cascading” hazards - 

scenarios where one hazard can lead to another). Lastly it is difficult to combine or 

compare the level of risk for different categories or consequences. The result of a 

risk matrix will be dependent of the level of detail in the analysis (ISO 31010, 2010 

p.85-86).  

Duijm, (2015 p.5) provide an example of how the outcome of risk matrices are used 

and suggest that the levels of risk for example may be linked to decision rules such as 

the level of management attention or the time frame by which response is needed. 

In many cases, it is appropriate to focus on the most serious realistic outcomes as 

these pose the largest threat and are often of most concern. In some cases, it may be 

appropriate to rank both common problems and unlikely catastrophes as separate 

risks. The level of risk defined by the matrix may be associated with a decision rule 

such as to treat or not to treat the risk. 

Duijm (2015) on the other hand argues that risk mapping, through scoring or color-

ing a risk matrix, is a risk definition ”in its own right” since it expresses subjective 

risk perception, important for risk decisions, and hence, has a value in the risk as-

sessment process.  

2.4.1 Scales and Risk Matrices  

Nominal scales generally deal with non-numerical classification of objects; for ex-

ample classification such as colors (green, blue, yellow, red etc.) or professions. In 

ordinal scales variables are ranked in order of value (e.g., from least to most or low-

est to highest), but, the distances between the ranked objects are not meaningful. 

One example of an ordinal scale is levels of education e.g., elementary, high school 

and university. 

In comparison, an interval scale can be defined as having measurements where the 

difference between values has value or meaning. Hence, the differences between 

points on the scale are measurable and exactly equal. Interval scales are used for 

such magnitudes where it is not meaningful to talk about proportions between dif-

ferent magnitudes, so the zero of an interval scale can be chosen arbitrarily. There-

fore, ratios between different measurements on an interval scales have no empirical 

meaning.  
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A ratio scale has all the characteristics of an interval scale, such as measurable inter-

vals. Ratio scale differs from the interval scale since it has a meaningful zero. The ze-

ro in a ratio scale means that something does not exist. Examples of the ratio scale 

are age and weight. Furthermore, it is meaningful to talk about proportions between 

magnitudes measured and hence ratios between different measurements represent 

some empirical phenomenon. In relation to risk matrices scales are of great im-

portance partly since the variable “risk” is combined of the estimated value of conse-

quence (one scale) and likelihood (different scale) and not an entity of its own, 

which makes it difficult to rank on any type of scale.  

For the purpose of risk matrices the consequence scale should cover the range of dif-

ferent consequences extending from the most severe (realistic) consequence to the 

least severe consequence of relevance. The definitions of probability should be made 

to be as unambiguous as possible, which is very challenging to do. The units should 

be given when numerical guides are used to define different probabilities. Addition-

ally, the probability scale should cover the relevant range with emphasis on the low-

est probability being acceptable for the most extensive consequence (as defined), or 

it would result in the highest consequence are defined as intolerable (ISO 2010 

IEC/ISO 31010:2009, p 83). In risk matrices discrete categories are often use for 

likelihood and probability. Examples of this can be serious, negligible or probable, 

often, rare (Duijm, 2015, p.5). Duijim (2015 p.5) argues that consequence catego-

ries should be ranked from least to most severe and the likelihood from lowest to 

highest. Since the categories have to be possible to rank, the meaning and order of 

the nominal categories have to be clear to the reader, which can be very challenging 

since the categories often are labelled with words which might be considered syno-

nyms.  

The context and aim of a risk assessment affect the way it should be outlined. In 

some cases it might be appropriate to focus on the risks with very high impacts, 

while under other circumstances it might be needed to analyze all risks separately.     
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3 Method 

The HIRA has been analyzed by comparing the process to six points identified in the 

literature as potential challenges with the ability to compromise the quality of a risk 

assessment process (see e.g., Cox, 2010, Boholm, 2018, and Davidsson, 2003). The 

analysis mainly focuses on risk matices. In addition some aspect, more generally 

applicable on risk assessments and its ability to produce a reliable outcome, have 

been included. The points assessed are:   

 Are there recommendations for decision rules/risk management linked to 

risk categories/levels? 

 Is the potential impact of individual risk perception managed? 

 Does the process meet its pre-determined objectives? 

 Are key terminology and concepts clearly defined?  

 Are consequences and probabilities clearly defined? 

 Is the method aligned with the need/resources of the target audience? 

 

 



 

13 

4 Hazard Identification and Risk Assessment 

Process 

The HIRA is aimed to be a systematic risk-based approach for the identification and 

assessment of locally relevant hazards based on the use of risk matrices. The process 

aims to evaluate the likelihood and consequences of natural, technological and hu-

man caused hazards, and subsequently the level of risk related to the hazard is calcu-

lated. HIRAs are commonly used within a variety of emergency management prac-

tices across the province, such as the municipalities, Public Health Units and private 

businesses. In the context of public health, the HIRA is used mainly to examine the 

probability, impact and consequences of public health emergencies (e.g., pandem-

ics) and emergencies with public health impacts (e.g., train derailment) (HIRA, 

York Region Public Health, 2017). According to the HIRA Method Guidebook, 

2018 the purpose of the HIRA is; 

“to assess the potential risk of hazards with the capacity to cause a disaster. This 

helps set priorities for prevention, mitigation, preparedness, response and recov-

ery. This also helps local government, city council, land use planners, residents, 

and emergency management professionals take action to reduce future losses. Risk 

assessments help to establish a focus for emergency management programs, allo-

cate resources, and plan appropriately. The HIRA allows for the assessment of risk 

based on hazards, exposure, vulnerability, capacity and resilience”. 

According to the guidebook the resources provided within it can help evaluate and 

rank risks. Several so called core questions are listed in the guidebook: 

 What risks can lead to a disaster? 

 What impacts could occur over a range of scenarios? 

 Are there scenarios in which the level of risk is unacceptable or 
unmanageable? 

 What are the impacts, relative to each hazard? 

 What existing measures prevent or mitigate the risk? 

In addition, it is listed that the HIRA can: 

 Help you to understand and prepare for hazards 

 Save time and resources by identifying potential scenarios 

 Help create emergency plans, exercises and training based on events 
of significance 

 Help your program become proactive rather than reactive 

In the HIRA Guideline (2018) it is written that the approach taken to risk is a 

“whole-of-society” one, considering gains and losses and includes notions of hazard, 

exposure, vulnerability, capacity and resilience. The term ”whole-of-society” is not 

clearly defined but is described as to “recognize the need for coordinated action at 



 

14 

all levels, across government, sectors and communities”. The HIRA guideline (2018 

p.9) states that there is no correct way to express risk but a good risk analysis pro-

vides a purpose, reason for why a certain matrix were chosen and transparency of 

gaps. There are different descriptions of the term risk provided but no explicitly 

stated definition to be applied on this process. 

Further it is discussed what type of data is suitable for the HIRA process. According 

to HIRA guideline (2018 p.11) it is important “to discuss, deliberate, consult, build 

consensus, and use scenarios to think about risk” and emphasize that the quantita-

tive, objective data is not the only relevant one. HIRA guideline addresses the dif-

ference between quantitative and qualitative data. Qualitative data is defined as 

”built on understanding what has taken place using interviews, observations and re-

ports”. Typically, this would include talking to those who responded to, or were 

impacted by, an event. 

Quantitative data is defined as ”dealing with numbers and things you can measure 

objectively. This includes items such as cost or the number of people affected by an 

emergency”. It might be worth considering what type of data/information that can 

be considered to generate an “objective” measurement. This might not be easy to 

determine, for example, to define “who is affected by an emergency” is ultimately a 

subjective decision related to how “affected” is defined. It is stated that the goal of 

risk assessment is ”to set priorities for risk prevention, mitigation, preparedness re-

sponse and recovery” which includes thinking about past, present and future trends. 

The new Provincial HIRA method is presented to the user in several documents, 

one being the guidebook, another is the “scoring tool” which includes calculating 

tools to support the assessment and populating of numbers into a risk matrix and a 

risk ranking table. Lastly the HIRA report for 2019 provides hazard definitions etc. 

Even though it is evident that a significant amount of work has been designated to 

revise the HIRA process it is difficult for the user to follow/ understand each step of 

the process and to get a clear overview of the process. 

4.1 Provincial HIRA - Process Description 

The provincial HIRA (HIRA guideline, 2018 p.12) is outlined as follows; plan, Iden-

tify hazards, build community knowledge, risk assessment, and follow-up. 

Plan 

Articulate the objectives and process.  

Identify Hazards 

The first step in this section includes identifying the locally relevant hazards with po-

tential to cause harm, and examine the frequency and consequence of historical haz-
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ardous events. Within the hazard identification section, three sub-sections are in-

cluded: to understand hazards, to identify hazards that can affect the community, 

and develop hazard profiles. It is recommended to consider what hazards that are 

relevant but also to how they may interact with each other.  

A list of 51 hazards divided into eleven categories is provided. The list is recom-

mended to function as a starting point for identifying locally relevant hazards. Ex-

amples of hazards included are tornados, food shortage, Chemical Biological Radio-

logical Nuclear Explosions (CBRNE), and space object crash which obviously cover 

a very broad range of characteristically very different hazards.  

The hazard profile is developed through considering seven different aspects of each 

hazard.  

1. Definition - Define the Hazard 

2. Description- Describe the hazard, including local information. 

3. Spatial Scale, Timing and Warning Period - Describe the potential scale of 

impact, the specific area affected, the time of year it occurs, the typical dura-

tion, and the warning period. 

4. Potential Impacts - Describe the main impact, specific to the local area and 

geography. 

5. Secondary Hazards - List any significant secondary or cascading hazards. 

6. Past Occurrences - List and describe past occurrences of the hazard, particu-

larly events that directly affected the local area. 

7. Risk Statement - Summarize the key factors for each hazard. Include: 

• Will factors affect the potential likelihood or consequence? 

• How is the hazard expected to change? 

The first sub-question to step number seven is a good example of an aspect which 

can be confusing to the user. The question states “will factors affect the potential 

likelihood or consequence?” This question is confusing and difficult to interpret since 

the entire process of the HIRA evolves around assessing what factors affect the like-

lihood and consequence of the specific hazard. If it is referring to any potential fac-

tors beyond those assessed during the process it should be outlined what factors this 

might be.  

Build Community Knowledge 

In this step the community should be defined and mapped, a community profile de-

veloped, critical infrastructure understood, exposure and vulnerability estimated 
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and community resilience assessed. The purpose of this section is to support the user 

to build “credible, community-specific, accurate scenarios”. It is recommended that, 

to be able to include exposure, vulnerability and capacity in the risk assessment cer-

tain elements should be considered. Related to the assessment of consequences it is 

stated that the consequences are highest when people or an asset are exposed to a 

hazard, vulnerable to a hazard and have little capacity to respond or adapt. To un-

derstand the consequences for a specific community the focus of the assessment is 

outlined under the sections of exposure, vulnerability and capacity (HIRA guideline, 

2018 p.22).  

Exposure - Estimate the number of people or types of assets, infrastructure, hous-

ing, production capacities and other assets located in hazard-prone areas.  

Vulnerability - Identify conditions that increase the susceptibility of an individual, 

a community, assets or systems to the impacts of hazards. This is a result of physical, 

social, economic and environmental factors or processes.  

Capacity - Understand the capability of people, systems, your community or soci-

ety to adapt to, transform and recover from the effects of a hazard in a timely man-

ner. 

A map is to be used to outline the boundaries and include photos, drawings, and key 

features such as bridges, rivers and roads. Additionally it is recommended to include 

demographic data and data related to jobs and health and well-being. As a last step, 

in the creation of the community profile, information related to critical assets and 

infrastructure should be included. Threats to critical infrastructure are discussed in 

relation to life-sustaining services. Examples of life sustaining services such as conti-

nuity of governance, financial institutions, food and water, health, telecommunica-

tions and transportation, is provided (HIRA guideline, 2018 p.25-27). Noteworthy 

is that the process to separate what data to include in the hazard profile, community 

knowledge building and even separating likelihood and consequence data might not 

be as easy for all types of hazards as it is assumed in the HIRA. For some hazards, it 

might be difficult to separate the data for assessing likelihood and consequences. 

One example is certain infectious diseases, the number of people affected by the 

disease relates to the consequence/impact but it also affects the likelihood of the 

hazard to spread.  

Risk Assessment 

In the risk calculation part of the process risk is calculated as: Likelihood x Consequence 

The information collected in the previous parts of the assessment is now supposed to 

be utilized to evaluate and score likelihood and consequences for each hazard or 

combination of hazards. Likelihood is provided numerical values on a scale from 
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Low 1 to High 6 and consequences on a scale from Low 1 to High 30 for conse-

quence providing a minimum score of 1 and a maximum score of 180.  It is recom-

mended to balance inclusion of experience and community perspective with statis-

tics and quantitative scores. Consequence is explained as the result of the interaction 

between exposure, vulnerability and capacity of a community. The HIRA guideline 

(2018 p.31) recommends considering many scenarios, which include combinations 

of these factors, including:  

 High Consequence, High Likelihood  

 High consequence, Low Likelihood  

 Low consequence, High Likelihood  

 Low Consequence, Low Likelihood  

When the HIRA guideline refers to the term “scenario” it is not clearly stated what 

this means. It is referred to discussion of connected or cascading hazards. One inter-

pretation could be that it is discussing a potential hazard in different contexts and 

discuss how different factors could play out. It is unclear if the above listing of vary-

ing combination of consequence and likelihood are meant to be considered for each 

hazard. The HIRA guideline (2018 p.32) mentions the possibility of certain hazards 

(such as Nuclear incidents) to be assigned a falsely low number on a risk ranking 

scale since they most likely would be assigned a low number for likelihood and a 

high number for the consequences, but it is not discussed how to manage such haz-

ards or the potential issues this may lead to considering the bigger picture of the risk 

assessment. The scoring process is outlined and exemplified in table 1 and 2.     

Table 1. Likelihood Score Scale (HIRA guideline, 2018 p.33) 

Score Category Description 

 
Percent Chance 

1 Rare Occurs every 100 years 

or more.  

Less than a 1% chance of occur-

rence in any year. 

2 Very Unlikely Occurs every 50 – 99 

years.  

Between a 1- 2% chance of occur-

rence in any year. 

3 Unlikely Occurs every 20 – 49 

years 

Between a 2-5% chance of occur-

rence in any year. 

4 Probable Occurs every 5 – 19 years Between a 5 - 20% chance of oc-

currence in any year. 

5 Likely Occurs <5 years. Over 20% chance of occurrence in 

any year. 

6 Certain The hazard will occur an-

nually. 

100% chance of occurrence in any 

year. 
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Table 2. Likelihood Example (HIRA guideline, 2018 p.33) 

Hazard 

Category Likelihood Notes 

Flood Almost Cer-

tain 

6 Flooding from ice break-up in the spring occurs 

annually. Urban flooding during heavy rain also 

occurs in some areas during the summer. 

Earthquake  Rare 1 Trillium is in a stable geologic area and has not 

experienced an earthquake in over 200 years. Sub-

ject matter experts indicate that the area is not like-

ly to experience another. 

 

The consequences are divided into ten categories: fatalities, injuries/illness, psycho-

social impact, support system impact, evacuation, property damage, critical infra-

structure impact, environmental damage, economic impact, and reputational im-

pact. For the applicable scenario (worst-case or most likely) these steps should be 

followed: 

 Rate each of the ten consequence categories below ‘None’, ‘Low’, 
‘Medium’ or ‘High’(Table 3)  

 Count the number of times each rating was used.  

 Multiply the count for ‘Medium’ by 2, and ‘high’ by 3.  

 Add the totals for ‘Low’ ‘Medium’ and ‘High’.  

 The result is the total, overall consequence score for the hazard (table 4) 
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                 Consequence   

1.0 Fatalities  2.0 Injuries or Illness  

Category Description Category Description 

None Not likely to result in facilities None Not likely to result in injuries and illness 

Low Cause loss of life within the scope of nor-
mal operational capacity.  

Low Cause injury or illness within the normal 
scope of operational capacity 

Med Cause loss of life requiring extra emergen-
cy operations support  

Med Cause injury/illness requiring extra emer-
gency operations support 

High Loss of life severe enough for mass fatality 
procedures to be implemented  

High Injury/illness requiring mass casualty or oth-
er highly specialist plans or support.  

3.0 Evacuation  4.0 Psychosocial   

Category Description Category Description 

None Not likely to result in an evacuation/shelter 
in place order or people stranded 

None Not likely to result in significant impacts on 
individuals mental health or emotional well-
being 

Low Small or localized portion of the population 
is evacuated, shelter in place or stranded.  

Low Localized, moderate and/or generally short-
term impacts to individual’s mental health 
and wellbeing. 

Med A moderate or generally localized portion of 
the population is evacuated, shelter in place 
or stranded. 

Med Significant but generally localized impacts to 
individual’s mental health and wellbeing 
including long-term impacts.  

High Large or widespread portion of the popula-
tion is evacuated, shelter in place, or 
stranded 

High Widespread impacts to individual’s mental 
health and wellbeing including long-term 
impacts. 

5.0 Support System Impact  6.0 Property Damage   

Category Description Category Description 

None Not likely to impact access to 
support/networks 

None Not likely to result in property damage.  

Low Likely to result in some localized reduced 
access to support/networks.  Community 
reciprocity, trust and cooperation are 
affected.  

Low  
Could cause minor, mostly cosmetic 
damage. 

Med Likely to result in reduced access to 
supports/network. Community reciprocity, 
trust and cooperation are affected. 

Med  
Localized severe damage. 

High Likely to result in reduced access to 
supports/network. Community reciprocity, 
trust and cooperation are severely affected. 

High  
Widespread severe damage.  

 

Figure 2. Scoring of Consequences (HIRA guideline, 2018 p.36) 

7.0 Critical Infrastructure (CI)  8.0 Environmental Damage   

Category Description Category Description 

None Not likely to disrupt assets or services  None Not likely to result in environmental damage. 

Low Could cause minor  disruption assets or 
services 

Low Could cause localized and reversible 
damage.  Quick clean-up possible. 

Med Could cause major but localized or short-
term disruption to critical infrastructure 
services. 

Med Could cause major but reversible damage. 
Clean up difficult.  

High Could cause widespread, severe, ongoing 
disruption of assets or services.  

High Could cause severe, irreversible damage. 
Clean-up not possible.  

9.0 Economic Impact  10.0 Reputational Impact  

Category Description Category Description 

None Not likely to disrupt business/financial 
activities. 

None Not likely to result in significant political or 
reputational impacts. 

Low Disruption of business/financial activities or 
the economy of the local area.  

Low Likely to result in limited or short-term 
political or reputational impact. 

Med Could result in losses for a few 
businesses, some negative consequences 
for the economy or of the region. 

Med Likely to result in some significant or long-
term political or reputational impacts. 

High Could result in losses for an industry, or 
severe economic impact in the region or 
province.  

High Likely to result in significant and/or lasting 
political or reputational impacts.  
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Figure 3. Consequence Summary (HIRA guideline, 2018) 

 

Figure 4. Risk Registry from the 2018 Provincial HIRA (The HIRA guideline, 2018) 
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Figure 5. Heat map (risk matrix) from 2018 Provincial HIRA (HIRA guideline, 

2018) 

Figure 4 and 5 present the final result of the risk ranking. Figure 4 shows the ranking 

listed with its final scoring and sub-sequent risk category. Figure 5 is populated with 

the final score in the risk matrix. 

The total scores are divided into the categories shown in table 6. 

Table. 6 Total Score (HIRA guideline, 2018 p.38) 

 

According to the HIRA guideline (2018 p.40) the assessor should at this point be 

able to answer the key questions that define HIRA:  
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 What risks can lead to an emergency?  

 What impacts could occur over a range of scenarios?  

 Are there scenarios in which the level of risk is unacceptable or 
unmanageable?  

 What are the impacts, relative to each hazard?  

 What existing measures prevent or mitigate the risk? 
 

Follow-up 

The fifth and last step in the HIRA process includes documentation, recommenda-

tions and monitoring/review. 

In one of the final parts of the methodological guideline (Annex C) a discussion 

about risk treatments and residual risk is included.   

4.2 Analysis  

Despite the effort invested in revising the HIRA process a majority of the previous 

version’s issues remain in addition to new ones. The result is a risk assessment pro-

cess with some significant issues from a technical and operational perspective.   

The guidebook itself aims to support the user through the HIRA process but the 43 

pages (with additional appendices) long document includes large amounts of infor-

mation which, as seen during the implementation of the process in York Region and 

York Region Public Health, can be time consuming and difficult to navigate. In addi-

tion, key terminology lack explicit definition. These aspects combined decrease the 

chance of producing a reliable risk ranking with the ability to guide operational ac-

tivities and resource allocation. 

In June, 2019 York Region corporate emergency management hosted the yearly 

HIRA workshop for the local municipalities and other regional stakeholders. The 

objectives were to perform the new Provincial HIRA process and produce the final 

risk rankings for the 20 highest ranked hazards in the previous year’s HIRA (the re-

sult from 2018). Separate ranking processes were performed for the Regional mu-

nicipality and simultaneously by each of the nine local municipalities. During the 

workshop subject matter experts from areas such as Public Health, the regional cli-

mate change working group, Police, Fire Department and Emergency Medical Ser-

vices presented, provided information and context to hazards related to their field, 

answered questions and gave input to the ranking discussion. The workshop includ-

ed approximately 30 participants scoring likelihood and the ten sub-categories of 

consequences together as one group.  

In accordance with what Duijm (2015 p.2) describes as a common practice and an 

issue within organizations that uses risk matrices, the Province propose the use of a 
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standardized risk matrix to set priorities and guide resource allocation within the en-

tire organization and for all risks. Hence, this is the approach taken by the munici-

palities and other stakeholders.  

When determining priority with support of risk matrices one option is to use a large 

number of risk levels to obtain sufficient resolution and enable ranking of 

events/hazards in order of priority. Even then, different hazards may end up either 

in the same cell or with the same assigned risk level; this is what is referred to as risk 

ties (Duijm, 2015, p.4). This issue became evident during the Regional HIRA as 

eight out of 13 hazards, with very different characteristics, ended up in the same 

category with no guidance on how to differentiate them from each other in terms of 

continued planning or prioritization. The final outcome was a ranking of only 13 

(time constraints prevented from assessing all 20 hazards from 2018) hazards. All 

except five, ended up ranked in the medium (yellow) category. One hazard (ex-

treme winter weather) was ranked as high (red) and three hazards; nuclear incident, 

crowd disaster and drought/low water were ranked in the low category (green). As 

York Region geographically is located in the Emergency Planning Zone (within 50 

km from a nuclear generating station) of two different nuclear facilities this hazard is 

locally very relevant. According to the Emergency Management and Civil Protec-

tion Act, a nuclear incident is the only hazard for which the Province must have an 

emergency plan.   

The workshop participants received a variety of maps and demographic data, on the 

day of the workshop, to consider as part of the assessment. There was no consistent 

step-wise hazard profile building or community assessment beyond the group dis-

cussion. Approximately 20 minutes were designated to the discussion of each hazard 

in addition to the subject matter expertise presentations.   

During the workshop several of the weaknesses related to risk matrices, discussed in 

the literature, became evident. What Cox (2010 p.499) refers to in terms of poor 

resolution was clearly demonstrated as eight out of thirteen assessed hazards ended 

up as medium level risks (yellow category). The medium risk category includes haz-

ards as widely different as extreme heat, tornados, cyber security breach, and flood-

ing. The result of having all these locally relevant hazards lumped up into the same 

category is a potentially low support to the decision making process related to prior-

itizing, resource allocation and program planning.  

4.2.1 Are there recommendations for decision rules linked to risk 

categories? 

There is no guidance for the user on how to proceed once the hazards are ranked in-

to a specific category. Hence, all the hazards ranked into the same category could be 

considered to have the same level of urgency/need to treat. It is generally assumed 
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that risks ranked in the green category require very little to no attention and most 

often can be managed within daily operations and with Standard Operating Proce-

dure (SOP). For at least one of the hazards ranked as very low (nuclear incidents) 

during the Regional HIRA this is not sufficient, since the Province by law is required 

to have a plan for this hazard. York Region is geographically located within 50 km 

(the emergency planning zone) of two nuclear generating stations and subsequently 

has responsibilities within the Provincial response plans that require preparedness. 

Nuclear facility incident is what Cox (2010) refers to as a negatively correlated haz-

ard and reflects the issue of errors in risk matrices. Errors occur when a hazards has 

negatively correlated frequency and severity (e.g., very unlikely but with very ex-

tensive consequences). With negative correlation there is a significant chance that 

the result (risk ranking) becomes deceptively low and the hazard ends up in the low 

category even though it does not fit in the description and guidance to be managed 

within daily operations.  Nuclear facility incident has a likelihood that is considered 

as low or extremely low, generating a 1 or maximum 2 (on a scale from 1-5), while 

the impact most likely will be considered serious, generating a 4 or 5. This puts a 

radiological/nuclear emergency within the very low risk category. The HIRA guide-

line (2018 p.38) mentions the challenges to assess hazards such as nuclear incidents 

due to the event being unlikely and the consequences potentially very serious, but 

there is no following explanation of the bigger picture or why this is a problem and 

how such hazards generally should be assessed within the framework.   

Furthermore, Cox (2010) discusses the impact of ambiguous input/output and the 

fact that categorization of severity is very difficult if even possible to determine for 

uncertain consequences. An additional aspect with impact on the quality of risk as-

sessments though risk matrices is a result of the data fed into a risk matrix is based 

on subjective interpretations of different individuals. These aspects are applicable to 

the HIRA process, and there are no real efforts made to manage the potential diffi-

culties faced by individuals when estimating probabilities or any other potential cog-

nitive challenges related to subjective interpretation. The different stakeholders, or-

ganizations, and the individuals representing them in the HIRA workshop have a 

widely different demographic background, access to resources and personal experi-

ences and most likely very different perceptions of the hazards, their potential like-

lihood and consequences.  

In the HIRA guideline (2018 p.41) it is advised to assess risk by looking at “connect-

ed or cascading hazards”. One potential issue with this, as mentioned above, is that 

risk cannot be aggregated and it is difficult to combine characteristically different 

hazards under one scenario and produce one risk score and subsequently compare 

them to other hazards in terms of risk score on one scale (ISO 31010, 2010 p.85-

86). This become a potential issue in the HIRA process since the recommendation is 

to review “connected or cascading hazards” and this becomes a form of aggregation 
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but the guideline provides no guidance to managing these aggregated risks in a con-

sistent way. There is also no clear definition provided for the terms “connected or 

cascading” hazard. This may have a negative impact on the comparability of the haz-

ards and the outcome of the ranking.  

Finally, the risk matrix developed for the Provincial HIRA (figure 4) is esthetically 

pleasant but very difficult to use as a tool to determine what category a specific risk 

falls into. As the colors are “fading” into each other it is impossible to clearly see 

where one category starts and another ends which defeat the use and inclusion of the 

matrix in the process. Since the risk ranking and categories are provided in other 

parts of the HIRA, such as the risk registry, the risk matrix itself does not provide 

any added value. 

4.2.2 Is the potential impact of individual risk perception managed? 

As mentioned, a risk assessment process such as the HIRA is highly dependent on 

subjective interpretations, individual perceptions and decision making. To com-

pletely eliminate the subjective component might not be possible but awareness 

about its impact on the quality of the process is crucial. Implementation of mitigat-

ing strategies and methods to train the risk assessor in techniques to assess probabil-

ity, and make them aware of potential pitfalls in their assessment, can decrease the 

impact on the outcome. During the York Region HIRA process in 2019 many as-

pects of individual risk perception, subjective interpretation and decision making 

were likely influencing the assessment and no real efforts were made to mitigate its 

impact. The issues listed below were observed during the HIRA process with poten-

tial impact to the risk assessment quality:   

Anchoring refers to the behavior of relying too extensively (to "anchor") on to 

one feature or part of the information related to the decision at hand. This is often 

the first piece of information acquired (Hammond et al, 2002 p.185-187,194). The 

applicability of this heuristic on the HIRA will be discussed below in the section re-

lated to measurement scales. 

Availability heuristic means to overestimate the likelihood of events with greater 

"availability" in memory, which can be influenced by the emotional impact of the 

event, how recent it happened and how common such event would be. In Ontario 

the 2003 event of Severe Acute Respiratory Syndrome (SARS) had a huge impact on 

the community and has remained the highest ranked hazard for the Public Health 

HIRA since the method was implemented. This might be a result of availability heu-

ristic since there are a number of other infectious diseases which might be consid-

ered as big of a threat to York Region at this point in time. 

These issues may have impact on the HIRA process since the process greatly relies 

on the knowledge, input and decisions of individuals (e.g., subject matter experts). 
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It is also dependent on people’s memory and previous experiences of a hazard, 

which might be influenced by the impact that hazard had on them or their communi-

ty. 

4.2.3 Does the process meet its pre-determined objectives? 

Davidsson et al (2003) writes that the quality of a risk analysis can be assessed by de-

termining how well it meets the predefined aim and objectives. Also in the guideline 

(2018 p.8) it is written that a good risk analysis will be extremely clear about “its 

purpose, why particular metrics were chosen, and limitations of the analysis.” Yet 

the HIRA (2018) does not fully meet those requirements. There is no direct reason-

ing for why the “specific type” of risk matrix was chosen or even why it is required 

to argue for the choice of matrix, if this is referring to the choice of scales or if there 

are different types of matrices to use is unclear. Additionally, the significant limita-

tions discussed in this thesis and inherent in the use of risk matrix and subsequently 

in the HIRA method are occasionally mentioned but not adequately addressed.  

In the guideline (2018 p.30) it states that equations such as risk = likelihood x Con-

sequence:   

” are useful for well-defined problems. A limitation of such equations is that they 

are not well suited to ill-defined or complex systems. More sophisticated assess-

ment using multiple tools, discussions and other methods are better suited for 

this”. 

This statement is problematic for one, due to the lacking definition of  ”ill-defined 

or complex systems” and because  the guideline itself (2018, p.9) states that “com-

plex systems are often the focus of Emergency Management”. Hence, one may argue 

that the hazards assessed in the HIRA context are not suitable for this tool.  

The HIRA aims to be applicable on all locally relevant hazards and include the as-

sessment of highly complex components such as society inequality, resilience and 

risk treatments. One example of a complex system included in the HIRA is “infec-

tious diseases”. Aspects such as route of transmission, emerging or re-emerging dis-

eases, novel diseases, vaccine preventability, endemic (if previously known to that 

region) or none-endemic, length of incubation period, public perception (for exam-

ple Ebola which has public fear and stigma attached to it), lack of treatment are 

some examples of what aspect needs to be taken into consideration for a risk assess-

ment. Hence, it is evident that infectious diseases belong to what can be considered 

an ill-defined or complex system and from this perspective it could be argued that 

the guideline (2018) fails its own methodology. 
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The purpose of the process is explicitly stated and the ultimate goal is  

“to assess the potential risk of hazards with the capacity to cause a disaster. This 

helps to set priorities for prevention, mitigation, preparedness, response and re-

covery” (HIRA guideline, 2018 p.13-14).  

One issue with this statement is that at no point is the term disaster defined in the 

framework and it is not differentiated from the term emergency and even used inter-

changeably (see p.8 and p.40). This is highly confusing for the user in the context of 

emergency management and can have a significant impact on the risk assessment 

process which is further discussed in the key terminology discussion below.  

Additionally, the purpose statement should be considered from an assessor interpre-

tation standpoint, because in order to prioritize in the format of risk ranking, the us-

er (if unaware of the shortcomings of risk matrices) might assume that there is a pos-

sibility to determine the relative importance/relationship between the different haz-

ards.  The 2018 HIRA guidebook is not explicit enough to communicate the meth-

odological issues and the inability of the process to compare between different risk 

levels. 

4.2.4  Are key terminology and concepts clearly defined? 

The ISO 31010 standard points out the need for clear and explicit explanations of 

terminology within the risk assessment context as well as all criteria requiring to be 

recorded in a qualitative risk analysis. Clearly defined key concepts are crucial in 

risk assessments such as the HIRA since, as mentioned above, poorly defined terms 

may contribute to a lack of consistent assessment among the assessors. In the guide-

line (2018 p.8) it is written that the purpose of the HIRA is to “determine potential 

risk”. Yet the term risk does not have a clear explicit definition for the purpose of 

this process and is mentioned only as the equation of likelihood x consequences, not 

as the process definition.  

In the Provincial HIRA there is no explicit definition of the term risk provided. The 

guideline (2018 p.9) mentions several of the challenges related to risk definition and 

conclude that there is no one correct way to determine the meaning of risk, but 

states that a good risk analysis is extremely clear about:  

• It’s purpose 

• Why particular metrics were chosen, and 

• Limitations of the analysis (HIRA guideline, 2018 p.9) 

In the HIRA risk is, simply put, perceived as the product of Likelihood (i.e. proba-

bility) x Consequence (i.e. severity), even though this equation is not explicitly stat-

ed as the definition. The term hazard is defined as; any process, phenomenon or 
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human activity that may cause harm, including: loss of life, injury or other health 

impacts, property damage, social and economic disruption and environmental deg-

radation (HIRA guideline, 2018 p.27). 

For the Public Health Units in Ontario, defining risk for the purpose of risk assess-

ment has added layers of complexity since there are multiple guiding documents 

providing different definitions of the term risk.  

In Ontario Public Health Standards, Emergency Guideline (2018 p.7) risk is defined 

as “[t]he product of the probability of the occurrence of the hazard and its conse-

quences”. 

In the Health Hazard Response Protocol (2018 p.7) a risk is defined as “[t]he proba-

bility of an adverse health outcome resulting from exposure to a hazard and the 

measure of the degree of hazard, defined as a combination of the probability and se-

verity of adverse effects on organizational performance, health, property, the envi-

ronment, or other things of value”. 

Risk Assessment is defined as “[t]he scientific process that characterizes the potential 

risk of hazards to human health, consisting of four main steps: hazard identification, 

dose-response assessment, exposure assessment, and risk characterization”. 

The Emergency Management and Civil Protection Act provide definitions of hazard 

and risk as follows: 

Hazard (1) - A risk that is a threat. 

Hazard (2) - An event or physical condition that has the potential to cause fatali-

ties, injuries, property damage, infrastructure damage, agricultural loss, damage to 

the environment, interruption of business, or other types of harm or loss. 

Hazard Identification - The process of defining and describing a hazard, includ-

ing its physical characteristics, magnitude and severity, probability and frequency, 

causative factors, and locations/areas affected 

Risk - A chance or possibility of danger, loss, injury, or other adverse consequenc-

es. 

Risk Assessment - Identification of risks to public safety, public health, the envi-

ronment, property, critical infrastructure and economic stability from natural, hu-

man-caused and technological sources/activities, and evaluation of the importance 

of the activity to the continued operation of the community. The vulnerability of the 

community to each activity should also be evaluated (Emergency Management and 

Civil Protection Act).   
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To perform the HIRA process is a requirement for the municipalities to reach com-

pliance with the Emergency Management and Civil Protection Act and to ensure 

that emergency planning is supported by the risk assessment of locally relevant haz-

ards. Hence, it might be preferable if the definitions for risk and hazard to been the 

same in the Provincial HIRA as in the Emergency Management and Civil Protection 

Act, which it is not. For some governmental organizations, such as Public Health, 

the definition of crucial terminology has additional layers of complexity since multi-

ple document provide different definitions of risk and other key terms which may 

add confusion and complexity to navigate a risk assessment process within the field.  

One additional noteworthy key concept definition, with the ability to create incon-

sistency, is related to concept of quantitative data. Quantitative data is referred to 

data which “deals with numbers and things you can measure objectively”. Examples 

provided are cost or the number of people affected by an emergency. It is arguable 

that defining the number of people affected by and emergency has a definite subjec-

tive component to it and is not an objective number. The lacking accuracy of the 

concept quantitative data creates an issue because it is one of the aspects in this type 

of risk assessment with some potential to provide consistency between the different 

hazards and subsequently to make them a bit more comparable which can increase 

the quality of the outcome.  

Related to the definitions of likelihood and consequences Holmgren et al (2012, p. 

258) mention that probabilities in general are harder to assess in an adequate way, 

than consequences. Talbot (2011) mention that people generally have great difficul-

ty in making accurate judgments under uncertainty and our ability to select from a 

range of likelihoods and consequence ratings is moderate at best. This put very high 

demand on the definitions of those terms. Within the HIRA framework the defini-

tion of likelihood is worth to consider, and is further discussed in the section below 

related to the use of measurement scales within the HIRA. 

As a positive step the 2018 revised version of the guidebook recommends the risk 

assessment to be a wider process than single handed looking at the numbers pro-

duced and inserted into the risk matrix. This process is described as several steps to 

be taken prior to producing the risk ranking but unfortunately the process still ends 

there. For an increased risk assessment quality the process might have been support-

ed by recommending some further steps after multiplying the likelihood with conse-

quence (risk evaluation). For example, the high impact hazards and the negatively 

correlated hazards could be assessed individually to consider what implications and 

potential decision making rules should be implemented for the management of such 

hazards and subsequent resource allocation.  

Furthermore, terminology such as ”social determinants of health”, “resilience” and 

“critical infrastructure” which require significant explanation and detailed definition 
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due to their complexity and potential of widely different interpretations, has little to 

no explanation while terminology which, taken into consideration who the target 

audience of the HIRA is, shouldn’t require any elaboration are being defined thor-

oughly. One example (HIRA guideline, 2018 p27) is the statement “a flood that oc-

curs in an uninhabited area, with no impact to infrastructure, would not be an 

emergency”. This should not require an explanation.  

One of the core questions the HIRA aims to support answering is “what risks can 

lead to a disaster?” In the final step of the HIRA process it is stated that “now you 

should be able to answer the key questions that define HIRA: What risks can lead to 

an emergency?” In this way the terms disaster and emergency are used interchangeably 

and are core concepts for the assessor yet, the terms disaster and emergency are not 

defined. As mentioned in the background the definitions of key concepts such as 

emergency, disaster and catastrophe are widely debated within the field of emergen-

cy management and there is no one definition used in a universal perspective. This 

put an even higher demand on the terminology to be well defined within the con-

text they are used, especially for a risk assessment process where the often subjec-

tive nature of the data creates a high need for collective understanding among the 

assessor for the meaning of key terminology. 

4.2.5 Are consequences and probabilities clearly defined? 

Since the variable risk, as used in the context of risk matrices, is combined of the 

estimated value of likelihood (one scale) and consequences (different scale) it is 

challenging to rank the variable on any type of scale. In accordance with Cox (2008) 

discussion regarding poor resolution, there is a potential issue with the relationship  

between the risks in the final risk ranking of the HIRA, depending on the lack of 

explicit measurement scale of the final product (the outcomes of the multiplication 

of likelihood and consequence score for each hazard). When unknown it might be 

difficult for the assessor to determine exactly what those numbers mean and what 

the relationships (if any) are between the different risk levels. As a result the final 

ranking might not necessarily reflect the assessors desired priorities. With the HIRA 

process aim being to assist resource allocation, the lack of meaningful inter-relations 

between variables/risks might create a significant issue for the decision maker, as it 

provides little guidance to prioritize and manage the very different risks within the 

same category. 

Additionally, the likelihood assessment in the HIRA is provided to the assesser as 

several different scales. First as an ordinal scale (rare, very unlikely, unlikely, 

probable, likely and certain), second as a “percent chance” where each category in 

the ordinal scale is provided a category range of number of years (not actually 

percent in this column which is slightly confusing) subsequently also translated into 

percent descriptions (see table. 1 on p.14). The fact that the ordinal categories are 
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provided with explanation has its benefits, as it could reduce the subjective 

interpretation which might be likley when using potentially interchangble terms. 

But, the percent/year explanations provide little support to adequatly assess from a 

more objective point of view. Category 6, certain is given a 100 percent chance of 

occuring in any year. While category 5, likely, is described as “over 20 % chance of 

occurrence in any year” and additionally “occurs < 5years”. First, this is a very big 

stretch from 100 percent certainty. It appear to be challenging to get an accurate 

picture of the likelihood assessment when attempting to translate these different 

categories among themselvs.  

As mentioned in the background the probability should generally be assesed for the 

specific consequences, not for the hazard occuring overall. In the HIRA the 

probability is assigned to the likelihood of the overall hazard, and subsequently the 

consequences are divided in ten different consequence categories (e.g., economic, 

reputation, and injury and illness) provided none, low, medium or high 

consequence level. One gap in this specific method was seen during the Regional 

HIRA workshop and is related to the fact that this very detailed breakdown of 

consequences requires a very high level of subject matter expertise to accuretly 

assess all ten sub-categories (and make sure that they don’t overlap). This result in 

the group of assessors leaning to “the centre” (ranking the consequence as medium) 

as they were unsure of the correct answer. This together with the fact that the 

assessment discussion/decision is being anchored by a piece of potentially inadequate 

information might have contributed to the absolute majority of the hazards assessed 

ending up in the medium category. 

Furthermore, there is a gap in the process due to the lack of guidance for how to 

incorporate all the data collected in the first two steps when creating hazard profiles 

and community assessments, in a consistent way. Since the outcome is a number, 

the process of translating the non-numerical data into representative numbers is 

crucial. 

4.2.6 Is the method aligned with the needs of the target audience? 

Since the updated HIRA puts a strong emphasis on collecting and managing large 

amounts of data and information to support the creation of hazard profiles and 

community assessments, a very significant amount of work and resources needs to 

be invested in the process to perform it in accordance with the guideline. A majority 

of the local municipalities have limited resources assigned to emergency 

management activities generally, including those required to comply with 

legislation. Subsequently the HIRA process might not be aligned with the existing 

resources, needs and capabilities of the target audience. 
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5 Conclusions 

The objectives of a quantitative risk ranking process, based on the use of risk matrix, 

should be thoroughly considered prior to implementation and execution. The 

chance of producing accurate risk scores with the ability to support resource alloca-

tion and program planning appears to be limited. While the discussions surrounding 

hazard profiles and assessments during a workshop are useful, the risk ranking out-

come should be utilized with caution due to the potential of directing focus only to-

wards individual hazards with high, potentially inaccurate, scores. Such risk ranking 

could be considered as one part of a comprehensive, system wide, risk information 

and assessment structure and its value and influence should be determined in rela-

tion to a more comprehensive picture.  

There are several challenges to consider when adopting and utilizing a risk assess-

ment process using risk matrices. These include the assessment of and decision rules 

for management of negatively correlated risks (e.g. hazards with low likelihood and 

severe consequences); the accurate assessment of the impact of existing risk treat-

ments; and the creation of hazard definitions for complex hazards such as infectious 

diseases. 

Furthermore, risk assessment generally requires subject matter expertise of its own, 

to develop the process and to contribute with relevant knowledge during the actual 

assessment. For emergency preparedness, such as within York Region and York Re-

gion Public Health, in-depth subject matter expertise is also required for each haz-

ard. The Provincial HIRA process provide little support to the municipalities in ac-

tually accurately assessing the risk level of locally relevant hazards and unfortunately 

the process ends up being a checkbox to tick for compliance with legislation.  

5.1.1 Recommendations for Further Research  

During the analysis of the HIRA process, for the purpose of this thesis, several 

weaknesses and challenges with the ability to effect the quality of the outcome 

negatively were identified but fell outside the scope of this thesis and were not 

elaborated further. Additional research is needed to determine the combined impact 

of multiple factors influencing the quality of the process and outcome. Furthermore, 

it could be helpful to understand if and how the method could be adapted to specific 

needs of different areas (e.g., Public Health, Hospital or the Police) to increase its 

usefulness. Lastly it should be determined if the outcome of the HIRA process is 

being utilized by the target audience to actually support program planning and 

resource allocation within emergency preparedness.  
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