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Abstract：With the development  of network and information technology, E-mail has became 
increasingly popular and the society’s indispensable needs. However, virus spreading  via the 
email are also increasing. The Email attachment, such as, PDF documents, EXE programs, 
can spread viruses from one computer to another computer. PDF documents are one of the 
widely used reading or sharing documents, and the attackers are using malicious PDF 
documents increasingly. In this paper, in order to detect the viruses in the PDF document, I 
have analyzed the file structure, document  structure and objects. I select two methods PDF 
Scrutinizer and MDScan to scan the PDF document viruses. 
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1. Introduction
1.1 Background
With the extensive use of computers, more and more people use email to send and receive 
information. In the same time, the e-mail viruses is increasing too. An Email virus is a 
destructive computer program, shown in the Figure1.1. The email viruses is embedded in the 
text by malicious code or attachments and then using people’s curiosity to open e-mail. There 
are various types of malware, such as, worms, trojans, malicious code. These viruses have a 
strong impact on the system, like, destroying data on the disk, make the computer or network 
running slowly, destroying the video display screen.

Figure1 Virus spread through Email
An example of the email virus is “I love you”[2]. This virus make people to open the 
attachment with “I love you” as the topic, and then the receiver computer will be infected by 
the malicious code. Once the computer has been infected, this virus will forward the email 
with the viruses to the people address which on the receiver’s address list. Another example is 
the “Melissa” virus in 1999. The virus send the virus document  as a e-mail message to top 50 
people in the receiver’s address book. In this message it  contains friendly note and the 
sender’s name. It also infects all the Word documents that  are opened subsequently by the 
receiver[3].

1.2 Problem
A variety of viruses can be spread through the attachment. It  is contained a piece of code in an 
attachment document, for example, PDF documents, Microsoft Word documents and .EXE 
programs. This paper begins with a description of the Email virus and then analyses one kind 
of attachments of the email - the PDF documents.
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Portable Document  Format(PDF) is a file format  that  used to represented the documents in a 
manner independent  of hardware, operating system and a running application, with which it  is 
possible to create, view, print and exchange documents reliable and environment- 
independent.

As a kind of email viruses, PDF malware is more and more popular in the Internet. PDF files 
bearing malicious content  have been harming computer systems, and in 2010 they have been 
considered one of the most  dangerous threats.[10] It is possible to embedded  different types 
of files to attack computer, such as JAVAScript code, ActionScript code or EXE files.

1.3 Aims 
In this work, my aim is detect the viruses in the PDF documents by using the detection tools, 
such as PDF Scrutinizer[5] and MDScan[7]. Analysis the file structure, document  structure 
and the objects to get the knowledge of the PDF document.

1.4 Research Question
From above content, sending and receiving Email has been one of the most popular with to  
communicate with each other in the modern society. However, the Email is also popular as  
computer virus communicator. As a normal attachment, PDF document  can be embed any 
types documents, even the malicious software or code. My research question is that  is it 
possible to detect  if a PDF document contains viruses? The detailed information about virus 
spreading via PDF documents is explained in the following content.

1.5 Delimitations
In this work, I just use the PDF Scrutinizer and MDScan to detect the malicious PDF 
document. Analysis each step of there two tools, and find how they detect the PDF 
viruses. Although there two tools are not useful for the all malicious PDF documents, 
they are also the good tools to detect PDF viruses. 

2. Theoretical Background
2.1 Characteristics of E-mail virus
E-mail is a very simple, cheaper and faster communication way in the Internet  than the paper 
mail. Most of people choose the free E-mail service, for example, Google and Hotmail. 

• Fast infection and wide range
The virus spreads rapidly in the network by E-mail network communication mechanism. The 
danger of the Email virus is that  the vast majority of viruses have self-replication and the 
ability to replicate.

When an attacker sends an Email with virus to one person, this virus email will be send to not 
only this person, but also to the people in the address book of this person. It  is initiative to 
select the address from address book of every receiver to send email with viruses. The virus 
can be spread throughout the Internet within a very short time. 

• Destructive
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The Email virus is also a computer virus, it have all the danger of the computer virus. But 
Email virus have other destructive. (1). Email virus have the threat  for the Email service. 
When the Email virus is outbreaking, the virus will be send a large of number Email at  the 
same time. This action can cause the Email service running slowly, greatly using network 
resources or system shut down. (2). Receive a little of the spam Emails.

• Concealment
In general, the E-mail virus usually hides in the E-mail attachment  which can accelerate virus 
spreading, and level up difficulty of killing the virus. As a private means of communication, 
E-mail service provider has no authority to scan the contents of a user’s mail, therefor it  is 
impossible to  detect the virus before the user receive the email.

2.2 Transmissions of E-mail virus
The transmission principle of mail virus is basically the same. The virus usually uses a 
attachment, a HTML format message body or a script hidden in the HTML page to hide itself. 
If this computer has been infected, the virus will firstly control the e-mail system and take a 
copy of itself, then hide in the hard drive to modify the registration, and finally set the 
automatic operation. It  will call the system function, and sent virus copies to all addresses in 
the address book, and then complete all the intention of the virus. Some viruses will also 
search the entire LAN. When they find system vulnerabilities, they will spread in the hosts 
network.[4] 

For example, “Nimda” is a complex virus with a life cycle consisting of four parts:
• local infection
• mass mailling
• Web server infection
• LAN propagation.[3] 
If the computer has been infected, it  will locate email addresses and send the email with the 
virus to each person in the address book.

2.3 E-mail Virus Detection 

The email can be scanned at the sender machine, on the SMTP(Sample Mail Transfer 
Protocol) server, on POP3(Post Office Protocol 3) server and scanned at the receiver’s 
computer. 

• Scanning at sender’s part - when the user send email, they can scan the file with the anti-
virus software at first or the gateway.

• SMTP or POP3 part - when the server part get the email, they can scan and compare the 
consistents with virus.

•  Receiver’s part - In this part, user can also use software to scan the email file to find the 
virus.

There are several popular methods of virus detection, generally used by virus scanner.
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• Signatures-Base Detection - In this way, the antivirus software relied upon the signatures to 
identify malware. But, if the virus has created the signatures then this Signatures-Base 
Detection method will does not work. This way also useful for the new or unknown viruses.

• Heuristic scanning - This method will scanning the file for virus-like code. This way used 
to detection the unknown virus.

• Integrity checking - Comparing a file with its backup to identify if the file has been changed 
by the virus.

• Behavior checking - Tracking the behavior of a program to check it’s action, and then 
compare with the virus programs.

3. Realization 

3.1 PDF Overview
In this section, I have present a overview of the PDF documents, structure, objects and so on. 
In order to get the better understanding of the how the malware embedded to the PDF 
documents. 

3.1.1 PDF file structure
A PDF file consists of the follow four parts: (Figure 1.1)

• Header: A file header specific the PDF version to which the file conforms. The header 
of a PDF file is made up of one lines. it  also can have the second comment lines which 
contains a sequence of non-Printable characters. The first  line is necessary, which 
defines to the version specification the file conforms. [11]

          For example, 
%PDF - 1.6
the PDF version is 1.6 

• Body: The body consists all objects and make up the document’s contents.

• Cross-reference table: The Cross-reference table contains the exact  address of all the 
objects in the PDF document. The location is expressed as a byte offset and this bytes 
between the start of the document  and the start of the object description within the file. 
It  makes access to random objects in the file. The main reason for the Cross-reference 
table is that it  allows software that reads a PDF file to locate and read objects without 
having to scan the whole file. Objects in the Cross-reference table are contain ‘in use‘ 
or ‘free’. ‘Free‘ objects means obsolete and should not be used. But  it also can be 
reactivated.

  
• Trailer: Trailer placed at the end of the PDF file, and contains the location of the cross-

reference table, as well as some special object. It  records the Cross-reference table 
address and point to the root  object. According to trailer, PDF application can find the 
cross reference table and the whole objects to processing the PDF files.
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Figure 2 Initial PDF Structure and an example of PDF[11]

3.1.2 PDF objects
Objects are divided into Indirect objects and direct objects. Indirect objects such as an object 
can be referenced by other objects. Any type of object may be labeled as an indirect object. 

Direct objects, such as objects that are not referenced by a number.
Basically, the PDF standard defines eight basic types of objects:[6]

• Boolean objects: Boolean objects are identified by the keyboards values ‘true’ and 
‘false’.

• Numbers: PDF divided two types of numbers, integer and real. Integers may be 
specified by signed or unsigned constants. Reals can be in decimal format. 

• Strings objects: stored in literal characters enclosed in parentheses ‘(’ and ‘)’ or 
hexadecimal numbers enclosed in angle brackets ‘<’ and ‘>’ as a sequence.

• Names objects: A name is a uniquely defined sequence of characters, preceded by a 
slash (/). Whitespace and certain delimiter characters are not allowed within names, but 
these limitations can be circumvented by representing such characters using their 
corresponding hexadecimal code.
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• Array objects: An array is a one-dimensional collection of objects arranged 
sequentially. An array may be made up of any combination of object  types, including 
other arrays. And arrays are enclosed in square brackets.

• Dictionaries objects: A dictionary is a lookup table whose entries are defined as key / 
value pairs. The first  element of each pair is called the key and the second element is 
called the value.A dictionary is represented by two left  angle brackets (<<), followed by 
a sequence of key–value pairs, followed by two right  angle brackets (>>). For example: 
<< /Type /Example /Key2 12 /Key3 (a string) >>

• Stream objects: This is a special dictionary object  between the stream  and endstream. It 
is used to store stream data, such as images, script code, text, and compressed it  by 
using the special filters.[9]

• null object: The keyword  null is represents the null object.

3.1.3 Document Structure
The document structure describes how the objects are organized within the body element  of a 
PDF file and how objects are used to represent  several parts of the document. A PDF 
document can be described as a hierarchy of  objects contained in the body section of a PDF 
file. Most objects in this hierarchy are dictionaries. [11]

10



Figure3 Structure of a PDF document[11]

Catalog
The Catalog is the first parents node in the PDF document, and it control the whole PDF files.  
“The Catalog is a dictionary that is the root node of the document.”[11] It contains a reference 
to the tree of pages contained in the document, objects representing the document’s outline, 
the document’s article threads, and the list of named destinations.
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Pages

A user can quickly open a document  containing thousands of pages using only limited 
memory by the tree structure. “The pages of a document  are accessible through a tree of 
nodes known as the Pages tree. This tree defines the ordering of the pages in the 
document.’’[11] Each page has its own properties, such as the Imageable content, Thumbnail 
and Annotation. 

Thumbnails: PDF documents can contains thumbnail sketches of its pages but this is not 
required. Thumbnail use the Thumb value as the page object, and it’s not include Type, 
Subtype and Name keys.[13]

Annotations: Annotations can as notes or other objecter objects and link with a page but are 
separate from the page description itself. PDF have several kinds of annotations: Text notes, 
Hypertext links, moves and sounds.[13]

Example: Sample of pages tree 

2 0 obj                                                                   //example object

<<                                                    

/Type /Pages                                                         //Type is Pages

/Kids [3 0 R 4 0 R 10 0 R 6 0 R]                          //This pages have four child nodes

/Count 4                                                               //The count of these child 

>>

endobj                                                                 //End

Outline tree

The Outline tree is like the blueprint of the document. It  contain the relationship between  the 
parents nodes and the child nodes, and the structure of this document.  “An Outline allows a 
user to access views of a document by name. Outline brings up a new view based on the 
destination description with a link annotation, activation of an outline entry, also called a 
bookmark. It is accessed from the Outlines  key in the Catalog object if the document have a 
outline.”[11]

Article threads

A PDF document may include one or more article threads. Each thread has its name and 
elements User can select  any pages of which pages he/she want to read, instead of from one 
page to next page.
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Named Destinations

When the PDF document use an annotation or Outline entry, they may specify a destination, 
the destination can consists of a page, the location of the display window on that  page. A 
destination may be represented explicitly as an array or implicitly.

A destination can be represented implicitly, using a string or a name. Both of string and a 
name are referred to as “named destinations. ”[10] Especially useful when the destination is 
in another file.

For example, one files can contains a link to the first page of other files. 

/ Introduction.begin 

This is means the file beginning with Introduction, and it’s better with the implicitly locations.

3.1.4 Incremental update
The Incremental update is the PDF internal update, user can change the original PDF 
document by add the new action in the end of the document. “The contents of a PDF file can 
be updated without  rewriting the entire file. Changes can be appended to the end of the file, 
leaving completely intact the original contents of the file. When a PDF file is updated, any 
new or changed objects are appended, a cross-reference section is added, and a new trailer is 
inserted.”[11]

Figure 4 Structure of a PDF file after changes have been appended several times[11]
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3.1.5 Security Analysis 
The PDF documents have several ways for embedding data within a PDF document. 
Although the content  stream may refer to them through annotations, embedded objects are 
not part of the document’s content stream.
It  is possible to embed the links, movies, sounds or file attachments through the annotation. It 
is also possible to embed JavaScript code.

Malicious techniques used in PDF file

• Embedding application or files
The PDF format allows embedding of files in to documents, such as font application, flash 
application or Javascript, they also are accessible from the PDF. This feature also used by 
malware operators, for example disguise malicious file and additional actions. It’s means that 
when user opening the PDF file, the Adobe Reader can also display the flash application 
directly. Any type of file can be embedded, it is also possible to embed viruses,worms and 
other malicious code.

• Exploitation of Vulnerabilities
This is means the attackers execute shell code with privileges of readers process. PDF 
exploits contain two parts: (1) JavaScript-based and (2) non-JavaScript-based, also called 
Flash-based.
(1) JavaScript-based method are more common and popular, because Javascript-based PDF 
malware is usually text only, it is easier to pass the security control. 
(2) Flash-based is embedding the flash files in the PDF file. 
“PDF provides several ways for inclusion of JavaScript code. These mechanisms are 
important  for the realization of interactive features, such as forms, dynamic content  or 3D 
rendering.”[6]
There are basically two types of JavaScript  code that can be used: one is that, along with the 
code to exploit  the vulnerability, includes the payload used for the attack, and other one is 
relies to other objects in the file or external malicious.[4]
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Figure 5 Example of an injected JavaScript object[11]

4. Result
With the widely using of the PDF, more and more attackers using PDF documents 
contain the malicious software to spread virus. 

The most  important  problem to detection the PDF document is extraction the information. 
And the main part  of extraction the JavaScript action is decoding the JavaScript code. There 
are two basically way to malware detection, dynamic and static analysis. 

• The Dynamic analysis is that  it  executed the JavaScript code directly. In the Dynamic 
analysis, it  extracts JavaScript  code from the PDF document, and then execute the 
JavaScript  code in the execution environment, pick up the features from the runtime 
execution.

• The Static analysis in order to find the malicious code via analysis the structure, source 
code. In the Static analysis, it subdivided into parts: Structure detect and JavaScript  detect. 
In the structure detect, it analyze the internal structure of a PDF document without execute 
the code. In the JavaScript  detect, this method is in order to analyze the JavaScript  code and 
its content.

In the network, there have hundreds of methods to detection the malicious PDF 
document. In this paper, there are two methods, PDF Scrutinizer[5] and MDScan[7].  

4.1 PDF Scrutinizer
PDF Scrutinizer is an PDF analyzer in order to classify PDF documents by using static and 
dynamic detecting. PDF Scrutinizer focuses on JavaScript-based attacks, but also suitable to 
the non-JavaScript-based documents. And does not only display the resulting classification, 
but also furnish further information on the reasons of the classification.
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The main function of PDF Scrutinizer is cutting PDF documents into three parts, parsing, 
extraction of actions and execution of actions.

Figure 6 Functionality of PDF Scrutinizer[5]

1) Parsing: loading and parsing the documents. All the PDF objects are analyzed and saved in 
the PDFBox[8] to follow steps and access them. In PDF Scrutinizer, the parsing try to 
extract PDF objects at all cost, and not be limited to the PDF specification. 

2) Extraction of actions: PDF Scrutinizer like common PDF reader does, to find the 
JavaScript  action. If an /OpenAction is registered, then the document catalog the dictionary, 
store a reference to the /Name array and scanned for include JavaScript  action. When all 
the action has been collected, saved for later analysis and processed.

3) Execution of actions: The extract code is executed in a modified JavaScript engine, where 
the parts of the acrobat for JavaScript API are emulated. Because in this way they are able 
to return the correct values, this is the malicious functionality. Execution the code insure 
the action is good or bad. Then classifications malicious, suspicious and  benign 
documents. 

Figure 7 Processing structure of PDF Scrutinizer [5]
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PDF Scrutinizer is using the static and dynamic detection to recognize malicious PDF 
documents.

4.2 MDScan
MDScan is a standalone malicious document  scanner, they analysis PDF documents 
individual and detects malicious code. And combination of static analysis of the document 
format representation and dynamic analysis of the embedded script code.

Figure 8 Processing structure of MDScan[7]
This method have two parts: document analysis and code execution and shellcode detection.
1) Document Analysis
• File parsing: First things is file parsing with extraction of all the objects in the body of the 

document, reconstructs the logical structure by extracting all identified objects, also 
including the JavaScript code.

• Emulation of the JavaScript  for Acrobat API: this is a specific objects, properties and 
methods accessible as a JavaScript extensions.

• JavaScript  Code Extraction: After all extracted objects have been analyzed, is check the 
JavaScript code.

2) Code Execution and ShellCode Detection: having extracted the embedded code, MDScan 
proceeds executed code on a JavaScript  interpreter into the dynamic analysis phase. In 
most malicious PDF files, the JavaScript  code is to trigger a vulnerability in the PDF 
viewer, and divert the normal execution flow to the embedded shellcode. 

The methods of PDF Scrutinizer and MDScan both can detection the viruses which 
embedded in the PDF documents. In the methods of PDF Scrutinizer and MDScan, they are 
both have extraction part. The PDF Scrutinizer method can detection the JavaScript-based 
attacks and non-JavaScript-based attacks, it also can display the information on the reason of 
the classification. 
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5. Discussion

In this paper, my purpose is detect  the malicious PDF document via analysis the PDF 
structure. As introduced in the result part, it  is possible to detect the PDF document embedded 
the viruses. PDF Scrutinizer is like the normal methods, Paring, Extract  the action and then 
Execute the code which extract from the documents. And this method can both detection the 
JavaScript  based and non-JavaScript  based malicious code. The MDScan method is separated 
to two part: document analysis and the code extraction, shellcode detection. 

The similarity of there two methods, both of PDF Scrutinizer and MDScan uses the static 
analysis and dynamic analysis to detect the malicious PDF documents. In the static phase, the 
system scans and analyzes the documents structure and the code, which is also useful to 
detect the new viruses. In the dynamic phase, systems uses simulating and tracing the action 
to detection the malicious PDF document. To combine different methods, like of static 
analysis and dynamic analysis, is goodness for detecting viruses. 

The disadvantage of the MDScan method is that  it  can not detect  the non-JavaScript  based 
attacks, such as Flash files. The limitation of PDF Scrutinizer is that, it  uses a larger number 
of the JavaScript for Acrobat API. These two methods both focus on the JavaScript  detection, 
however the malicious PDF document does not just have the JavaScript attacks.

Although the majority of malicious PDF documents are using the JavaScript  widely, other  
method are also important. In the above content, the attackers exploit  the vulnerabilities to 
embedded malicious in PDF document provided two part, JavaScript based and non-
JavaScript  based. And the PDF document  can embed any types files.  In these different  types 
files, they have many way to contain the viruses. 

The attacker uses start action to executed the malicious action, such as /Launch, /URI and 
embedded Flash files. Flash files malicious document  is a non-JavaScript  based exploits 
attack. The attacker uses the ActionScript  to embedded the flash files. The /Launch can 
startup executable action, like EXE files. 

Web pages based - When the malicious PDF is hosted in the Web pages, Web based attacks 
maybe occur. PDF documents hosted on a Web server does not contain any executable action, 
but they contain the shell code which can be successfully exploited, In this type attacks, 
attacker can easily to change PDF document  on the backend, so that  the malicious PDF 
document can be easily  updated.
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6. Conclusion

From the above content,  the PDF viruses can be detect. With development  of the security 
technology, the detection method will be detected widely. In this paper, I have introduced the 
basic structure of the PDF, the security problems, and using the two methods proof that 
malicious PDF documents can be detected. The detection tools can not  detection all the 
malicious files, which need to development new technology and keep going on this way.

6.1 Future work
PDF virus will continue to grow and change with the technology development. In the future 
research of PDF document, it is not only to detect  the JavaScript  action, but  also to detect the 
other typed attacks. In the future, the researcher should be pay attention to the non-JavaScript 
based attacks, Web pages based or other types attacks in order to keep network cleaning.
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